14.2 RFP Cybersecurity Questionnaire


CYBERSECURITY QUESTIONNAIRE
REQUIRED FOR CANDIDATE SUE SUBMISSIONS THAT CONNECT TO THE NETWORK AND STANDALONE INFORMATION SYSTEMS; FAILURE TO COMPLETELY ANSWER QUESTIONAIRE WILL DISQUALIFY A SYSTEM FROM SELECTION INTO NIE.

(Note: Copies of all certification accreditation approvals, Security Classification Guides, Key and Certificate Management Plans, configuration management plans, and Operational Security Doctrines shall be provided. In some cases the candidate solution is not a single system/box but a system of systems. In these cases, the source shall make clear which component this is applicable to. The source is free to fill out a separate questionnaire for each component/system/box.  A source’s solution that will protect classified information must be capable of obtaining NSA approval/certification.  

References:
1. CNSS Instruction 4009 National Information Assurance Glossary 26 April 2010
2. CNSS Policy No. 19 National Policy Governing the Use of HAIPE Products February 2007
3. DoDI 8500.2 Information Assurance Implementation 6 February 2003
4. AR 25-2 Information Assurance 23 March 2009
5. NSA IPsec Minimum Essential Interoperability Requirements v1.0.0 31 May 2010

General Information

System Name (component): ___________________________________________________

Version# _____________________H/W #_________________S/W #___________________

System Owner (Name/email/phone): _____________________________________________

Program Manager (Name/email/phone)_____________________________________

Technical lead (Name/email/phone):______________________________________________

Vendor IA POC (Name/email/phone):_________________________________________ ___


Certification & Accreditation Details

1. System Information
0. Mission Assurance Category as defined in DoDI 8500.2 (i.e., MAC I, MAC II or MAC III): _________________________________
0. Confidentiality Level (i.e., Classified, Sensitive or Public): ________________
0. Existing Waivers: ________________________________________________


1. SW details:
1. Operating System Product(s) and version number(s) (e.g., Windows 7, Red Hat 6, etc.) _____________________________________________________________ 
1. Does the system use virtualization? Yes____ No____
1. Product and version (VMWARE, Virtual Box, etc.)______________________
1. Virtualized base OS product (Win 7, SUSE Linux, etc.) ____________________
1. Provide SW Baseline inventory.

1. Does the Server have Anti-virus SW installed?  Yes ___  No ___  if no, explain________________________________
2. Product(s):________________________________________ 
2. Version(s): _______
2. Is there a Configuration Management Plan (CMP) for updating signatures in the tactical environment? Yes ___  No ___  if no, explain___________________

1. IAVAs? Yes ___  No ___  if no, explain   ________________________________________
3. Date Latest OS, IAVA and AV patches applied: _________________________
3. Security Technical Implementation Guide (STIG)/Security Recommendation Guide (SRG) used to harden system? Yes___ No___ if no, explain__________________________________________________________
3. Is there a Configuration Management Plan (CMP) for updating and testing patches in the tactical environment? Yes ___  No ___  Explain or Provide SOP________________________________________________________
3. Does the component/system have any known vulnerabilities? Yes__ No__ if no, explain________________________________________
3. If yes, provide the Plan of Action and Milestones (POA&M) to mitigate vulnerability.
1. How are backups performed, is this inherited from another system? Explain. ___________________________________________________
4. How do you perform SW and configuration file upgrades? Explain. ___________________________________________________________


IA Engineering Details

1. List all ports, protocols and services. Attach information in a separate sheet if needed.

	Service/Protocol
	Port
	Description

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



1. Confidentiality 
1. Does the product use FIPS validated algorithms? Yes___ No___ Explain. ___________________________________________________________________
1. Define all default system accounts and access levels: ________________________________________________________________________________________________________________________________________________________________________________________________________

1. Summarize the Identification & Authentication (e.g., UID/PWD, token based, etc.) mechanisms implemented for user and administrative access to include any type of account access locking on failed attempts: __________________________________________________________________________________________________________________________________________________________________________________________

1. Summarize the Identity and Access Management (RBAC, MAC, etc.) mechanisms implemented for user and  administrative access: ________________________________________________________________________________________________________________________________________________________________________________________________________
1. Are virtual meetings configured as a feature on the software voice client? Yes___ No____ 
4. If yes, how is access restricted to virtual meeting rooms, and are rooms labeled with the appropriate classification level? __________________________________________________________________________________________________________________________________________________________________________________________

1. Integrity
2. Does the product use TLS for AS-SIP Messages? Yes___ No___ Explain. ___________________________________________________________
2. Is the product capable of using H.235.1 Baseline Security Profile guidance for mutually authenticated shared keys? Yes___ No___ Explain. ________________________________________________
2. Is the product capable of using SRTP for transport? Yes___ No___ Explain. ____________________________________________________________
2. Operating Systems and Application Level Auditing?    Yes ___  No ___  if no, explain ____________________________________________________________

3. List all audit events/audit flags in the table. Attach information in a separate sheet if needed.

	
Event
	
Description
	Source (OS/Application)
	Enabled/ Disabled

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



2. Centralized collection and review of audit event data ie. log/syslog? Yes ___  No ___  
Provide summary: _____________________________________________ _________________________________________________

2. Automated notifications and responses?  Yes ___  No ___  
Provide summary: _____________________________________________ _____________________________________________________________

1. Availability
3. Are emergency call services available? Yes___ No___ Explain. _________________________________________________________

1. Authentication
0. How is authentication performed, does the system use TLS, SRTP, IPSEC, etc.?  _______________________________________________________________
0. How is the web server configured to authenticate web clients? Explain. ________________________________________________________________
0. Does the product utilize DoD PKI certificates? Yes ___  No ___
0. Can users place ROUTINE and emergency calls without authentication? Yes___ No___ Explain. __________________________________________________
0. Are authenticated users allowed to access services above ROUTINE precedence level? Yes___ No___ Explain. _______________________________________
0. Is automatic phone registration enabled? Explain. _______________________________________________________________

1. Remote administration?    Yes ___  No ___  
5. Provide summary with protocols used and how RA is restricted to only authorized systems and users: _____________________________________________ _______________________________________________________________________

1. Host Based Security System compliant?  Yes ___ No ___, if not, is it inherited from another system? Yes___ No___ Explain. _____________________________
1. Alternate Intrusion detection/prevention capabilities, Host or Network based?___________________________________
1. Product/Version: _________________________ 
1. HBSS waiver? If so, provide waiver:________________

1. Traffic filtering?     Yes ___  No ___  Explain______________
1. At which level of the OSI model? ________________
1. Is stateful packet filtering used? Yes ___  No ___  
1. Host or Network-based? ___________________________________
1. Product/Version: _________________________ 




POC for questions, clarification or further guidance:  

Policy, certification and accreditation questions and issues:  Mrs. Veronica Bunn, (915) 569-7417 or (575) 993-0527, Test/Experiments IAM, veronica.v.bunn.civ@mail.mil

C&A and CDS questions and issues: Mr. Justin King, 443-395-1051, Risk Reduction IAM, justin.l.king8.civ@mail.mil	

Radio Certification/COMSEC questions and issues:  Mr. Jeff Hesson, 586-282-9631, SoSI IAM
 Jeffrey.w.hesson.ctr@mail.mil



















Definitions

Audit- Independent review and examination of records and activities to assess the adequacy of system controls and ensure compliance with established policies and operational procedures.

Confidentiality Level- Applicable to DoD information systems, the confidentiality level is primarily used to establish acceptable access factors, such as requirements for individual security clearances or background investigations, access approvals, and need-to-know determinations; interconnection controls and approvals; and acceptable methods by which users may access the system. The DoD has three defined confidentiality levels: classified, sensitive, and public.

Cross Domain Solution (CDS)- A form of controlled interface that provides the ability to manually and/or automatically access and/or transfer information between different security domains.

Discretionary Access Control (DAC)- A means of restricting access to objects (e.g., files, data entities) based on the identity and need-to-know of subjects (e.g., users, processes) and/or groups to which the object belongs. The controls are discretionary in the sense that a subject with certain access permission is capable of passing that permission (perhaps indirectly) on to any other subject (unless restrained by mandatory access control).

Electronic Key Management System (EKMS)- Interoperable collection of systems being developed by services and agencies of the U.S. Government to automate the planning, ordering, generating, distributing, storing, filling, using, and destroying of electronic key and management of other types of COMSEC material.

Evaluated Products List (EPL)- List of validated products that have been successfully evaluated under the National Information Assurance Partnership (NIAP) Common Criteria Evaluation and Validation Scheme (CCEVS).

High Assurance Internet Protocol Encryptor (HAIPE) Interoperability Specification (IS)- defines requirements for a modular suite of traffic protection, networking, and management features that provide secure interoperability between users, content repositories, and net-centric enterprise services. 

Host Based Security System (HBSS)- a flexible, COTS based application that monitors, detects, and counters against known cyber-threats.

Identification- An act or process that presents an identifier to a system so that the system can recognize a system entity (e.g., user, process, or device), and distinguish that entity from all others.

Information Assurance Vulnerability Alert (IAVA)- Notification that is generated when an Information Assurance vulnerability may result in an immediate and potentially severe threat to DoD systems and information; this alert requires corrective action because of the severity of the vulnerability risk.

IP Security (IPSEC)- Suite of protocols for securing Internet Protocol (IP) communications at the network layer, layer 3 of the OSI model by authenticating and/or encrypting each IP packet in a data stream. IPSec also includes protocols for each cryptographic key establishment.

Mandatory Access Control- A means of restricting access to objects based on the sensitivity (as represented by a security label) of the information contained in the objects and the formal authorization (i.e., clearance, formal access approvals, and need-to-know) of subjects to access information of such sensitivity.

MAC I- Systems handling information that is determined to be vital to the operational readiness or mission effectiveness of deployed and contingency forces in terms of both content and timeliness. The consequences of loss of integrity and availability of a MAC I system are unacceptable and could include the immediate and sustained loss of mission effectiveness. MAC I systems require the most stringent protection measures.

MAC II- Systems handling information that is important to the support of deployed and contingency forces. The consequences of loss of integrity are uncacceptable. Loss of availability is difficult to deal with and can only be tolerated for a short time. The consequences could include delay or degradation in providing important support services or commodities that may seriously impact mission effectiveness or operational readiness. MAC II systems require safeguards beyond best practices to ensure assurance.

MAC III- Systems handling information that is necessary for the conduct of day-to-day business, but does not materially affect support to deployed or contingency forces in the short-term. The consequences of loss of integrity or availability can be tolerated or overcome without significant impacts on mission effectiveness or operational readiness. The consequences could include the delay or degradation of services or commodities enabling routine activities. MAC III systems require protective measures, techniques, or procedures generally commensurate with commercial best practices.

NSA/CSS Commercial Solutions for Classified (CSfC) Program- established to enable commercial products to be used in layered solutions protecting classified National Security Systems data.

Plan of Action and Milestones (POA&M)- A document that identifies tasks needing to be accomplished. It details resources to accomplish the element of the plan, any milestones in meeting the task, and scheduled completion dates for the milestones.

Role Based Access Control (RBAC)- Access control based on user roles (ie., a collection of access authorizations a user receives based on an explicit or implicit assumption of a given role). Role permissions may be inherited through a role hierarchy and typically reflect the permissions needed to perform defined functions within an organization. A given role may apply to a single individual or to several individuals.

Strong Authentication- The requirement to use multiple factors for authentication and advanced technology, such as dynamic passwords or digital certificates, to verify an entity’s identity.
