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AT Annex Template Introduction
This introduction provides details on the various steps of the AT process in the context of writing the AT Annex using the AT Annex Template.   As the “Snake Chart” of Figure 1 shows, the AT process is divided into two distinct sections tailored to the appropriate program milestone.  The milestone B actions focus on identifying critical technologies/information and their value, their vulnerabilities/threats, AT requirements and potential AT implementations.  The milestone C actions finalize the AT Architecture implementations and the verification of the implementations.  

The Anti-Tamper Guidelines document provides guidance regarding the development of AT requirements.  The AT Annex Template walks through the format for each of the intermediate forms of the AT annex, including the Initial AT Plan (Milestone B), Final AT Plan (Design Readiness Review or Critical Design Review), Verification Plan (Milestone C), and Verification Results (Milestone C).  

Two key parts of the AT process are identification of Critical Technology and AT Requirements.  For AT, Critical Technology (CT) is defined as including hardware, software and information/data deemed to be critical to the program (more detail is given in Section 3 of the Annex template).  CT includes export control and proprietary items as well as classified technology/ information.  Typical CT items include signal processing algorithms (and their associated data) and sensor hardware (such as radar antenna/receivers and electro-optic sensors).  Be aware that identifying the critical technology is not a trivial process.  It will require system and subject matter expert involvement.  The Anti-Tamper Guidelines provide a reference point for AT Requirements which may become program requirements as determined by the program manager.  The AT V&V team will be assigned by the ATEA to evaluate the overall strength of the AT Requirements relative to the CT.
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Figure 1:  AT Implementation Process “Snake Chart”
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