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1. Introduction

1.1. Overview of Work to be performed

The contractor shall provide logistics services for the following areas of support in Contiguous
United States (CONUS), Outside the Contiguous United States (OCONUS) Afghanistan, and Kuwait
for the Joint Mine Resistant Ambush Protected (MRAP) Family of Vehicles (FOV): Supply and
Transportation Support, Program Management, Support to Government Provided Facilities,
Acquisition and Lease of Materials/Services, Program Support, and Contractor Quality Program
Support.

Staffing requirements, by location, are shown in Attachment 1 and Labor Category Descriptions in
Appendix C of this Statement of Work (SOW). The vehicle systems to be supported are shown in
Appendix A of this SOW.

1.2. Supported Vehicles Systems and Equipment
The MRAP Vehicle Systems (See Appendix A) are managed by the Program Manager MRAP.

Vehicles managed by the Joint Program Office (JPO) MRAP are distributed to the Marine Corps,
Army, Air Force, Navy, Department of State, Coalition Forces, and other Government agencies.

Note: The MSF/RSA’s support only those vehicles and related support services formally task
ordered to the JLI by the following organizations:

e Army: Vehicles Work Ordered by 401st and 402nd Maintenance Battalions

e US Marine Corps: Vehicles Work Ordered by Marine Corps Logistics Group Intermediate
Maintenance Activity (IMA) and Marine Corps Logistics Command (forward)

e Work Orders from the PM MRAP Operations & Planning Cell

1.3. Location of Work

Specific locations and work to be performed at each location is provided on the JLI Manpower
Distribution spreadsheet (Attachment 1). Changes to locations, level of effort, and type of work to
be performed at each location may be made by the Procuring Contracting Officer (PCO).

Work Locations under this SOW are divided into two areas world-wide: Contiguous United States
(CONUS) and Outside the Contiguous United States (OCONUS). These are described below.
Additional locations world-wide may be added by the PCO.

1.3.1. OCONUS
The contractor shall utilize existing Government provided locations and infrastructure.

e Regional Support Activities (RSAs) located in Afghanistan. RSAs are major repair sites for
MRAP vehicles and provide centers for sustainment and maintenance services
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o MRAP Sustainment Facility (MSF) in Kuwait. The MSF serves as the storage of repair parts,
retrograde operations, and Modification Work Order (MWO) applications.

1.3.2. CONUS
Work in CONUS will be at existing Government provided facilities.

e Detroit Arsenal, Warren, MI. JPO MRAP Offices for the management for the Army MRAP
portfolio of vehicle systems.

e SPAWAR, Charleston, SC. Central MRAP Site for final configuration before deployment to
Afghanistan and Kuwait and primary OCONUS shipping point.

e Fort Bliss, TX: Liaison Officer

o Sealy, Texas (located in BAE facility): Configuration Management / Retrofit Coordinator. Red
River Army Deport (RRAD), Texarkana, TX: Training Liaison Officer (Training LNO)

e Stafford, VA, Retrofit Coordinator
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2. Applicable Documents

2.1. Department of Defense and Joint specifications
a. Joint Air Force-Army-Navy (JAFAN) Manual 6/9 dated 23 March 2004
b. Department of Defense Instruction (DODI) 4715.4, “Pollution Prevention”
c. DOD Financial Management Regulation 7000.14-R

d. DOD Instruction (DODI)3020.41, Contractor Personnel Authorized to Accompany the U.S.
Armed Forces

e. Joint Travel Regulations (JTR)

f.  DODI 6050.05, DOD Hazard Communication (HAZCOM) Program
DOD Financial Management Regulation 7000.14-R
DOD Product Support Manager Guidebook, April 2011

i. DOD Executive Order (EO) 13423, Toxic and Hazardous Chemicals Reduction Plan for
Lifecycle Chemical Management, 1/26/07

j-  DOD Directive (DODD) 5210.50, Unauthorized Disclosure of Classified Information to the
Public, July 22, 2005

2.2. Department of Defense Service standards
a. Army Regulation (AR) 380-5, Department of the Army Information Security Program
b. Army Regulation 710-2, Supply Policy Below the National Level
¢. Army Regulation 735-5, Policy and Procedures for Property Accountability
d. Army Regulation 200-1, Environmental Protection and Enhancement
e. Technical Manual 38-410, Storage and Handling of Hazardous Materials
f. AR 725-50, Requisition, Receipt, and Issue System
AR 750-1, Army Materiel Maintenance Policy
Reserved
i. Reserved
j- AR 385-10, The Army Safety Program
k. Department of the Army Pamphlet (DA PAM) 750-1, Commanders' Maintenance Handbook
1. DAPAM 710-2-1, Using Unit Supply System
m. DA PAM 710-2-2, Supply Support Activity Supply System: Manual Procedures
n. AR 200-1, Environmental Protection and Enhancement

0. Reserved
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Reserved

AR 600-55 “The Army Driver and Operator Standardization Program (Selection, Training,
Testing, and Licensing)

DODD 5200.1-R, Information Security Program

2.3. Other Government documents

a.

OSHA Directive CPL 02-01-050, Personnel Protective Equipment

2.4. Industry documents

a.

b.

Reserved

Government Electronics & Information Technology Association (GEIA), now TechAmreica,
GEIA-STD-0007/GEIA-HB-0007 Logistics Product Data

2.5. Websites

The Interagency Language Roundtable (http://www.govtilr.org/)

MRAP-U (http://www.redriver.army.mil/mrap u/mrap _u_training.htm)

Camp Atterbury Individual Replacement Deployment Operation (IRDO)
(bttp://www.campatterbury.in.ng.mil/IndividualReplacementDeploymentOperations/tabid/110

1/Default.aspx)

Reserved

Contractor Verification System (CVS), https://www.dmdc.osd.mil/appj/cvs/login

AR 380-5, Chapter 7: http://disa.dtic.mil/disnvtc/about.htm

Army Publications Web Site http://www.apd.army.mil/default.asp

Modification Management Information System https://www.mmis.army.mil/

Instructions for completion of DD254: http://www.dm.usda.gov/infosec/DD254.pdf

NIST Special Publication 800-122, Guide to Protecting the Confidentiality of Personally
Identifiable Information (PII) http://csrc.nist.gov/publications/nistpubs/800-122/sp800-

122.pdf

2.6. Solicitation/Contract Documents (Attachments)

R

(FOUO) Manpower Distribution Spreadsheet

(FOUO) PERSTAT Reporting SOP

(U) FRAGO 09-1038 Contractor Care in the USCENTCOM AOR

(U) Mod 11 to USCENTCOM IP and Individual-Unit Deployment Policy


http://www.govtilr.org/
http://www.redriver.army.mil/mrap_u/mrap_u_training.htm
http://www.campatterbury.in.ng.mil/IndividualReplacementDeploymentOperations/tabid/1101/Default.aspx
http://www.campatterbury.in.ng.mil/IndividualReplacementDeploymentOperations/tabid/1101/Default.aspx
https://www.dmdc.osd.mil/appj/cvs/login
http://disa.dtic.mil/disnvtc/about.htm
http://www.apd.army.mil/default.asp
https://www.mmis.army.mil/
http://www.dm.usda.gov/infosec/DD254.pdf
http://csrc.nist.gov/publications/nistpubs/800-122/sp800-122.pdf
http://csrc.nist.gov/publications/nistpubs/800-122/sp800-122.pdf
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(FOUO) JPO-MRAP Policy Memorandum Number #1 for CENTCOM Deployment
(FOUO) JPO MRAP Deployment SOP
Reserved

(FOUO) DD 254 Solicitation

o 0 N o ¢

(FOUO) MRAP Security Classification Guide

10. (FOUO) JPO Common Access Card (CAC) Approval Policy
11. Reserved

12. (FOUO) MRAP Program Protection Plan

13. (FOUO) MRAP JPO MRAP FWD OEF PBO SOP

14. (U) MRAP TTP Execution Plan for SAMS-E System

15. (FOUO) JLI ODC - PCO Consent Package Guidance

16. Reserved

17. (FOUO) MRAP SOP-Log Execution of Contractual Actions
18. (FOUO) Quality Assurance Surveillance Plan (QASP)

19. (U) List of initial Items of Supply to be transferred

20. (U) MRAP JPO MRAP PBO Guide Book Change of Command
21. (FOUO) MRAP Retrofit SOP

22. (U) DTM-08-003, Next Generation CAC

23. (FOUO) MRAP Strategic Theater IT Communications Plan
24. Reserved

25. Reserved

26. Reserved

27. Reserved

28. (FOUO) LRAS SOP Flow Chart

29. (U) Work Sheet for Government & Contractor Preliminary Accident Notification

30. (FOUQ) Sample Log Readiness COP
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3. Requirements

3.1. Personnel

Contractor personnel deployed under this SOW shall provide support to U.S. Armed Forces in
Kuwait, Afghanistan, and CONUS and shall be governed by the policies and procedures of DODI
3020.41, Contractor Personnel Authorized to Accompany the U.S. Armed Forces, and the Combatant
Commander’s Operations Plan and Operations Order (OPLAN/OPORD) as it relates to contractors
in the Commander’s Theater of Operation. Contractor personnel shall comply with all Directives,
Regulations and Operation Orders issued by the Government as it relates to Contractor Personnel
Authorized to Accompany the U.S. Armed Forces.

The contractor will shall ensure its personnel meet the minimum requirements for the positions as
defined in Appendix C, Labor Categories.

3.1.1. Duty Requirements
3.1.1.1. Work Schedule

The Contractor shall at all times maintain an adequate work force for the uninterrupted
performance of all tasks defined within this statement of work. The contractor shall develop and
implement a vacation schedule and emergency leave plan that maximizes support at all locations at
all times regardless of emergency, or vacation requirements. This schedule shall be updated
quarterly. The contractor shall remain compliant with applicable labor laws.

3.1.1.1.1. In Afghanistan: The contractor shall provide staff to perform services as defined under
this SOW up to seven (7) days a week/12 hours per day. The minimum work schedule shall be 40
hours per week. Work beyond 84 hours per week for individuals will require prior approval by the
COR.

3.1.1.1.2. In Kuwait: The contractor shall provide staff to perform services as defined under this
SOW up to six (6) days a week/12 hours per day. The minimum work schedule shall be 40 hours
per week. Individual work beyond 72 hours per week will require prior approval by the COR.

3.1.1.1.3. In CONUS: The contractor shall perform services eight (8) hours per day/five (5) days per
week. The contractor may be required to provide services beyond the 40 hours/week schedule to
meet operational needs, but only upon prior approval by the COR.

3.1.1.1.4. Breaks: Any breaks including lunch hours shall be unpaid and shall not be part of the
workday. The contractor shall not bill the Government for any breaks or lunch hours.

3.1.1.2. Performance of work OCONUS and CONUS on Recognized Federal Holidays:

The contractor is responsible for staffing positions to perform services in OCONUS performance
sites identified in Attachment 1 (Manpower Distribution Spreadsheet) to include these days:

New Year’s Day Labor Day
Martin Luther King Jr. Birthday Columbus Day
President’s Day Veteran’s Day
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Memorial Day Thanksgiving Day

Independence Day Christmas Day

Contractor personnel providing services at Government work sites in CONUS shall not report for
duty on the federal holidays listed above.

3.1.1.3. Changes to Level of Effort

a.

During the life of this contract, the Government estimates that the level of effort (number of
staff) required per labor category (see Appendix C) and location to meet contract
requirements will vary due to changes in the Operating/Operations Tempo (OPTEMPO),
DoD mission requirements, and National Security Directives.

The contractor shall reallocate personnel to locations specified within Attachment 1 to
support contract requirements as defined by the Government. Reallocation of personnel
shall be coordinated with and approved by the Government Country Lead.

The contractor shall transfer contractor personnel between countries locations when the
Government determines this necessary to meet contract requirements and the PCO
authorizes the transfer.

Based on changes in contract requirements the contractor may request to increase or
decrease staff under this contract. Increases or decreases shall be authorized in writing by
the PCO.

For Afghanistan, the contractor shall decrease personnel, or relocate personnel between
sites, within 30 days of PCO approval. The contractor shall increase personnel within 60
days of PCO approval.

For Kuwait, the contractor shall decrease personnel, or relocate personnel between sites,
within 90 days or less depending on the payment arrangements the contractor has with its
personnel (i.e., whether the contractor employee is a monthly wage earner or a non-
monthly wage earner) in accordance with the notice requirements of the Kuwait Labor Law.

Reduction of staffing of this task during the period of performance of this task, and at the
end of the period of performance will be incompliance with FAR 52.237-3 Continuity of
Services.

3.1.2. Fluency in English

All contractor employees under this contract (as identified Appendix C of this SOW) that will have
regular contact with U.S. Government employees and U.S. Military shall be fluent in English. Fluency
in English for this effort is defined as meeting the Level 2 requirements for Speaking, Reading, and
Writing of the Interagency Language Roundtable, See Paragraph 2.5.a.

3.1.3. Operation in Adverse Conditions

The contractor shall perform efforts in this SOW in inclement weather to meet operational needs.

3.1.4. Contractor Personnel Clearance Requirements

The contractor shall ensure that personnel working under this SOW comply with the requirements

7
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of Paragraph 3.2.3, Contractor Personnel Security Requirements
3.1.5. Drug Free Work Place

The contractor shall submit its Drug Free Work Place plan IAW DFAR 252.223-7004 Drug-Free
Work Force and CDRL A002.

3.1.6. Deployment of Contractor Personnel
3.1.6.1. MRAP Deployment Cell

The contractor shall process all forms, requests, and other paperwork for personnel deploying
CONUS and OCONUS through the MRAP Deployment cell (see JPO-MRAP Deployment Standard
Operating Procedure, Attachment 6). Contractor shall contact the MRAP Deployment Cell within 5
working days of the contract award to schedule deployment orientation training for the
contractor’s staff responsible for preparing and submitting deployment documents for their
personnel. Training shall be completed prior to the Start of Work Meeting (see Paragraph 3.5.3.1).

The deployment process is outlined below (see JPO-MRAP Deployment Standard Operating
Procedure, Attachment 6 and depicted in Figure 1: Deployment/Redeployment Process). The
contractor shall take the following actions (see JPO-MRAP Deployment Standard Operating
Procedure, Attachment 6):

o Contractor provides by-name list of contractor personnel identified to meet validated
requirements to Assistant Program Manager (APM)( and Deployment Cell

o Request IRDO (Paragraph 3.1.6.2.1) class
e Initiate a Call Forward Request (Joint Personnel Adjudication System (JPAS))
e Load Synchronized Pre-deployment & Operational Tracker (SPOT), CDRL A058

3.1.6.2. The contractor Human Resources Department shall request a Contractor Verification
System (CVS), Letter of Authorization (LOA), and Army Knowledge On-line (AKO) Account for
Personnel Deploying to Afghanistan, and Kuwait
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3.1.6.2.1. Camp Atterbury - Individual Replacement Deployment Operation (IRDO)

The IRDO receives and processes Non LOGCAP Contractors (NLC) for deployment to and re-
deployment from Theaters of operations such as Operation Enduring Freedom and other various
locations across the globe. The in-processing is conducted Sunday between 0700-1800 HRS. The
course lasts 6 days ending on Friday. The contractor’s personnel must be documented medically
and dentally fit for the performance of their duties without limitations or need for accommodation
and present the documentation to medical and dental processing stations while at the IRDO.
Deploying contractors are required to establish Army Knowledge Online (AKO) email accounts
prior to arrival at IRDO and receive a Computer Access Card (CAC) (see Paragraph 3.2.3.1).

o All costs that are reasonable and allocable IAW FAR Part 31 (with the exception of travel to
IRDO, and employee compensation during IRDO) associated with attending IRDO to include
travel from IRDO to Kuwait will be the responsibility of the Government.

e Personal Protective Equipment (PPE) will be issued by the Government at IRDO.
e Transportation from IRDO to Kuwait and Afghanistan, see Paragraph C.3.3.2.

e Additional Information regarding the IRDO is available at the IRDO web site, See Paragraph
2.5.c

e The contractor will have a minimum wait time of 14 days between the time an employee's
name is submitted to the Government for an IRDO reservation and their scheduled arrival at
IRDO. A maximum throughput of 175 personnel may be processed per week.
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3.1.6.3. Personnel Authorized to Accompany US Armed Forces Deployed Outside the United States

3.1.6.3.1.1. Contractor personnel deployment to Afghanistan and Kuwait shall be governed by the
following:

a. CFC FRAGO 09-1038 contractor care in the USCENTCOM Area of Responsibility (AOR)
(Attachment 3)

b. MOD 11 TO USCENTCOM Individual Protection and Individual/Unit Deployment Policy
(Attachment 4)

c. JPO-MRAP Policy Memorandum Number #1 for CENTCOM Deployment (Attachment 5)
3.1.7. Differentiating Contractor personnel

Contractors are not to hold themselves out as Government employees, FAR 7.503(a) and (d). All
Contractor personnel shall wear Contractor provided nametags, which include the name of the
Contractor, the name of the employee, and the word CONTRACTOR. Contractor personnel will be
required to identify in e-mail, correspondence, and answer all telephone calls (and to present
themselves at any meetings attended) by identifying themselves as a “Contractor”. Contractors shall
not use “JPO MRAP” or subordinate organizations’ name or logo in conjunction with identification
of working for the JLI in any correspondence (including e-mail), identification badges’ or apparel.

3.2. Security: Statutory/Regulatory Compliance

3.2.1. Security/International Traffic in Arms Regulations

The contractor shall comply with the security requirements as defined by the contract DD Form
254 (Attachments 8, also see Paragraph 2.5.i for instructions), and the “Security Classification Guide
for Mine Resistant Ambush Protected Vehicles, 1 November 2010”, Attachment 9.

The contractor shall comply with all U.S. export control laws and regulations, including the
International Traffic in Arms Regulations (ITAR), 22 CFR Parts 120 through 130, and the Export
Administration Regulations (EAR), 15 CFR Parts 730.39 through 799, in the performance of the
contract or agreement. In the absence of available license exemptions/exceptions, the contractor
shall be responsible for obtaining the appropriate authorizations or other approvals, if required, for
exports (including deemed exports) of hardware, technical data, and software, or for the provision
of technical assistance.

3.2.2. Corporate and Facilities Security Requirements
3.2.2.1. Corporate Security Officer

Contractor shall identify the Corporate Facility Security Officer (FSO) in CONUS, to serve as the
firm’s single point of contact for Contractor Verification System (CVS).

3.2.2.1.1. The contractor shall designate a staff member at the Kuwait operations as a Facility
Security Officer (FSO).

3.2.2.2. The contractor shall have a Facility Security Clearance (FCL) granted by Defense Security
Service (DSS) at the SECRET level. Secret storage in the United States is required.

10
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3.2.2.3. The contractor shall be capable of transmitting and receiving SIPRNET e-mail
communications and conducting work at the SECRET level. Contractor shall satisfy this
requirement in one of the following ways.

3.2.2.3.1. Have an operational facility at their CONUS key program management location capable of
transmitting and receiving SIPRNET e-mail communications and conducting work at the SECRET
level (Ref: Contract DD254). If the contractor has a facility to meet this requirement, it shall have
the following capabilities: Secure Internet Protocol Router Network (SIPRNET). The facility shall be
in compliance with DISA guidance AR 380-5, Chapter 7 (http://disa.dtic.mil/disnvtc/about.htm).
The contractor shall provide their implementation Plan for complying with this requirement and
drawings of the IT SIPRNET architecture at the Start of work Meeting (3.5.3.1). Implementation
progress shall be reported in the Monthly Contractor Performance Report, (CDRL A007 and 3.5.4.1)
or,

3.2.2.3.2. Utilize a US Government facility local to (not more than 25 miles from) their CONUS key
program management location or,

3.2.2.3.3. Utilize a US Government cleared contractor facilities local to (not more than 25 miles
from) their CONUS key program management location.

3.2.2.4. Any access to classified data/material in Theater shall only be at a Government facility. At
some repair locations, the Government may provide SIPERNET access based on mission need. The
contractor is not required to have storage capabilities of classified data/materials at OCONUS
Afghanistan and Kuwait locations.

3.2.2.5. The contractor will be authorized access to the DoD Information Technology Standards and
Profile Registry (DISR) secure web site.

3.2.2.6. The contractor will be authorized AKO-S accounts. The Contracting Officer Representative
shall determine the number of AKO-S accounts needed by the contractor and shall sponsor the
individual contractor employees for AKO-S. The contractor will be authorized to conduct the
Secure-Video Teleconference (S-VTC) briefings by utilizing Defense Connect Online (DCO-S).

3.2.2.7. Encryption Capabilities

Contractor shall establish encryption capabilities IAW NIST SP 800-122 (see Paragraph 2.5.j) with
the MRAP Deployment Cell (Paragraph 3.1.6) to transmit Personnel Identification Information (PII).

3.2.3. Contractor Personnel Security Requirements

Individuals under all Labor Categories in Appendix C are required to have a CAC to commence work
on the MRAP systems under this SOW. A CAC is required prior to arrival at IRDO. The CAC may be
issued on arrival at IRDO if authorization has been approved.

3.2.3.1. Common Access Card (CAC) Guidance

The contractor shall ensure that its contractor personnel (See Labor Categories at Appendix C and
Attachment 1) shall have a Common Access Card (CAC). Initial issuance of a CAC requires, at a
minimum, the completion of FBI fingerprint check with favorable results and submission of a
National Agency Check with Inquiries (NACI) to the Office of Personnel Management (OPM).

11
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Contractor shall be responsible for submitting requests for the Investigations and CAC. Guidance on
requirements for and acquiring CAC is found in the JPO Common Access Card (CAC) Approval Policy
(Attachment 10) and Directive-Type Memorandum (DTM) 08-003, “Next Generation Common
Access Card (CAC) Implementation Guidance; December 1, 2008 (Attachment 22) and clause
52.204-4600 of the contract.

Employees not receiving a NACI clearance shall be removed from the contract and replaced at the
contractor’s expense.

3.2.3.2. Secret Level Security Requirements

[IAW the MRAP Security Classification Guide (SCG), Attachment 9, specific operations involving
program management, logistics, and quality support involves Secret Level clearance. The
Government has identified the positions requiring Secret clearance in the Manpower Utilization
spreadsheet for this effort (Attachment 1). However, because these requirements are event-driven,
this percentage may fluctuate over the life of the contract.

Contractor shall notify the Government Site Lead immediately upon identification of ongoing or
planned work that the contractor believes cannot be supported with current staff clearance levels.
Notification will include recommended workarounds.

3.2.3.3. The Use and Security Clearance of Foreign Persons (Foreign Nationals (FNs), Local
Nationals (LN) and Third Country Nationals (TCN)). The contractor shall not utilize Foreign
Persons under this Statement of Work.

3.2.4. Document Management

The contractor shall receive and generate classified material/information, have access to classified
information outside the U.S., Puerto Rico, U.S. possessions and trust territories, and shall establish
and have in place Operations Security (OPSEC) requirements to handle classified
material/information. These requirements shall be documented, IAW Paragraph 3.2.5.2, in the
contractor’s Annex to the MRAP Program Protection Plan [which contains OPSEC requirements]
(Attachment 12).

The contractor shall be responsible for all regulatory record keeping requirements associated with
the use of export licenses and export license exemptions/exceptions.

3.2.4.1. Controlled Unclassified Information (CUI)

Controlled Unclassified Information (CUI) provided to or generated pursuant to the MRAP FOV
Program shall be protected. The procedures for the protection of CUI are as outlined below.

Unclassified information, to which access or distribution limitations have been applied according to
national laws, policies and regulations of the US Government includes: US information that is
determined to be exempt from public disclosure or that is subject to export controls according to
the International Traffic in Arms Regulation (ITAR) and Arms Export Control Act (AECA) or, Export
Administration Regulations (EAR) and the Export Administration Act (EAA)). Examples include:
Competition Sensitive, For Official Use Only (FOUO), “Sensitive But Unclassified” (SBU), Commercial
In Confidence, technical data.

12
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3.2.4.1.1. The contractor shall comply with the following requirements for the protection of CUI:
3.2.4.1.1.1. Storing/Handling

a. CUI shall be locked in a desk, file cabinet, office or any other means to preclude
unauthorized access, when not in use.

b. CUI shall not be displayed in a public place, such as an airport, airplane, and restaurant or
train station.

c. Computers used for processing CUI do not need to be accredited for classified use. However,
personally-owned computers shall not be authorized for processing CUI.

3.2.4.1.1.2. Disposal

a. Disposal requires that the information be destroyed in such a manner so as not to be easily
reconstructed.

b. Computer disks must be reformatted, shredded or degaussed before being disposed of or
transferred to another office.

3.2.4.1.1.3. Transmission

a. Transmission shall be through normal mail channels or hand carried without formal courier
orders.

b. Transmission of CUI by voice or facsimile (telephone, fax, VTC, etc.) shall be by approved
secure communications systems, whenever possible.

c. CUIshall NOT be transmitted through unencrypted electronic mail on the INTERNET.
3.2.4.1.2. Unauthorized Disclosure of CUI

Unauthorized disclosure of CUI does not constitute an unauthorized disclosure of classified
information for security purposes. The contractor shall take administrative action to ensure that
the unauthorized disclosure of information is contained, and appropriate re-education is provided
to those responsible. The unauthorized disclosure shall be reported to the Government MRAP
Security Office immediately IAW Chapter 10, Actual or Potential Compromise of Classified
Information, DOD 5200.1-R, Information Security Program.

3.2.5. Compliance

3.2.5.1. The contractor shall be responsible for ensuring that the provisions of security related
contract clauses apply to its subcontractors, by flowing security related contract clauses down to
subcontractors and requiring that the same subcontractors subsequently flow them down to their
lower tier subcontractors.

3.2.5.2. The contractor shall prepare and submit to the Government (IAW CDRL A006) an annex to
the MRAP Program Protection Plan [which contains OPSEC requirements] to the Government
MRAP Security Office within 60 days of receipt of the Government’s MRAP Program Protection Plan.
The contractor shall ensure that this annex shall address local threat and protection
countermeasures at facilities where maintenance and repairs are performed on the MRAP FOVs.
The contractor shall ensure that his requirement is disseminated to its subcontractors. Between
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August and November of each year, contractor shall provide annual MRAP OPSEC training for all for
all of its personnel.

An OPSEC training status report is due no later than 15 December of each year to the Government
MRAP Security Office, CDRL A007. The MRAP Program Protection Plan shall be provided at contract
award.

3.2.5.3. The contractor shall establish processes and procedures as part of the Management Plan
(Paragraph 3.5.2) to assure compliance with the MRAP Security Classification Guide (Attachment 9)
and ITAR Requirements.

3.2.5.4. The MRAP Program Protection Plan (PPP), Attachment 12, is mandatory for use by all
MRAP FOV program participants, field activities, and matrix support personnel at all MRAP FOV
locations. PPP applies to all locations where Critical Program Information (CPI) is researched,
manufactured, stored, processed or tested. All CPIs shall be marked, at a minimum, FOR OFFICIAL
USE ONLY (FOUO), or classified consistent with the information disclosed. The contractor shall
certify receipt, review, understanding, and implementation to the Government within 30 days of
receipt (CDRL A009). The MRAP PPP will be provided at contract award.

3.2.5.5. Statutory & Regulatory Compliance: Contractor shall comply with the local laws and
statutes (as may be amended by Status of Forces Agreements) in conduct of the work under this
SOwW.

3.2.5.6. Licensing: Contractor Personnel required to operate equipment shall be properly licensed
IAW AR 600-55 “The Army Driver and Operator Standardization Program (Selection, Training,
Testing, and Licensing)” and local licensing requirements if operation of equipment off of the
military base is required..

3.2.5.6.1. In addition to possessing an MRAP License, operators (and passengers) for MRAP vehicles
in Afghanistan shall be required to complete Rollover Training provided by the 401st AFSB in
Afghanistan. Contractor shall coordinate with the in-country COR, for this one week training.

3.2.5.7. The contractor shall ensure its personnel whose area of performance is within an Army
controlled area are Antiterrorism (AT) Level 1 trained and certified within 30 calendar days after
contract start date. Contractor shall submit certificates of completion for each affected contractor
employee to the COR or to the contracting officer, if a COR is not assigned, within 30 calendar days
after completion of training. AT Level 1 awareness training is available at the following website:
https://atlevell.dtic.mil/at.

3.2.5.8. The contractor shall ensure its personnel whose area of performance is within an Army
controlled installation, facility, or area are briefed on iWATCH. This training will be used to inform
contractor personnel of the types of behavior to watch for and instructs contractor personnel to
report suspicious activity to the COR and facility security officer. iWATCH briefing shall be
completed within 10 calendar days of new contractor personnel commencing performance.
https://www.us.army.mil/suite /page/605757

3.2.5.9. The contractor shall ensure all employees with access to government information systems
will be registered in Army Training Certification Tracking System (ATCTS) at commencement of
services, and shall successfully complete the DoD Information Assurance Awareness Training prior
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to access to the IS and then annually thereafter. DoD IA Awareness Training is at
https://ia.signal.army.mil

3.2.5.10. The contractor shall comply with DFARS Clause 252.225.7040, Contractor Personnel
Authorized to Accompany U.S. Armed Forces.

3.2.5.11. The contractor shall comply with DFARS Clause 252.225-7043, Antiterrorism/Force
Protection for Defense Contractors Outside the U.S.

3.2.5.12. The contractor shall comply with FAR 52.204-2, Security Requirements, for contracts that
require handling or access to classified information IAW 5220.22-M, The National Industrial
Security Program Operating Manual.

3.3. Travel

a. During the performance of work under this SOW, the contractor shall be required to deploy
staff on a temporary basis (inter- or intra- OCONUS or CONUS locations) to support contract
requirements. Temporary Duty (TDY) requests shall be submitted to and approved by the
supported Government Activity Lead with COR approval.

b. Approved travel shall be reimbursable in accordance with the Joint Travel Regulations
(JTR). Maximum use is to be made of the lowest cost available customary standard coach or
equivalent airfare accommodations available during normal business hours.

3.3.1. Travel within Afghanistan

a. Primary mode of transportation is by air (fixed wing/rotary wing). Intra-Theater travel
shall be provided by the Government and coordinated by the contractor with supported
units.

b. Based on mission requirements and the preferred mode of air transport not being available
to meet mission requirements, ground movement may be required. Ground transportation
shall be through Government operated MRAP vehicles. In Afghanistan, movement by
Government ground transportation must be requested by the supported Government unit
with 401st Army Field Support Brigade (AFSB) and COR approval.

c. Use of other than Government travel under special circumstances may be approved.
Contractor shall request permission for other than Government transportation from the
COR in writing via e-mail or fax. Request shall include the travel plans and reasons
Government provided transportation shall not meet mission requirements.

3.3.2. Deployment and Re-deployment to and from Kuwait and Afghanistan
Deployment to Kuwait and Afghanistan shall be coordinated through the MRAP Deployment Cell.

o Flights from the IRDO (Paragraph 3.1.6.2) to Kuwait and re-deployment shall be via Military
Air when available. Deployment flight from IRDO to Kuwait will be arranged by the IRDO
and funded directly by the Government. All deployments to Afghanistan will be though
Kuwait. Arrival in Kuwait is on the following day due to length of time required for flight.
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o Flights to Afghanistan will originate in Kuwait via military air. Return flights from
Afghanistan will be via military air through Kuwait. Transportation to and from Afghanistan
may be limited to no more than 60 personnel per week and should be considered in any
planning of movement of people in and out of Afghanistan. Delay in route in Kuwait to
Afghanistan may occur. Contractor should allow 7 days for planning to move personnel to
Afghanistan.

e Contractor personnel traveling to the Area of Responsibility (AOR) for less than 17 days
shall utilize the Military/DOD (DA Civilian) Deployment < 17 Days procedure as described
in Attachment 6, JPO-MRAP Deployment Standard Operating Procedure.

3.3.3. JTR and Regulatory Compliance during travel

The JTR shall provide the basis for the determination as to reasonableness and allowable travel
costs. All necessary travel meeting the above criteria shall be approved in advance by the
Government. Exceptions to the JTR shall be approved in advance by the PCO.

Contractors shall comply with international laws regarding transit, exit, and entry procedures, and
the requirements for work visas. Contractors shall follow all Host Country entry and exit
requirements.

3.3.4. Kuwait
e Contractor shall be responsible for local transportation, housing, and mess.

e The Contractor is authorized to lease apartments for transient (see 2.4.1)
OCONUSContractor personnel. If there are vacant bedrooms available in these apartments,
and transient PM MRAP or JPO personnel require lodging, the vacant bedrooms shall be
used to accommodate transient MRAP or JPO personnel. Local transportation and housing
for deployed Contractor personnel shall be provided in accordance with Letters of
Authorization (LOA).

3.4. Program Phase-In

The contractor shall complete the staffing process with their entire staff in place, all material
inventoried and transferred to contractor management, and performing the contract IAW the SOW
in not more than 90 days from the date of contract award. During the Phase-In period, the
contractor shall overlap with the previous JLI contractor to achieve material and information
transfer.

The overlap will be for a minimum of one (1) day, and maximum of one (1) week with the exception
of the GFE/GFM accounting which the Government estimates may take 30 days for the entire
process.

3.4.1. Contractor’s Phase-In Plan

The contractor’s Phase-In Plan shall be developed and delivered IAW CDRL A010. The Phase-In
plan shall be part of the solicitation evaluation and be made part of the contract by reference. The
Phase-In plan shall be reviewed at the Start of Work Meeting, Paragraph 3.5.3.1. The contractor
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shall report on the Phase-In status in the Contractor’s Monthly Cost and Performance Report
(Paragraph 3.5.4.1) until complete.

3.5. Program Management

3.5.1. Management

The contractor shall identify to the Government a single CONUS-based management point of
contact for overall program management and liaison with the Government on execution and
contract issues.

3.5.2. Program Management Plan

The contractor shall develop and submit a Program Management Plan IAW CDRL A008. The
Management plan shall be part of the solicitation evaluation and be made part of the contract by
reference. The Program Management plan shall be reviewed at the Start of Work Meeting,
Paragraph 3.5.3.1.

3.5.3. Program Level Meetings
3.5.3.1. Start of Work Meeting

The contractor shall host a Start of Work Meeting at its CONUS facility or near TACOM Warren
within 30 days after contract award. The contractor shall at a minimum invite the COR the Contract
Specialist, Procuring Contracting Officer (PCO), and the Administrative Contracting Officer (ACO).
The COR, Contract Specialist, and ACO shall be given at least 14 days advance notice of the time,
date, and location of the Start of Work Meeting. The preferred method of notification is by email.
Minutes of meeting shall be submitted IAW CDRL A063.

3.5.3.2. Status Meetings

The contractor shall conduct weekly telecoms with the Government to discuss the current status of
the program. The telecom shall cover production and supply issues and concerns including
reconciliation rates and reparable turn-ins, and contract questions/open actions. The contractor
shall provide the agenda to the Government 48 hours in advance in accordance with CDRL A013.
Specific start, and weekly status meeting dates, and times shall be established at the Start of Work
Meeting.

3.5.3.3. Supply Meetings

The contractor shall support weekly supply telecoms with the Government to discuss the status of
critical repair parts and supply issues in the Operations supported by the JLI. The contractor shall
provide status of actions taken to mitigate supply availability issues. The contractor shall provide
the agenda to the Government 48 hours in advance and prepare minutes in accordance with CDRL
A064. Specific weekly supply meeting dates and times shall be determined after Start of Work
Meeting.

3.5.3.4. In-Process Review (IPR) Meetings

IPR meetings shall be conducted by the contractor monthly. The contractor shall provide meeting
agendas and written meeting minutes in accordance with CDRL A015. Contractor shall provide a
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line by line summary of the inducted vehicles with Non Mission capable (NMC) status affecting
readiness to include a line-by-line review of downtime exceeding 30 days. The contractor shall also
provide a summary of status of the contract deliverables for review.

3.5.4. Program Level Reports
3.5.4.1. Monthly Contractor Cost and Performance Report

The Contractor shall submit written Monthly Cost and Performance Reports starting 30 days after
task order award, (and every 30 days thereafter) that address the reporting period’s activities,
funding and hours expended during the reporting period (previous month), remaining funding and
hours, as well as task execution issues/proposed resolution(s) IAW CDRL A011.

3.5.4.2. Weekly Activity Report

The Contractor shall submit a written Weekly Activity Report which shall identify the number and
types of MRAP systems brought to Fully Mission Capable (FMC) status, provide the number and
statuses of vehicles categorized as Non Mission Capable (NMC), and provide the status of parts
purchase orders needed in support of open NMC repair actions. Reporting shall be by OEM variant
and location. This written report shall be delivered in accordance with CDRL A030.

A subset of this data referred to as the Log Readiness Common Operating Picture (COP), See
3.12.1.4, which will be supplied by the Government, shall be provided in a PowerPoint briefing
submitted to the Readiness Proponent with Product Manager (PdM) Joint Logistics and
Sustainment.

3.6. Acquisition/Lease of Material and Services

3.6.1. Material Acquisition Policy

All equipment and material acquired in support of work under this SOW shall be through the
Government Supply System using Standard Army Maintenance System - Enhanced (SAMS-E)
ordering process.

3.6.2. Material and Services not available though the Government Supply System

During the execution of the work in this SOW, it will be necessary for the contractor to acquire
material and services not available in the Government Supply System. Items include tools,
diagnostics equipment, and hardware; packaging and shipping; temporary facilities services; drug
testing material (mandated by contract); leasing vehicles; and parts and materials to support repair
of the vehicles.

If material and equipment is not available through the Government supply system or acquiring
material through the Government supply system would prevent meeting mission requirements (see
Paragraph 3.6.2.1), the contractor shall acquire material though the Logistics Requirements
Approving and Sourcing (LRAS) process. This process shall be IAW the Logistics Requirements
Approving and Sourcing process, Paragraph 3.6.2.2).

3.6.2.1. Criteria for acquiring of parts through the LRAS process that are in the Government Supply
System.
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e Part, equipment, or material is critical to the completion of open work orders.
e Part has been ordered though SAMS-E with valid order number and Back Order Status.

e Back Order Status indicates no existing contract or if the Back Order status is greater than
60 days.

3.6.2.2. LRAS Process

The LRAS Process is defined in the MRAP SOP-Log Execution of Contractual Actions SOP,
Attachment 17 and depicted graphically in Attachment 28.

The contractor shall use the LRAS process when it is determined that the required material is not
available locally or though the Government Supply System (Services/DLA/GSA) or acquiring
material through the Government supply system would prevent the contractor from meeting
contract requirements.

The contractor shall complete the Local Site Request and JPO-FWD Request Forms IAW CDRL A051
and forward them to the Director of Logistics (Blocks 2, Attachment 28) for all material and service
not acquirable thought the Government supply system.

Material/Services will be delivered to the contractor from the vendor selected though the LRAS
process.

3.6.2.2.1. PCO Consent Package Process

When, though the LRAS process, the Government determines that the material/services should be
procured by the JLI contractor, Block 9 d, Attachment 28, the contractor shall complete the
Contractor Consent Package to initiate the approval to purchase process. All PCO Consent Packages
shall be submitted IAW the JLI ODC - PCO Consent Package Guidance (CDRL A064). JLI ODC-PCO
Consent Packages not meeting the guidance requirements shall be returned to the Contractor for
resubmission. Contractor shall not purchase or lease the material or services until approval is
received from the PCO.

3.7. Information Technology/Information Assurance

3.7.1. IT Requirements Compliance

3.7.1.1. During the execution of work under this SOW the contractor will be required to access
Government networks and Portals to post deliverables, communicate, and acquire data from Army
and DoD portals in support of its work under this SOW. Contractor shall comply with the MRAP
Strategic IT Communications Plan CENTCOM Theater of Operations, Attachment 23.

3.7.1.2. Contractor shall develop an Information Assurance Plan IAW CDRL A069.

3.7.1.3. The contractor shall be compliant with AR 25-1, AR 25-2 conducting annual Information
Assurance (IA) Training. Certification of training shall be provided annually but no later than 15
December IAW CDRL A070.

3.7.2. TARDEC Advanced Collaborative Environment (ACE)

Contractor shall establish on line connection with the TARDEC Advanced Collaborative
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Environment (ACE). ACE will be used as an information sharing and collaboration environment
that provides controlled, distributed access to all unclassified related program and product
information.

3.7.2.1. All users are required to have an AKO email account, request access at
https://www.us.army.mil. Contractor shall request identification of Government sponsor through
the Contracting Officer Representative (COR). All offsite individuals requesting access to the ACE
must complete both the ACE Access Request Form and National Agency Check Form or in-process
clearance request forms (located at https://ace2.tacom.army.mil/newuser/). The ACE Access
Request Form should be completed by the requesting individual and e-mailed to the Windchill
Support mailbox ace.support@conus.army.mil from your AKO account. Upon receipt and validation
of the completed forms, the validation and account creation process will take up to 3-5 business
days for contractors with a favorable national security check. If the contractor does not have a
security clearance on file, the process may take up to 10-15 business days. The individual will be
notified of their account creation via their AKO account.

3.8.3.2. Security Provisions: ACE will only include unclassified information (FOUO and below).
There are multiple security provisions implemented by the Government for the TARDEC ACE. First,
role-based access controls are maintained for all pieces of information stored in the system. This
ensures that all supported program personnel can access needed information while protecting
proprietary and export-controlled data. ACE provides security services using industry standard
LDAP directory services and X.509 certificates with an enterprise public key infrastructure (PKI).
The ACE uses the secure socket layer protocol to send encrypted transactions between client web
browsers and the web server.

3.8.3.3. Computing Requirements: All of the ACE applications are web based and provide a feature-
rich, user-friendly navigation environment that requires minimal client software installation or
user training. Using a standard web browser that supports 128-bit encryption, a user is able to
access the data sets related to their efforts.

3.8. Contractor Quality Program

The contractor shall develop and implement procedures to identify, prevent, and ensure non-
recurrence of defective services performed in accordance with this SOW. This paragraph covers the
program level requirements which include the deliveries of reports, conduct of meetings,
management of Supply Support and Inventory, and facilities management. .

3.8.1. Quality Planning

The contractor shall develop and maintain a quality control program to ensure that the services
performed under this contract meet the Government’s requirements in accordance with this SOW.
The contractor shall submit to the Government (JPO Production and Quality) a Quality Control
Program for approval within 30 days of contract award IAW CDRL A018, Quality Control Program
Plan. Government approval of the Quality Control Program must be obtained by the contractor
within 60 days after contract award. The contractor shall implement the quality control program
procedures to identify, prevent, and ensure non-recurrence of non-compliant services. The
contractor’s Quality Control Program shall be equivalent to the American National Standards
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Institute (ANSI) and American Society for Quality Control (ASQC) Q9001, International Standards
Organization (ISO) 9001.

The Quality Control Program shall include Quality Control Plans (QC Plans) to ensure compliance
with the requirements in this contract. The contractor shall assign responsibility for organizing a
cross-functional team to a member of their own management staff. The cross functional team shall
insure the QC Plans defines and documents how the requirements for quality shall be met.

The Quality Control Program shall address the contractor’s quality plans for executing the
requirements of this SOW with specific sections on each of the functional areas of this SOW to
include:

e Facilities and ESOH Management: SOW Paragraph 3.10.
e |nventory Management: SOW Paragraph 3.11.3.
e Transportation Management: SOW Paragraph 3.11.4.

e Data Collection, Management, and Analysis; Meeting Management; and Preparation of
Reports and other documentation throughout the SOW.

The contractor shall include in the QC Plans a Specific Response Plan outline. The contractor shall
submit specific response plans when any undesirable inspection and/or measurement result is
obtained. The response plans shall include future test frequency to ensure that the response has
achieved the necessary corrections to the process such that service or material that received the
undesirable inspection and/or measurement result is brought in conformity with contract
requirements . The Government reserves the right to perform quality audits of the prime contractor
and any sub-contractors’ Quality Control Programs and Quality Control Plans.

The QC Plans shall be treated as a living document and shall always reflect the current process. QC
Plans shall be controlled documents and retained for the life of the contract. These plans shall be
made available for the Government to examine.

3.8.2. Quality Communication

The contractor shall participate in weekly Quality Assurance Meetings (QAMs). The meeting
attendees shall consist of representatives from the contractor’s onsite quality organization, The
contractor shall be responsible for publishing minutes of the meetings and distributing IAW CDRL
A019, Quality Assurance Meetings.

3.8.3. Non-conforming Services and Material Database

Contractor shall develop and maintain a reporting system for recording nonconformance
information. This system shall cover all deliverables under this SOW to include all requirements
and CDRLs. Data shall be compiled and reported weekly in the Contractor Quality Weekly Report
(3.8.4.2).

3.8.4. Contractor Quality Reporting

3.8.4.1. To assure timely and precise response to quality issues, the contractor shall provide the
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COR and the Government Site lead direct access to the contractor’s quality control records.

3.8.4.2. The contractor shall prepare a Weekly Quality Report which shall contain weekly data and
cumulative data. Weekly Quality Report shall be prepared IAW CDRL A071.

3.8.5. Quality Assurance Surveillance Plan (QASP)

Government monitoring of the contractor’s performance will be in accordance with the Quality
Assurance Surveillance Plan, Attachment 18.

3.9. Contractor Facilities and Life Support

3.9.1. Afghanistan:

The Government will provide facilities to support contractor operations and living space for
personnel (living space in Afghanistan) if facilities are available. The Government will make the
determination on the availability of facilities and notify the contractor as early as possible once it is
determined a new location is required. The contractor shall ensure that work areas assigned are
secured properly at the end of each work day consistent with guidance provided by the COR and
the contract. Contractor personnel shall be responsible for the clean-up of work areas each day and
for knowledge and compliance with local safety standards. Contractor personnel shall be
responsible for similar maintenance and standards of conduct in their personal living quarters.
Government security personnel designated by Post Commanders have a right to periodically
inspect contractor living quarters and personal storage areas.

Government will provide the contractor, on an as-available basis the support as defined in Section
H of the contract for “U.S. Citizens Accompanying the Force”.

The contractor shall be responsible for the repair of any damage to the facility and grounds (e.g.
fence) as a result of the contractor’s actions during the performance of this contract (i.e. forklift
operator damages a wall while moving a vehicle).

3.9.1.1. Non-Government facilities: In the event Government facilities are not available the
contractor may lease facilities which shall be reimbursed as an Other Direct Cost (ODC). Selected
facilities must be pre-approved IAW Acquisition/Lease of Material and Services in support of work
under this SOW. Paragraph 3.6.

3.9.2. Fuel and Petroleum-Qil-Lubricants (POL)

In CONUS and Kuwait, in the performance of this contract, the contractor is authorized to obtain
fuel and POL for MRAP vehicles, at no expense, from Government fuel points.

In Afghanistan, in the performance of this contract, the contractor is authorized to obt