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Section SF 1449 - CONTINUATION SHEET 
 
 
 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
0001  1 Job $59,725.00 $59,725.00 
 TARDE MHE 

FFP 
Material Handling Equipment Inspections 
Inspection, testing, maintenance, inventory, tagging, certification and markings of 
slings, below-the-hook lifting devices, cranes/hoists, forklifts, jacks, jack stands 
and other miscellaneous lifting devices owned or controlled by TARDEC.  Please 
see Performance Work Statement (PWS) for extended description.                             
For invoicing instructions see clause:  52.232-4007 Wide Area Workflow 
 
FOB: Destination 
PURCHASE REQUEST NUMBER: 0010553696 
  

 

   
  
 
 NET AMT $59,725.00 
 
 ACRN AA 

CIN: GFEBS001055369600001 
 

 $59,725.00 
 

               
 
 
 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
0002   Each  NSP 
 CDRL 001 Material Safety Data Sheet 

FFP 
Documentation:  Provide a material safety data sheet on any chemical, oils, 
lubricants and sealant, flammable or non flammable products to the HAZMAT 
POC Mr. Matthew Miller at (586) 282-7780, building 203. 
FOB: Destination 
  

 

   
  
 
 NET AMT $0.00 
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ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
0003   Each  NSP 
 CDRL 002 Checklist 

FFP 
Documentation:  Provide a hard copy of the OSHA, ANSI or ASME survey 
checklists for each sling, below the hook lifting devices, cranes/hoists, fork lifts, 
jacks, jack stands and other miscellaneous lifting devices.  NDI reports, NDI 
weight check completion reports, measurement reports and load test certificates as 
required. 
FOB: Destination 
  

 

   
  
 
 NET AMT $0.00 
 
    

               
 
 
 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
0004   Each  NSP 
 CDRL 003 Daily Work Summary 

FFP 
Documentation:  Upon completion of daily inspections, provide a a daily work 
summary invoice itemizing the number of pieces inspected, type and total price for 
that day of work.  This document will be submitted before close of business for the 
day the work was performed, contractor format is acceptable. 
FOB: Destination 
  

 

   
  
 
 NET AMT $0.00 
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ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
0005   Each  NSP 
 CDLR 004 Daily Report 

FFP 
Documentation:  Upon completion of daily inspections, provide an EXCEL 
spreadsheet no later than 1200 hours the following duty day.  EXCEL spreadsheet 
shall contain, but not limited to the following fields:  (1) ID/tag number, (2) item 
type, (3) item description, (4) serial number, (5) seal number, (6) date inspected, 
(7) date expires, (8) quantity, (9) capacity rating, (10) building number and (1) 
detailed  location. 
FOB: Destination 
  

 

   
  
 
 NET AMT $0.00 
 
    

               
 
 
 

ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
0006   Each  NSP 
 CONTRACTING MANPOWER REPORTING 

FFP 
Contractor shall provide manpower reporting in accordance with clause  52.237-
4000MANPOWER REPORTING 
FOB: Destination 
  

 

   
  
 
 NET AMT $0.00 
 
    

               
 
 
 
 
INSPECTION AND ACCEPTANCE TERMS 
 
Supplies/services will be inspected/accepted at: 
 
CLIN  INSPECT AT  INSPECT BY  ACCEPT AT  ACCEPT BY  
0001  Destination  Government  Destination  Government  
0002  N/A  N/A  N/A  Government  
0003  N/A  N/A  N/A  Government  
0004  N/A  N/A  N/A  Government  
0005  N/A  N/A  N/A  Government  
0006  N/A  N/A  N/A  Government  
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DELIVERY INFORMATION 
 
CLIN  DELIVERY DATE  QUANTITY  SHIP TO ADDRESS  UIC  
          
0001  POP 04-SEP-2014 TO 

03-SEP-2015  
N/A  TARDEC 

BRANDON PENDER 
BRANDON PENDER 
RDTA-CS 
BRANDON.N.PENDER.CIV@MAIL.MIL 
WARREN MI 48397-5000 
586-282-9387 
FOB:  Destination  

W91ATL  

          
0002  POP 04-SEP-2014 TO 

03-SEP-2015  
N/A  (SAME AS PREVIOUS LOCATION) 

FOB:  Destination  
W91ATL  

          
0003  POP 04-SEP-2014 TO 

03-SEP-2015  
N/A  (SAME AS PREVIOUS LOCATION) 

FOB:  Destination  
W91ATL  

          
0004  POP 04-SEP-2014 TO 

03-SEP-2015  
N/A  (SAME AS PREVIOUS LOCATION) 

FOB:  Destination  
W91ATL  

          
0005  POP 04-SEP-2014 TO 

03-SEP-2015  
N/A  (SAME AS PREVIOUS LOCATION) 

FOB:  Destination  
W91ATL  

          
0006  POP 04-SEP-2014 TO 

03-SEP-2015  
N/A  (SAME AS PREVIOUS LOCATION) 

FOB:  Destination  
W91ATL  

 
 
 
 
 
ACCOUNTING AND APPROPRIATION DATA 
 
AA: 0212014201520400000663633251          R.0009845.1.69          6100.9000021001  
COST CODE: A60FL  
AMOUNT: $59,725.00  
CIN GFEBS001055369600001: $59,725.00  
  
 
CLAUSES INCORPORATED BY REFERENCE 
 
 
52.217-8  Option To Extend Services  NOV 1999    
52.252-2  Clauses Incorporated By Reference  FEB 1998    
  
 
CLAUSES INCORPORATED BY FULL TEXT 
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52.232-4000 (TACOM)   CONTRACTING OFFICER’S AUTHORITY                            (APR 2006) 
 
The Contracting Officer is the only person authorized to approve additions or changes in any of the requirements 
under any contract, resulting from this solicitation, notwithstanding any provisions contained elsewhere in this 
contract, the said authority remains solely in the Contracting Officer.  In the event that the contractor effects any 
change at the direction of any person other than the Contracting Officer, such change shall be solely at the risk of 
the contractor.  (See General Provision, entitled:  “Notification of Changes,” FAR 52.243-7 or paragraph (c) of FAR 
52.212-4). 
 
     [End of Clause] 
 
 
 
 
52.232-4007 
WIDE AREA WORK FLOW (WAWF), CODES, AND DESIGNATED ACCEPTORS        (AUG 2012) 
 

The contractor shall use WAWF to electronically process invoices for payment and receiving reports.  The 
contractor shall register to use WAWF and take the Web-based training at https://wawf.eb.mil.   Direct any 
questions relating to the system and vendor training to the Ogden Help Desk at 866-618-5988.   
 

To properly route an invoice and receiving report through WAWF, the contractor shall indicate the following when 
prompted: 
 

1.  Select the appropriate type of invoice as indicated below.  It is imperative that contractors select the 
proper type of invoice.  Improper selection of an invoice type will result in the delay of a payment or the 
rejection of an invoice submittal. 

 

             Invoice and Receiving Report Combo (Supplies) 
Use for contracts that are entirely for supply requirements or for contracts that are predominantly for 
supply requirements but also includes minimal service line items.  

 

       X      Invoice 2-in-1 (Services) 
Use for contracts that are entirely for service requirements.  

 

2.  Use the following DoDAAC (Department of Defense Activity Address Code) codes when prompted: 
 

 Your firm’s CAGE Code:   (found in Block 15A of SF 33; Block 17a of SF 1449; Block 14 of SF 
1442; Block 7 of SF 26)  5BE09 

 Issue and Admin DoDAAC Code:   (found in Block 7 of SF 33; Block 9 of SF 1449; Block 7 of SF 
1442; Block 5 of SF 26)  W56HZV 

 Ship-To DoDAAC Code:   (if deliverables are involved) (found in Section B of the contract where 
SF 33, SF 1442, or SF 26 is the cover page; Block 15 of SF 1449)  W91ATL 

 Accept-By DoDAAC Code:  W91ATL 
 Payment DoDAAC Code:  (found in Block 25 of SF 33; Block 18a of SF 1449; Block 27 of SF 

1442; Block 12 of SF 26)  HQ0304 
 

3.  Include the Purchase Request Number as specified in each Contract Line Item Number (CLIN).  This 
number can be found at the bottom of the extended description of each CLIN. NOTE: The purchase 
request number may be different for each CLIN.    

 

4.  Indicate the proper Unit of Measure as specified in each CLIN.  Failure to indicate the proper Unit of 
Measure will lead to vendor pay issues.   
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5.  Indicate the following Acceptor, Alternate Acceptor, and Contract Specialist when the WAWF system 
prompts for “additional e-mail submission” after clicking “Signature”.   

 

 Primary Acceptor Name:     Brandon N. Pender 
 Primary Acceptor e-mail:    brandon.n.pender.civ@mail.mil 
  

 Alternate Acceptor Name:    Edwin W. Leathers 
 Alternate Acceptor e-mail:   edwin.w.leathers.civ@mail.mil 
 

 Contract Specialist  Name:    SSG Jacqueline Page 
 Contract Specialist  e-mail:   jacqueline.l.page3.mil@mail.mil 

 

To track the status of an invoice, in WAWF click on the link, “Pay Status” (myInvoice-External link) found under 
the tab named “Lookup” or by going to https://myinvoice.csd.disa.mil/index.html.  If the payment office indicated 
in the contract is Columbus, direct any payment related questions to the Defense Finance Accounting Services 
(DFAS) Columbus at 800-756-4571.   If the payment office is other than Columbus, contact the contract 
administrator for the customer service phone/fax numbers.   
 

[End of clause] 
 
 
 
 
52.239-4000 (TACOM)   PROCESSING SENSITIVE AND HIGHLY SENSITIVE DATA 

                                      (JUNE 1988) 
 
(a) Definitions.  
 
(1) FOR OFFICIAL USE ONLY (FOUO): Applies only to unclassified information, records, and other material 
which have been determined to require protection from disclosure to the general public, and which for a significant 
reason should not be given general circulation. 
 
(2) Automatic Data Processing (ADP) assigned sensitivity levels apply to the facility or individual computer 
equipment and are based on the sensitivity of the information processed. The sensitivity levels are as follows. 
 
HIGHLY SENSITIVE: Applicable to any facility or computer that processes Privacy Act and For Official Use Only 
(FOUO) information. 
 
SENSITIVE: Applicable to any facility or computer that processes data relating to asset or resource, proprietary or 
contractual information. 
 
(3) FACILITY SECURITY PROFILE: Describes the physical facility, equipment components, their locations and 
relationships, general operating information, and other characteristics relevant to the security of the facility and its 
operations. 
 
(4) RISK MANAGEMENT ASSESSMENT: A written assessment by Contractor personnel in effect to achieve 
safeguards against deliberate unauthorized manipulation, use or disclosure of information. 
 
(5) ACCREDITATION: A Government process which uses the risk management assessment to determine that 
highly sensitive and sensitive information can be processed within the bounds of acceptable risk. An Accreditation 
Package is assembled by the Contractor and contains the Facility Security Profile, appointment letters for the 
Automatic Data Processing System Security 
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Officer (ADPSSO) and the Terminal Area Security Officer (TASO), the Risk Management Program Automation 
Risk Analysis Survey, the Continuity of Operations Plan, the Standard Practice Procedure (SPP), and the 
Memorandum of Understanding (MOU) for use with 
privately owned computers (if required). 
 
(6) AUTOMATIC DATA PROCESSING SYSTEM SECURITY OFFICER (ADPSSO): Contractor appointed 
representative for each ADP system, project, activity, or site whose duties are outlined in Army Regulation 380-380 
and Army Materiel Command Supplement 1 to Army Regulation 380-380. 
 
(7) TERMINAL AREA SECURITY OFFICER (TASO): Contractor appointed representative for each remote 
terminal whose duties are outlined in Army Regulation 380-380 and Army Materiel Command Supplement 1 to 
Army Regulation 380-380. 
 
(b) Sensitivity Levels.  
 
(1) For this contract, the sensitivity levels are as follows. 
 
                        The Facility - Highly Sensitive 
                                             Sensitive 
 
The requirements of this clause also apply to additional facilities or computers that begin to process highly sensitive 
or sensitive information during the term of this contract. 
 
(c) The Contractor shall establish and maintain a Standard Practice Procedure (SPP) to describe the procedures put 
in place to ensure security for the equipment which contains highly sensitive or sensitive data. The purpose of the 
SPP is to secure the data processing system and resources according to assigned sensitivity level of the facility and 
the data processed according to 
the following requirements. 
 
 (1) Access Controls. Physical security must be provided through an in-depth application of barriers to include 
surveillance (human or electronic), limited access, and accountability. Only authorized persons shall be permitted 
entry into the computer area and supporting offices. The Contractor's SPP shall include a description of all measures 
the Contractor will 
take during the term of this contract to control access to data-processing areas by all personnel, to include custodial 
personnel, and all visitors to the facility. 
 
(2) Facility Security. The Contractor ADPSSO will review the Facility Security Profile and notify the TACOM 
System Security Manager (ATTN: AMSTA-SC) of any discrepancies. Because of the information contained in the 
Profile, the Contractor will handle it as 'For Official Use Only' (FOUO). If after discussions between the ADPSSO 
and the TACOM System Security Manager 
a determination is made to change the Profile, the TACOM System Security Manager has the authority to permit the 
ADPSSO to make the change. The Facility Security Profile will become part of the Accreditation Package. 
 
(3) Security of Remote Terminals. The Contractor's SPP shall include a description of the safeguards and 
procedures to be applied to (i) all remote terminals located in the ADP facility, and (ii) all hardcopy outputs 
produced by highly sensitive or sensitive systems that are covered by the terms of this contract. With respect to 
remote terminals, the Contractor's SPP 
shall also address the methodology by which such terminals will be rendered unable to access any highly sensitive 
or sensitive systems during nonduty hours. 
 
(4) Personnel Security. The prospective employee will fill out a DD Form 398-2, 'Personal Security Questionnaire--
National Agency Check.' After the form is completed, it will be handled as 'For Official Use Only'(FOUO). The 
Contractor ADPSSO will check the form for correctness and then annotate the DD Form 398-2 with the following 
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authority: 'Memorandum, Office of the Under Secretary of Defense (Policy), Director of Security Plans and 
Programs, 16 Aug 82, subject: 
Personnel Security Investigations for Contractors.' The form will be forwarded to the TACOM System Security 
Manager (ATTN:  AMSTA-SC) through the Government Security personnel assigned security administration on 
this contract. 
 
The TACOM System Security Manager will forward the DD Form 398-2 to Defense Investigative Services (DIS) 
for screening. DIS will recommend selection or non-selection of the potential employee. If DIS recommends non-
selection, the potential employee cannot be assigned to ADP sensitive positions which are defined by the TACOM 
System Security Manager. When the screening is complete, a copy will be returned to the TACOM System Security 
Manager and a copy forwarded to the Contractor ADP System Security Officer for retention in the employee's file. 
 
Incumbent employees referred to in the remainder of this section is/are the Contractor's employees. 
 
Incumbent employees must have a DD Form 398-2 on file in their personnel file. If there is not one on file, the 
screening process listed above must be initiated and completed within 60 days of the date of this contract. 
 
After weighing all of the pertinent factors to include those factors listed in Army Regulation 604-5, Appendix I, the 
Contractor is the person who is responsible to make the determination to remove an incumbent employee from ADP 
sensitive duties effective immediately. The Contractor ADPSSO will then counsel the individual as to the reasons 
for disqualification. A written 
notification will be initiated by the ADPSSO and provided to the disqualified incumbent within 10 days of removal. 
The notification will provide information concerning reasons for disqualification, appeal procedures, and a form 
statement for signature of the disqualified incumbent indicating only that the reasons for the disqualification are 
fully understood. The incumbent may appeal the disqualification within 20 workdays of the written notification. 
Appeals will be in writing to the 
ADPSSO and will specifically deny or explain the accusations. The TACOM System Security Manager will receive 
copies of the disqualification information and appeal from the ADPSSO. Within 20 working days of the receipt of 
the appeal, the ADPSSO will issue written response to the disqualified incumbent either accepting the appeal and 
reinstating the individual or sustaining the disqualification. If disqualification is sustained, a written statement will 
be prepared by the ADPSSO and submitted to the TACOM System Security Manager with a copy included in the 
employee file. 
 
Contractor supervisors of employees assigned to highly sensitive or sensitive positions will maintain day-to-day 
observation of individuals. Annually, Contractor supervision will verify, in writing, that employees working for 
them are qualified for retention. This verification will be accomplished by review of the employee's personnel file. 
The verification will be included 
in the employee file and a copy sent to the TACOM System Security Manager. 
 
(5) System Passwords. All systems will have a method of identifying authorized users, accomplished through the 
use of user identification or passwords. Passwords will be randomly generated and assigned by the ADPSSO. 
Passwords shall be changed annually. As well, passwords will be retired within one work day when an employee 
having a password retires, transfers, resigns, or is discharged. The Contractor will treat all employee passwords, 
including logs, registers, and data concerning them, as FOUO. The Contractor will also ensure that passwords, 
when entered into computer systems by employees, are suppressed from 
appearing on terminal display screens and hardcopy output. 
 
(6) Audit and Evaluation. The Contractor shall develop and implement accounting and auditing systems in order to 
monitor and review the operation of all systems covered by this contract. Such accounting and auditing systems 
shall be designated to detect actual and potential abuses. These systems shall contain automated and, at the 
Contractor's option, supplementary manual features as needed in order to provide the coverage outlined below. 
 
 (a) SYSTEM ACCOUNTING: Procedures used to monitor the system security based on type of operation and 
degree of sensitive material handled. Examples are: 
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(i) Job Accounting (ensures that programs perform only authorized functions). 
 
(ii) Resource Accounting (provides for the use of resources). 
 
(iii) Customer Accounting (identifies and records data requests from Government and Contractor employees). 
 
(b) AUDIT TRAIL: Describes manual and automated rosters and logs. Examples are: 
 
(i) System User Roster (lists personnel authorized access to the system). 
 
(ii) Visitor Log (lists escorted visitors). 
 
(iii) Support Access Log (lists personnel who need to enter the computer area but do not need to be escorted, i.e. 
maintenance personnel appropriately cleared through the ADPSSO to perform necessary functions). 
 
(c) INTERNAL AUDITS: Initiates checks to computer access and interaction of the system. Examples are: 
(i) System Access Log (identifies entry to the system with name, data and time). 
 
(ii) File Usage Log (lists opening and closing files). 
 
(iii) Transmission Log (identifies terminal receiving requests and files). 
 
(iv) Storage Log (records memory assigned). 
 
(v) Suspected Violation Log (records type of violations with date, time and terminal number). 
 
(7) Contingency Planning. The Contractor will develop a Continuity of Operations Plan to ensure the availability of 
copies of files, documentation, and materials essential for recovery of operations under emergency or extraordinary 
conditions. Copies of files (software) will be designated as backup files. Backup files will be generated daily by 
Contractor personnel and 
placed in secure storage provided by the Contractor accessible by a minimum of two authorized Contractor 
personnel. Authorized Contractor personnel will maintain the backup files for 30 days at which time data which is 
no longer necessary will be eliminated. 
The following are examples of subplans which must be reflected in the Contractor's Continuity of Operations Plan. 
 
(a) Plans which will lessen the adverse effects of the emergency or extraordinary condition such as (i) a major fire 
in the computer room, (ii) a complete power failure in the middle of daily processing, (iii) a wholesale equipment 
failure, (iv) a major breach of security, or (v) entry into a state of mobilization by the U.S. Government. 
 
(b) Actions to be taken immediately after the emergency or extraordinary condition. 
 
(c) Plans necessary to recover and return to normal operations. 
The Continuity of Operations Plan will become part of the Accreditation Package. 
 
(8) Risk Management Assessment. Risk management assessment will be conducted on all automated systems 
regardless of sensitivity designation. The Risk Management Program Automation Risk Analysis Survey will be 
filled in by the ADPSSO and submitted to the TACOM System Security Manager (ATTN: AMSTA-SC). The 
completed survey must be submitted to the TACOM System Security Manager by the ADPSSO (i) 30 days after the 
start of the contract, (ii) when new hardware, a new operating system, or a change in physical structure of the 
facility is activated, (iii) when no record of prior risk analysis exists, or (iv) every three years, whichever applies. 
The information in the survey will be designated FOUO. The Risk Management Assessment will become part of the 
Accreditation Package. 
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(9) Accreditation Process. The accreditation process will be accomplished by the TACOM System Security 
Manager (ATTN: AMSTA-SC). The process will review the operations and verify that information can be 
processed as required by the level of sensitivity and analyze the effect compromise would have on the information 
contained in the system. The documents used to do 
the accreditation are (i) the Facility Security Profile, (ii) the appointment letter for the ADPSSO, (iii) the 
appointment letter for the TASO (if appropriate), (iv) the Risk Management Program Automation Risk Analysis 
Survey, (v) the Continuity of Operations Plan, (vi) the Standard Practice Procedure (SPP), and the Memorandum of 
Understanding (MOU) concerning the use of personal 
computers, if necessary. The accreditation process will take place as (i) initial accreditation when the contract is 
awarded, (ii) reaccreditation for replacement of a major system, increase in sensitivity, breach of security, or 
significant physical change, or (iii) accreditation review every two years to include a physical inspection, 
reevaluation of current sensitivity level, and effectiveness of the current accreditation plan. An accreditation 
statement will be issued through the TACOM System Security Manager within 30 days of the completion of the 
appropriate accreditation process. 
(10) Security Incidents. Suspected or actual security violations will be initially reported to the Contractor's 
ADPSSO who in turn will report it, in writing, to the TACOM System Security Manager (ATTN: AMSTA-SC) 
within five work days. Examples of violations to be reported are: 
 
(a) Unexplainable output received at a terminal. 
 
(b) Abnormal system response. 
 
(c) Inconsistent or incomplete security marking. 
 
(d) Unattended terminal device signed on. 
 
(e) Unsuccessful attempts to log on from remote terminals. 
 
(f) Extraneous data on computer print outs. 
 
In cases of suspected or confirmed security violations, information included in the initial report will be (i) location, 
(ii) system concerned, and (iii) description of the violation. Within two months, the Contractor ADPSSO will 
submit, in writing, a final report on the violation to the TACOM System Security Manager. The final report will 
include a determination whether the breach was actual or illusory and a summary of corrective action taken to 
preclude recurrence. 
 
(11) Automation Security Training. The ADPSSO will conduct ADP security training for all personnel initially, 
upon assignment to the Data Processing Activity. The briefing will stress individual's security responsibilities and 
will be tailored to the assigned duties and oriented toward the local security environment. Automation personnel 
will also participate in an annual security education program conducted by the ADPSSO which pertains to their 
responsibilities. 
 
Upon termination or separation of 60 days or more, the Contractor personnel will be (i) debriefed, (ii) return all 
materials related to their position, and (iii) sign a Security Termination Statement. This statement will include such 
information indicating the terminated/separated employee will: 
 
(a) Read and understand the Espionage Act, other criminal statutes, and Army and local regulations concerning 
disclosure of highly sensitive or sensitive material upon termination or separation. 
 
(b) No longer possess ADP programs written for Army operations or Contractor provided information for ADP 
programs. 
 
(c) Will not communicate or transmit proprietary information to any unauthorized person or agency. 
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(d) Will report to the TACOM System Security Manager (ATTN: AMSTA-SC) any unauthorized attempt to solicit 
classified or proprietary information concerning the position held when employed by the Contractor. 
 
The Security Termination statement will be retained in the terminated/separated employee's file. 
 
(12) Appointment of Automation Security Officers. An ADPSSO will be appointed by a letter written by the 
Contractor at each computer site. A TASO will be appointed by a letter written by the Contractor at each remote 
terminal site. These individuals will ensure that guidance contained here is implemented. The letters will become 
part of the Accreditation Package. 
 
(13) Privately Owned Computers. Use of privately owned computers is prohibited without the written consent of the 
TACOM System Security Manager (ATTN: AMSTA-SC). A Memorandum of Understanding (MOU) will be 
attached to the accreditation statement. The MOU will be between the TACOM System Security Manager and the 
owner of the personal computer. Only unclassified 
information can be processed under the contract on the personal computer, and information becomes the property of 
the U.S. Government. When an MOU is written, it will become part of the Accreditation Package. 
                                                                            

(End of Clause) 
 
 


