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SECTION SF 30 BLOCK 14 CONTINUATION PAGE

SUMMARY OF CHANGES

SECTION SF 30 - BLOCK 14 CONTINUATION PAGE

The following have been added by reference:

52.204-2 Security Requirements AUG 1996
52.204-9 Personal Identity Verification of Contractor Personnel JAN 2011

The following have been added by full text:
52.204-4024 Feb 2013
NOTICE OF RANDOM ANTITERRORISM MEASURES PROGRAM (RAMP) AT THE DETROIT ARSENAL

In accordance with AR 525-13, Contractor personnel working on an installation are subject to participation in
Installation RAMP security program (e.g. vehicles searches, wearing of ID badges, etc).

(End of Notice)

52.209-4025 MAR 2013
NOTICE OF TRAINING OPPORTUNITIES AT THE DETROIT ARSENAL

The contractor is notified that in accordance with training requirements required in the performance of this
solicitation, and subsequent contract, that the G2 Office of TACOM LCMC can provide the following training upon
request to contracting personnel. This opportunity is extended to all contractor personnel performing at the Detroit
Arsenal and TACOM LCMC Organizations, including Selfridge Air National Guard Base.

Training is available for AT/OPSEC requirements including but not limited to: iWatch Training, Annual Security
Training, and OPSEC Training as part of Annual Security training.

Contractors should make requests for training to the buyer listed on this solicitation and contract.
(End of Notice)

52.215-4400
ARMY INFORMATION SYSTEM (IS) SECURITY REQUIREMENT (MAR 2013)

CONTRACTOR INVESTIGATION/CLEARANCE. Reference AR25-2, AR 380-67, DoD 5200.2-R and Final
Credentialing Standards for Issuing Personal Identity Verification Cards under HSPD-12 (31 Jul 2008). All
contractors and consultants that access government owned or operated automated information systems, networks, or
databases and to safeguard controlled unclassified information shall have a favorable background investigation as
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required above references positions designated as IT-1, IT-I1 or IT-111 to perform functions stipulated in contract
scope of work. The minimum investigative requirements are as follows: IT-1 (Privileged Access) = Single Scope
Background Investigation (SSBI); IT-11 (Limited Privileged Access) = National Agency Check with Law and Credit
Check (NACLC); IT-111 (Non-Privileged Access) = National Agency Check with Inquiries (NACI). An
investigation in-process is acceptable if the 7" Signal Command Designated Approval Authority (DAA) has granted
an IT Waiver. Investigations will be coordinated with the G2, TACOM LCMC (AMSTA-CSS / 586-282-6262) and
investigations will be through the Personnel Security Investigations Portal Center of Excellence (PSIP COE). Non-
U.S. citizens shall be Permanent Resident Aliens with requisite investigation. All personnel shall receive and certify

to an Information Systems Security Briefing.
[End of Provision]

SECTION SF 1449 - CONTINUATION SHEET

The following have been modified:
SOW

SNAP Maintenance STATEMENT of WORK

SECTION C Descriptions and Specifications

Purpose: This requirement is to provide support services for the Simplified Non-standard Item
Acquisition Program Il (SNAP I1) in the following areas:

1.0  Maintenance of Existing Application — The Contractor shall:

1.1 Ensure functioning of the server based applications currently supporting transfer of
data between SNAP and external applications.

1.2 Investigate and correct any problems that occur with processing of requisitions to
ensure all contract actions occur according to the requisition schedule.

1.3 Assess and implement programming changes for maintenance of the SNAP
application.

1.4 Support the multiple transaction capabilities to handle groups of requisitions.
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Install and support the SNAP application for users, such as: Tank- Automotive &
Armaments Command (TACOM) Lifecycle Management Command (LCMC),
Army Contracting Command-Warren, and USASAC.

Ensure that all portions of SNAP (Application, Vendor Site and USASAC
application) continue to work with operating system and browser upgrades. This
includes upgrades to support the latest version of Microsoft Internet Explorer.

Transition SNAP to Procurement Data Standard (PDS) compliance in accordance
with Business Enterprise Architecture (BEA) 10.0.

Provide technical assistance to system and database administrators.

2.0 SNAP Migration — The Contractor shall:

2.1

2.2

2.3

2.4

2.5

Provide technical assistance to system and database administrators.

Set up and configure all data feeds between USASAC, the Defense Finance and
Accounting Service (DFAS), and Defense Integrated System Agency Global
Exchange (GEX).

Configure the Defense Logistics Agency Transaction Services Defense Automated
Message System (DAMES) interface and any file mappings required.

Ensure the SNAP application functions correctly with application and server
configuration.

Configure database connectivity to the external data sources used by SNAP.

3.0 External Applications — The Contractor shall

3.1

3.2

Provide support for the General Fund Enterprise Business System (GFEBS)
interfaces. This includes monitoring of transactions and coordination with the
GFEBS help desk to resolve issues.

3.1.1 Acknowledge and begin work on reported or known problems within ONE
business hour.
3.1.2 Resolve GFEBS cage code problems.

Investigate and resolve issues with systems, services, data transmission, database
queries or other problems that are notified by DFAS resulting from this process;
solution to retransmit data, as necessary.

3.2.1 Provide support for passing award notifications to DFAS and GEX for
transmission to Electronic Document Access (EDA). This process requires
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that all award transactions are supported by a Portable Document Format
(PDF), an index file associated with the PDF file, and an eXtensible Mark-
up Language (XML) transaction.

3.2.2  Transmit documents via Secure File Transfer Protocol (SFTP) to the GEX
server located at Fort Ogden, UT.

Support interfaces between applications that require data to or from the SNAP
database. This includes maintenance of processes to ensure accuracy between
SNAP and the database at USASAC New Cumberland.

Ensure confirmation methods exist, are monitored, and a solution to retransmit data,
as necessary is available in coordination with Centralized Information System for
International Logistics (CISIL) personnel. This confirmation method is to verify
transactions are completed.

Maintain all operating agreements required for SNAP to interface with external
systems. A list of current known external systems that require interfaces with SNAP
is at attachment 1.

|

Attachment 1 - External Systems.xps

Work with other entities to ensure that SNAP contracts are tracked as required in
the various reporting systems.

4.0 Legacy Financial Processes — The Contractor shall:

4.1

4.2

Work with TACOM LCMC Managerial Accounting (G8) personnel to maintain the
interface to the Standard Operation and Maintenance Army Research and
Development System (SOMARDS) and GFEBS to establish funds
availability/requesting funds and Purchase Orders (POs) for Foreign Military Sales
(FMS) cases.

Ensure the SNAP system tracks processing of Purchase Orders and Contracts that
are awarded in the Procurement Automated Data Document System (PADDS).
Once the Purchase Request Order Number (PRON) is established in PADDS,
SNAP is to track the progress of the action through this process and eventual award
and to record the commitment and eventual obligation of the funds in CISIL.

5.0 USASAC support — The Contractor shall:

5.1

5.2

Maintain the tools and utilities available on the website which supports the FMS
case staff at USASAC New Cumberland.

Work with the USASAC staff to maintain required reports and capabilities.
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5.3  Work with the SNAP Procuring Contracting Officer (PCO) to identify processes in
support of improved information exchange between USASAC and SNAP to
enhance the speed of the SNAP processes.

5.4 Work with the SNAP PCO to ensure that no commercial-proprietary data is released
out of the command.

Formal Report Capabilities — The Contractor shall:

6.1 Maintain current report capabilities and other statistical reports including graphing.
Control access to the reports according to role and function, including USASAC
personnel.

International Merchant Purchase Authorization Card (IMPAC)/Visa Credit Card process —
The Contractor shall:

7.1 Maintain support of the Visa reconciliation process as required by G8/SNAP
personnel. This includes necessary reports for the credit cards assigned to Legacy
and GFEBS transactions.

SNAP Vendor Support — The Contractor shall:

8.1 Provide service support to the Vendors SNAP website users
(https://contracting.tacom.army.mil/snap2); this is to include trouble-shooting,
coaching and other assistance as necessary.

8.2  Maintain the current SNAP bulk upload capability.

Ad-hoc processes — The Contractor shall:
9.1 Improve process for heavy workloads through SNAP.
9.2 The contractor shall complete:

9.2.1 The programming of automatic routing of specific requisitions through the
Vendor Invitation process. This includes screening certain requisitions
received on pre-identified FMS cases.

9.2.2 The programming to Vendor site and SNAP application to require
comments regarding the quantity for items that have unspecified units of
measure.

9.2.3 The programming Vendor site to retain Visa reconciliation information in
the Visa Billing module.

9.2.4 The programming to look up functions in the Credit Card Management
module.
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10.0 DAMES - The Contractor shall:

10.1 Maintain compatibility with DAMES to ensure that all messages are successfully
processed in and out of DAMES.

11.0 System Codes/Reference Tables — The Contractor shall:

11.1  Maintain the current system to manage the look up and reference tables. This
includes tables of blocked vendors or invalid part/Cage Code combinations.

12.0 Travel — The Contractor shall:
12.1 When necessary, physically attend meetings at various locations. Visits will be
limited to three per year and not more than three days at a time. Travel and expense

claims will be in accordance with the Joint Travel Regulations.

13.0 Deliverables — In accordance with the Contract Data Requirements List (CDRL), the
Contractor shall:

13.1  Provide System software/program modules and all source code (CDRL A002).

13.2  Monthly report detailing hours, billed tasks, and submitted invoices (CDRL
A001).

13.3  Input information related to accounting for contract services into the Contract
Manpower Reporting Application (CMRA) at https://cmra.army.mil.

14.0 Place of Performance:

14.1  The Contractor shall be required to perform work at the physical location of
ACC-Warren Detroit Arsenal, Warren MI during regular duty hours.

15.0 Resources Required - The government will provide; the Contractor access to:

15.1 TACOM LCMC project lead(s), Corporate Information Office (C1O) and
Network Enterprise Center (NEC).

15.2 TACOM LCMC Subject Matter Experts (SMES).
15.3  Servers supporting the various applications.
16.0  Inspection and Acceptance

16.1  The Government will have complete proprietary and fielding for future use of all
software and source code developed under this contract.
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16.2 A Contracting Officer Representative (COR) will be appointed.

(End of Summary of Changes)



