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Section B - Supplies or Services and Prices 
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ITEM NO SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT 
0001  1 Each $97,118.00 $97,118.00 
 G3 VTC Integration SANG 

FFP 
G3 Video Teleconference (VTC) Integration; Selfridge Air National Guard Base 
(SANGB) Building 300, Room 105, 43183 Wagner St., Harrison Township, MI  
48045 
 
Reference Quotation:  W56HZV-14-T-A426, dated: 09/22/2014   
 
The contractor shall provide the necessary services and supplies to integrate audio 
visual (A/V) equipment and/or video teleconference equipment (VTC) for G3 at 
Selfridge Air National Guard Base (SANGB) Building 300, Room 105, 43183 
Wagner St., Harrison Township, MI  48045.  Work to be performed shall be IAW 
the Performance Work Statement (PWS).     
 
SHIP ALL DELIVERABLES TO: 
Detroit Arsenal 
Central Receiving Dock, Bldg 249 
ATTN: Jeff Dowgiert, 586-282-8259 
6501 E. 11 Mile Rd. 
Warren, MI  48397-5000 
jeffrey.s.dowgiert.civ@mail.mil 
AMSTA-CST-B / 230 / Rm 107-E 
 
PLACE OF PERFORMANCE: 
Detroit Arsenal 
ATTN: Jeff Dowgiert, 586-282-8259 
6501 E. 11 Mile Rd. 
Warren, MI  48397-5000 
jeffrey.s.dowgiert.civ@mail.mil 
AMSTA-CST-B / 230 / Rm 107-E 
 
DELIVERIES WILL NOT BE ACCEPTED AFTER 3:30PM 
 
SHIPPING IS INCLUDED IN COST 
 
MARK FOR: W56HZV-11-D-L509-0029 
 
EXPEDITED DELIVERABLES ARE ACCEPTABLE AT NO ADDITIONAL 
COST TO THE GOVERNMENT. 
 
FOR INVOICING INSTRUCTIONS, SEE CLAUSE: 52.232-4007 WIDE AREA 
WORKFLOW. 
FOB: Destination 
PURCHASE REQUEST NUMBER: 0010555341-0001 
  

 

   
  
 
 NET AMT $97,118.00 
 
 ACRN AA 

CIN: GFEBS001055534100001 
 $97,118.00 
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Section C - Descriptions and Specifications 
 
TASK ORDER 0029 

U.S. ARMY TACOM Life Cycle Management Command 
Operations Center (G3) 

INFORMATION TECHNOLOGY TASK ORDER 
 
TASK ORDER NO.:  0029 CLIN:  REV.: N/A DATE:  

CONTRACT NO.: W56HZV-11-D-L509-
0029 

CONTRACT REFERENCE: W56HZV-11-D-L509-0029 

CONTRACTOR: Alliance Technology 
Solutions 
 

  

PROJECT TITLE:  G3 VTC Integration, Selfridge Air National Guard Base (SANGB) Building 300, Room 105, 
43183 Wagner St., Harrison Township, MI  48045 
 
START DATE:    September 25, 2014 COMPLETION DATE: December 19, 2014 

 
COR: Jeff Dowgiert  
Alt. COR: Melissa Williams 
Period of Performance (POP):  85 days 
 
***If Applicable: Substitutions of equipment, software, instructions, or objectives listed in the Task Orders 
are not acceptable and shall not be used.*** 
 
Objective: 
Design and install a fully operational VTC suite to be able to conduct classified and unclassified VTCs and the 
ability to work with both an Integrated Services Digital Network (ISDN) and Internet Protocol (IP) connection.  The 
VTC system is for the G3 room located at Selfridge Air National Guard Base (SANGB) Building 300, Room 105, 
43183 Wagner St., Harrison Township, MI 48045. 
 
Scope: 
The Contractor shall provide the necessary design and engineering, programming, system integration, installation, 
materials (mounting hardware, cables, connectors, adapters, etc.), equipment and software/firmware, follow-on 
warranty, maintenance, documentation, design-build proposal with material list, and schematics, and transportation 
in support of the scope of work. It is the Contractor’s responsibility to propose any and all items required for a 
complete and operational turn-key system. As defined in this task order, the contractors shall provide a labor and 
material proposal to be defined upfront, which shall include recommendation for a full system solution. The 
contractor shall commence installation activities within 30 days of task order award. 
 
The Contractor’s proposed solution shall include a detailed list of equipment and the proposed encryption block 
flow diagram to obtain the Government’s Information Assurance Manager’s (IAM) approval. 
 
Security Technical Implementation Guides (STIGs) 
Contractor solutions must adhere to the applicable elements of the appropriate STIGs when installed or when any 
changes are made to the current AV and VTC environment. Contractor shall ensure security settings are applied to 
Contractor installed equipment as required by the applicable elements of the appropriate STIG to ensure security 
compliancy IAW paragraph C3.5.5 of the base contract hereinafter referred to as contract IAW CDRL A001.  
 
DISA Approved Product List (APL) 
Contractor shall provide only Joint Interoperability Test Command (JITC) approved equipment found in the current 
DISA approved product list (APL) IAW - reference paragraph C3.6.1.3.1 of the contract. The Contractor must 
follow 
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the JITC implementation guidance and manufacture’s implementation guidance (release notes) supporting DoD 
equipment when installing and configuring equipment or software to be used on government classified and 
unclassified networks. Similar equipment or software not included on the DISA’s APL shall not be used IAW 
CDRL A001.  
The Contractor shall use DISA’s approved red/black peripheral list with DISA’s approved red/black peripherals. 
The list shall be provided as an attachment to the monthly Contract Progress and Management Report IAW CDRL 
A001. 
 
Task 1: Government Furnished Equipment: 
 
1.1 The Government shall provide the following equipment that is to be used in the configuration of the VTC 
system if the equipment provided proves to be compatible with other necessary components of the VTC system 
and requirements. 

 
- Polycom 8000 CODEC 
 

1.1.2 The Contractor shall uninstall, disassemble and remove all equipment and cabling used for the Polycom 8000 
CODEC.  The LCD (display) will remain and the Contractor shall ensure the display has the capability to receive 
and display a video feed from MGTV.  The Polycom 8000 is located at 28640 Campbell Dr. Warren, MI 48093; 
Room ETC 101. 
 
1.1.3 The capability for PC/laptop presentations to the LCD will remain and the Contractor shall test and make any 
necessary adjustments to ensure the capability to display remains functional. 
 
1.1.4 The Contractor shall transport disassembled cabling and equipment to SANGB, Building 300, Room 105, 
43183 Wagner St., Harrison Township, MI 48045. 
 
 
Task 2: VTC System and Installation: 
 
2.1 The Contractor shall enhance the capability of the Government furnished equipment to allow it to connect via 
ISDN or IP and be able to conduct classified and unclassified VTCs.  The system shall be capable of Automatic 
Periods Processing.  Automatic Periods Processing is an automated process that sanitizes the CODEC without any 
facilitator involvement other than throwing a switch or pushing a button. Periods Processing refers to the 
sanitization of sensitive information within a single CODEC operating with classified and unclassified information 
at distinctly different times, or when the CODEC is operated by different users with differing authorizations at 
distinctly different times. 
 
2.2 The Contractor’s solution may include, but not limited to Tempest 2/95-A compliant Serial A/B switches and/or 
Fiber Optic Modems (FOM) for Red/Black isolation, Dial isolator for disconnecting dial-in line from the CODEC, 
external 
indicators of secure/non-secure status, and power controller required to turn power on/off on the FOM/Transceiver. 
The Contractor shall only install equipment found on the DISA’s approved red/black peripheral list. 
(disa.dtic.mil/disnvtc/red_black_peripherals.xls) 
 
2.3 The Contractor shall provide the necessary design, equipment, programming and integration to upgrade the 
system listed in section 1.1 of this task order. The Contractor will provide necessary expertise to install, program 
and seamlessly integrate secure components to ensure VTC functionality. 
 
2.4 The Contractor shall install, integrate and configure the secure/unsecure VTC system in Room 105, bldg. 300. 
Room 105 is approximately 16’ x 20’ with 9’ ceilings; the equipment rack shall be located in the corner of Room 
105 to either side of where the displays will be mounted.  The conference table is located in the middle of the room 
and measures approximately 12’ x 4’.  The room has solid walls and 2 electrical outlets near the desired rack 
location.  The Government will be responsible for ISDN and IP lines to be installed at the front of the room on the 
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opposite wall from the entry door.  The Government will also be responsible for a cable television drop from an 
outside HD antenna source to be located at the front of the room.   
 
2.5. The Contractor shall provide a sign or display that notifies the customer/participant and the VTC technician the 
security mode of the VTC (i.e. secure/non-secure). This notification would be triggered when toggled between the 
two modes of communication and would need to be easily identifiable. 
 
2.6 The Contractor shall install and configure Government provided KIV7M and shall provide all required cables 
needed to connect to KIV7M. 
 
2.7 The Contractor shall provide personnel experienced with the operation, integration, configuration, settings and 
support of specialized cryptographic equipment to include KIV-7 series COMSEC devices and associated pin-out 
configuration. 
 
2.8 The Contractor shall install ceiling microphones in the G3 VTC room to capture sound from the main 
conference table and surrounding seating.  
 
2.9 The Contractor shall provide a quantity of two new 70” (1080p) LCD monitors.  Both monitors will be mounted 
next to each other on the wall directly across from the entry way so that the displays face the front of the conference 
table.    The monitors should be mounted so the bottom of the monitors are approximately 4’ – 5’ from the floor.  
The existing white board cabinets that are in room 105 will be moved to one of the adjacent side walls of the room.   
 
2.10 The contractor shall mount the VTC camera under the dual display monitors facing towards the head of the 
conference table. 
 
2.11 The Contractor shall provide a wired touch panel control system that will be integrated with the components of 
the VTC system to provide an all in one control solution. 
 
2.12 The contractor shall provide both VGA/A and HDMI hookups to allow a single computer to connect to the 
VTC and display data.  These hookups will be in the back corner of the room where the VTC facilitator will be 
seated. 
 
2.13 The Contractor shall perform tests and adjustments as required in C.3.6.3 and subparagraphs. The results shall 
be documented IAW Contract Progress and Management Report CDRL A001. 
 
G3 VTC Integration, Selfridge Air National Guard Base (SANGB) Building 300, Room 105, 43183 Wagner St., 
Harrison Township, MI  48045 

Line Qty Manuf. Part Number Description 

1 20   Systems Engineering 

2 6   Project Management 

3 40   Programming 

4    Freight 

5 1   As Built Drawing 

6 35   Installation Labor 

   Audio/Video Control System 

7 5 KRAMER C-HM/HM/ETH-6 HDMI Cable-6’ 

8 
1 KRAMER C-MGMA/MGMA-

6 
VGA/A 6’ Cable 

9 2 SHARP LC-70LE650U Sharp 70” LED Display 

10 2 PREMIER P5080T Wall Mount 
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11 1 CRESTRON DMPS 300-C Crestron Controller 

12 1 CRESTRON PWE-4803RU PoE Injector 

13 1 CRESTRON PW-4818DU Power Supply 

14 1 CRESTRON DM-TX-201-C Crestron DM TX 

15 2 CRESTRON DM-RMC-Scaler-C Crestron Scaler/RX 

16 1 CRESTRON HD-Scaler Crestron Scaler 

17 1 CRESTRON TSW-752-B-S Crestron 7“ Touch Panel 

18 1 POLYCOM 2215-26696-001 V.35 Module 

19 1 POLYCOM 2457-10609-200 V.35 and RS-366 5’ Cable, HD-44M to ‘Y’ Winchester 

20 1 POLYCOM 2457-23521-001 Cable, HDX adapter for HDCI port breakout 

21 1  POLYCOM 1465-52748-040 Auxiliary power supply for Eagle Eye Camera 

22 1 EXTRON 42-141-03 Extron Flat Field Speakers-Pair 

23 1 POLYCOM 2200-23809-002 Ceiling Microphone array – White “Primary” 

24 1 POLYCOM 2200-23810-002 Ceiling Microphone array – White “Extension” Kit 

25    Miscellaneous Installation Hardware and Materials 

   Secure Switching System 

26 
1 CRITICOM CC-ISEC-2050-MR Net switching system (sec/non-sec) for ISDN and IP net’s, DISA 

Certified.  Includes on-site Criticom service 

27 
1 CRITICOM CC-GEW Gold Expanded Warranty – 12x5 Help Desk, Replacement Parts 

and SW Updates 
 
Software Programming and Software Development: 
 
3.1 In accordance with C.3.5 of the PWS, the Contractor shall provide software programming and development for 
all component systems procured under this task order.  As the Contractor is required to integrate the newly procured 
material parts with existing components, the Contractor shall address programming for interoperable legacy 
components to allow for full system functionality.  If a legacy component is discovered not to function properly as 
part of a fully functional system, the Contractor shall notify the COR and Project Officer by email within 3 business 
days with a recommended course of action to make the system fully functional to include (but not limited to) 
additional material parts and programming.  
 
Inspection: 
 
4.1 Upon completion of the task order the Government shall have 15 days to inspect and test the equipment and 
approve installation of the room. 
 
As-Built Drawings/Diagrams for VTC Systems: 
 
5.1 The Contractor shall provide comprehensive As-Built drawings, diagrams, and documentation of the installed 
VTC system. The As-Built drawings, diagrams, and documentation of the installed system(s) must identify Audio 
and 
Video input/output routing, Control and Power, along with applicable connector pin-out/s, and rack elevation for 
historical, accreditation, and troubleshooting purposes.  The Contractor shall provide the as-built drawings/diagrams 
to the Government POC upon contractor’s completion of the VTC system installation project and BEFORE 
Government acceptance of the work will be granted for the VTC system/suite installation project. 
 
Documentation: 
 



W56HZV-11-D-L509 
0029 

Page 9 of 24 
 

 

6.1 Property Accountability.  Contractor shall provide inventory of Contractor installed equipment and component 
lists for property accountability.  Inventory listing shall include item description, model, and serial number of the 
equipment component.  Equipment shall be inventoried by the respective Government official taking ownership of 
the equipment prior to installation. The inventory list shall be provided as an attachment to the monthly Contract 
Progress and Management Report IAW CDRL A001. 
 
6.2.1 Manufacturer’s Information for Systems and Suites, Components and Equipment. 
 
6.2.2 A copy of the manufacturer's cut-sheets, product literature, and warranty for all VTC system/suite components 
and equipment installed shall be provided by the Contractor to the Government POC. This information may be 
provided by the Contractor, as electronic files in the Adobe Portable Document Format (PDF) version 11 or earlier 
format, to the Government at the time as-built drawings/diagrams are delivered. 
 
System Maintenance: 
 
7.1 In accordance with C.3.7 the Contractor shall inspect for and provide quarterly preventive maintenance for all 
material components and system assemblies under this task order for 12 months after task order award and 
acceptance of the system by the COR.  This maintenance shall include: Cleaning projector/flat panel filters and 
housings, recording lamp run times, projector/flat panel run times, testing all sources through equipment, realigning 
images on projectors/flat panels, confirming cable connection points, calibrating, testing audio/video quality, 
firmware/software updates. 
 
Training: 
 
8.1 In accordance with C.3.9 the Contractor shall provide training to a group of no more than four individuals for up 
to 
two hours for each completed room within two weeks of approval of the completion of the conference room. The 
Contractor shall operate each room system to full functionality for the purposes of demonstration of the VTC system 
and answer any questions the group may have as to the operability of the system. 
 
Meetings: 
 
9.1 The Contractor shall facilitate a “Start of Work” meeting in accordance with section C.3.11.1 of the PWS. This 
meeting shall be held once prior to the start of work and within 15 days of award. The Contractor shall prepare an 
agenda and provide meeting minutes to the COR as part of the first Monthly Contract Progress and Management 
Report IAW CDRL A001. 
 
Technical Report:   
 
10.1 The Contractor shall provide an annual Technical Report which will summarize the progress of the contract 
over the previous year’s period of performance. This Technical Report will include a chronological narrative 
accounting of all activities (indicating location of each VTC by room name and number) broken down by month and 
a final status of each task performed during the period of performance. Also included will be items which may have 
been attachments to monthly reports, and not be limited to any and all drawings, project plans, specifications, notes, 
minutes and schematics which are critical to the progress of the contract.  Contractor shall prepare and submit report 
within 15 days of last day of period of performance for the year IAW CDRL A002. 
 
System Design:   
 
11.1 The Contractor shall provide system design activities for government facilities. This system design shall 
consist of, but not be limited to, recommended parts lists, software recommendations, drawings, specifications and 
schematics. This design function will serve to establish design recommendations that may or may not alter for each 
and every room, therefore design data will be documented and reserved for later use. The contractor shall include 
any design documents as addendums to the Monthly Contract Progress and Management Report CDRL A001. 
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Deliverables: 
 
CDRL A001 – The following items are either content or attachments to the monthly reports:  Contractor shall 
submit Monthly Contract Progress and Management Report as required in C.3.3.1.  Design Drawings, Wiring 
Schematics and Equipment List as required in C.3.4. System Programming as required in C.3.5 and a System Test 
Plan IAW C3.6.3. The contractor shall provide system design activities as required in C 3.4.Contractor shall ensure 
VTC equipment has the applicable Defense Information Systems Agency (DISA) Security Technical 
Implementation Guide (STIG) settings applied and documented as required in C3.5.5. 
CDRL A002 -- Contractor shall submit Technical Report as required in C.3.3.2. 
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Section E - Inspection and Acceptance 
 
 
 
 
INSPECTION AND ACCEPTANCE TERMS 
 
Supplies/services will be inspected/accepted at: 
 
CLIN  INSPECT AT  INSPECT BY  ACCEPT AT  ACCEPT BY  
0001  Destination  Government  Destination  Government  
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Section F - Deliveries or Performance 
 
 
 
 
DELIVERY INFORMATION 
 
CLIN  DELIVERY DATE  QUANTITY  SHIP TO ADDRESS  UIC  
          
0001  POP 25-SEP-2014 TO 

19-DEC-2014  
N/A  AMSTA-CS 

JEFF DOWGIERT 
JEFF DOWGIERT 
AMSTA-CS-TB/ MS 402 
JEFFREY.S.DOWGIERT.CIV@MAIL.MIL 
WARREN MI 48397-5000 
586-282-8259 
FOB:  Destination  

W56TRU  
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Section G - Contract Administration Data 
 
 
 
 
ACCOUNTING AND APPROPRIATION DATA 
 
AA: 02120142014202000001121232520030004537                        6100.9000021001  
COST CODE: A60EE  
AMOUNT: $97,118.00  
CIN GFEBS001055534100001: $97,118.00  
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Section I - Contract Clauses  
 
CLAUSES INCORPORATED BY REFERENCE 
 
 
52.245-1  Government Property  APR 2012    
52.245-9  Use And Charges  APR 2012    
52.247-55  F.O.B. Point For Delivery Of Government-Furnished 

Property  
JUN 2003    

252.232-7003  Electronic Submission of Payment Requests and Receiving 
Reports  

JUN 2012    

252.245-7001  Tagging, Labeling, and Marking of Government-Furnished 
Property  

APR 2012    

252.245-7002  Reporting Loss of Government Property  APR 2012    
252.245-7003  Contractor Property Management System Administration  APR 2012    
252.245-7004  Reporting, Reutilization, and Disposal  MAY 2013    
  
 
CLAUSES INCORPORATED BY FULL TEXT 
 
 
52.204-9    PERSONAL IDENTITY VERIFICATION OF CONTRACTOR PERSONNEL (JAN 2011) 
 
(a) The Contractor shall comply with agency personal identity verification procedures identified in the contract that 
implement Homeland Security Presidential Directive-12 (HSPD-12), Office of Management and Budget (OMB) 
guidance M-05-24, and Federal Information Processing Standards Publication (FIPS PUB) Number 201. 
 
(b) The Contractor shall account for all forms of Government-provided identification issued to the Contractor 
employees in connection with performance under this contract. The Contractor shall return such identification to the 
issuing agency at the earliest of any of the following, unless otherwise determined by the Government: 
     
(1) When no longer needed for contract performance. 
     
(2) Upon completion of the Contractor employee's employment. 
     
(3) Upon contract completion or termination. 
     
(c) The Contracting Officer may delay final payment under a contract if the Contractor fails to comply with these 
requirements. 
     
(d) The Contractor shall insert the substance of this clause, including this paragraph (d), in all subcontracts when the 
subcontractor`s employees are required to have routine physical access to a Federally-controlled facility and/or 
routine access to a Federally-controlled information system. It shall be the responsibility of the prime Contractor to 
return such identification to the issuing agency in accordance with the terms set forth in paragraph (b) of this 
section, unless otherwise approved in writing by the Contracting Officer. 
 
(End of Clause) 
 
 
 
52.204-4020 ACCESS AND GENERAL PROTECTION/SECURITY POLICY AND PROCEDURES                      

(JUN 2012) 
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The contractor and all associated subcontractors’ employees shall comply with applicable installation, facility, and 
area commander installation and facility access and local security policies and procedures (provided by the 
Government representative). The contractor shall also provide all information required for background checks to 
meet installation access requirements to be accomplished by the installation Provost Marshal Office, Director of 
Emergency Services, or Security Office. The contractor workforce must comply with all personal identity 
verification requirements as directed by DoD, HQDA, and/or local policy. In addition to the changes otherwise 
authorized by the changes clause of this contract, should the Force Protection Condition (FPCON) at any individual 
facility or installation change, the Government may require changes in contractor security matters or processes.   
   
    (End of Clause) 
 
 
 
 
52.204-4022 REQUIREMENT FOR AN OPSEC STANDING OPERATION PROCEDURE/PLAN                                                     

(JAN 2014) 
 
a. The contractor is subject to provisions of the TACOM LCMC OPSEC Standing Operating Procedures 
(SOP/Plan), per AR 530-1, Operations Security.  This SOP/Plan specifies the government’s critical information, 
why it needs to be protected, where it is located, who is responsible for it, and how to protect it.  
 
b. The contractor will receive a copy of the SOP/Plan at time of award. Local form STA Form 7114 (or similar) will 
be used to document and record security OPSEC reviews which are conducted by G2, TACOM LCMC or 
individual organizations supporting OPSEC Officers. 
 
c. The contractor shall identify an individual who will be an OPSEC Coordinator.  The contractor will ensure that 
this individual is OPSEC Level I. 
 
  
    (End of Clause) 
 
 
 
 
52.204-4023          FEB 2013 
 
NOTICE OF ELEVATED THREAT LEVEL FORCE PROTECTION CONDITION (FPCON) AT DETROIT 
ARSENAL  
 
Contractors are hereby notified that there is a potential impact on contractor performance during increased FPCON 
during periods of increased threat. During FPCONs Charlie and Delta, services may be discontinued / postponed 
due to higher threat.  Services will resume when FPCON level is reduced to level Bravo or lower.    
 

(End of Notice) 
 
 
 
 
 
52.204-4024          Feb 2013 
 
NOTICE OF RANDOM ANTITERRORISM MEASURES PROGRAM (RAMP) AT THE DETROIT ARSENAL  
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In accordance with AR 525-13, Contractor personnel working on an installation are subject to participation in 
Installation RAMP security program (e.g. vehicles searches, wearing of ID badges, etc).   
 

(End of Notice) 
 
 
 
 

52.209-4020 - AT LEVEL I TRAINING (OCT 2013) 
 

All contractor employees, including subcontractor employees, requiring access to Army installations, facilities, or 
controlled access areas shall complete AT Level I awareness training within [30]*** calendar days after contract 
start date or effective date of incorporation of this requirement into the contract, whichever applies. The contractor 
shall submit certificates of completion for each contractor employee and subcontractor employee requiring access to 
Army installations, facilities, or controlled access areas to the COR (or to the contracting officer, if a COR is not 
assigned) within [30]*** calendar days after completion of training. AT Level I awareness training is available at 
https://atlevel1.dtic.mil/at. 
 
   
       
    (End of Clause) 
 

 
 
 

52.204-4023 OPSEC TRAINING REQUIREMENT (JUN 2012) 
 

Per AR 530-1, Operations Security, new contractor employees must complete Level I OPSEC training within 30 
calendar days of reporting for duty. All contractor employees must complete annual OPSEC awareness training.    
    (End of Clause) 
 
 
 
 
52.209-4025          MAR 2013  
 
NOTICE OF TRAINING OPPORTUNITIES AT THE DETROIT ARSENAL  
 
The contractor is notified that in accordance with training requirements required in the performance of this 
solicitation, and subsequent contract, that the G2 Office of TACOM LCMC can provide the following training upon 
request to contracting personnel.  This opportunity is extended to all contractor personnel performing at the Detroit 
Arsenal and TACOM LCMC Organizations, including Selfridge Air National Guard Base.   
 
Training is available for AT/OPSEC requirements including but not limited to: iWatch Training, Annual Security 
Training, and OPSEC Training as part of Annual Security training. 
 
Contractors should make requests for training to the buyer listed on this solicitation and contract. 

(End of Notice) 
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52.215-4405 (TACOM)   ACCESS TO THE DETROIT ARSENAL; IDENTIFYING CONTRACTOR 
EMPLOYEES; NON-DISCLOSURE STATEMENT    (AUG 2008) 
 
1.  This requirement is only applicable to contractor employees working at, or visiting, Detroit Arsenal.  The term 
"contractor employee" includes employees, agents, or representatives and all employees, agents or representatives of 
all subcontractors and suppliers.   

 
2. (A)  Badges/Passes: Contractor employees entering the Detroit Arsenal are responsible for obtaining, and then 
returning, security identification badges/passes and vehicle registration decals/passes. Badges are valid only for the 
date spans indicated, by the Government, on each badge application form (STA Form 15 or 4109).  
 
    (B) Obtaining Badges:   

"PICTURE" badges (generally issued to longer term visitors): 
Furnish the Requiring Office or Procuring Contracting Officer (PCO) with two (2) copies, fully completed (those 
sections for each applicant), and signed, of STA Form 15 for each applicant;  

   
"NON-PICTURE" badges (generally issued to shorter term visitors): 

Upon arriving at the Detroit Arsenal at the TACOM Public Safety Office, Bldg. 232, complete a STA Form 4109 
for the specific short term visit in question.  
 

(C) Returning Badges (to the TACOM Public Safety Office, Building 232).   
 --Return Non-picture badges upon its expiration date.  
 --Return Picture badges within (3) three business days of any of the following: 

The access-expiration date specified on the STA Form 15 
If the contract is terminated, the date of termination; 
If a visiting contractor employee is released, the date of employee release. 
 
 --Failure to comply with the requirements of this paragraph 2C may be grounds for 
withholding any funds due the contractor until completion of the requirement, 
notwithstanding any other clause or requirements in the contract.  Failure to comply may also 
be taken into account by the Government in evaluating the contractor's past performance on 
future acquisitions . 

 
(D) All contractor employees, while on the premises at TACOM Warren, shall continually wear the badge, 

which shall be visible at all times. 
 
(E) The identification badge or pass issued to employees of the contractor is for his own use only.  Misuse 

of the badge or pass, such as permitting others to use it will result in criminal charges under Title 18 USC 499 
and 701, and barring the employee from the Detroit Arsenal property.  

 
(F) If the contractor obtains a new or follow-on contract that again requires physical access to the Detroit 

Arsenal property, he shall obtain new badges for his employees, indicating the new or follow-on contract 
number.  The security policies described in this clause apply to any contractor employee on base in connection 
with any contract with TACOM-Warren.   
 

3. At the discretion of the Detroit Arsenal Commander, any individual known to have a criminal background 
involving violence may be denied access to the Detroit Arsenal. Fingerprinting of employees and any other 
procedure deemed necessary for the security of Detroit Arsenal may be required at the discretion of Detroit Arsenal 
Public Safety Office. 
 
4.  Any contractor employee attending meetings with Government employees within or outside the Detroit Arsenal 
boundaries, shall, at the beginning of the meeting, announce that he/she is a contractor employee. He/she must state 
the Contractor's name and address, and state the name of all other companies or persons that (a) currently employ 
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him, or (b) that he currently represents.  In addition, for the duration of the meetings, the contractor employee shall 
wear a second visible badge that displays the contractor's company name. 
 
5.  If a visiting contractor is working on a classified contract, his/her visit request, with security clearance 
information, must be approved by the Detroit Arsenal Industrial Security Specialist and be held on file the Detroit 
Arsenal Intelligence and Security Division.  Government employees hosting meetings will verify that the contractor 
employee’s security clearance information is on file in the Detroit Arsenal Intelligence and Security Division prior 
to contractor access to classified information.  

 
6. All contractor employees working on the U.S. Army installation, Detroit Arsenal, in the State of Michigan, in 
connection with this contract, shall conform to all applicable federal or state laws, and published rules and 
regulations of the Departments of Defense and Army.  Also, they must comply with any existing applicable 
regulations promulgated by Detroit Arsenal.   Additionally, all contractor employees working on classified contracts 
shall comply with the requirements of the National Industrial Security Program (NISPOM) and Army Regulation 
380-5, Department of the Army Information Security Program. 
 
7. Each contractor employee working at the Detroit Arsenal property under this contract shall sign a Non-disclosure 
Agreement on their company's letterhead prior to commencing work under the contract or obtaining the badges 
permitting access to the property.  There will be one Non-disclosure Agreement for each employee.  The Non-
disclosure Agreement shall be in the format indicated below.  A copy of the agreement will be made a part of the 
contract file. 
 

FORMAT FOR 
 NON-DISCLOSURE AGREEMENT 

 I, ____________________, an employee of 
___________________________________________________________, a 
Contractor providing support services/supplies to Detroit Arsenal or its tenants (hereinafter Detroit Arsenal), 
and likely to have access to nonpublic information (hereinafter RECIPIENT), under contract number 
______________________, agree to and promise the following: 
 WHEREAS RECEIPIENT is engaged in delivery support services to Detroit Arsenal under contract; and 
 WHEREAS, It is the intention of Detroit Arsenal to protect and prevent unauthorized access to and 
disclosure of nonpublic information to anyone other than employees of the United States Government who have 
a need to know; and,  WHEREAS, Detroit Arsenal acknowledges that RECIPIENT will from time to time have 
or require access to such nonpublic information in the course of delivering the contract services; and, 
 WHEREAS, RECIPIENT may be given or other have access to nonpublic information while providing such 
services; and, 
 WHEREAS, "nonpublic information" includes, but is not limited to such information as: 

Proprietary information (e.g., information submitted by a contractor marked as proprietary.  However 
please note:  THIS NON-DISCLOSURE STATEMENT IS NOT SUFFICIENT TO ALLOW 
CONTRACTORS’ ACCESS TO ANOTHER CONTRACTOR’S PROPRIETARY INFORMATION.  
FOR THAT, A SEPARATE CONTRACTOR TO CONTRACTOR AGREEMENT IS REQUIRED.);  

Advanced procurement information (e.g., future requirements, statements of work, and acquisition 
strategies);  

Source selection information (SSI) (e.g., bids before made public, source selection plans, and rankings of 
proposals)(PLEASE NOTE: THIS AGREEMENT ALONE DOES NOT AUTHORIZE ACCESS TO 
SSI--ONLY PCO OR SOURCE SELECTION AUTHORITY CAN AUTHORIZE SUCH ACCESS.);  

Trade secrets and other confidential business information (e.g., confidential business information 
submitted by the contractor); 

Attorney work product; 
Information protected by the Privacy Act (e.g., social security numbers, home addresses and telephone 

numbers); and  
Other sensitive information that would not be released by Detroit Arsenal under the Freedom of 

Information Act (e.g., program, planning and budgeting system information); 
 NOW THEREFORE, RECIPIENT agrees to and promises as follows: 
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  RECIPIENT shall not seek access to nonpublic information beyond what is required for the 
performance of the support services contract; 
 
  RECIPIENT will ensure that his or her status as a contractor employee is known when seeking 
access to and receiving such nonpublic information of Government employees; 
 
  As to any nonpublic information to which RECIPIENT has or is given access, RECIPIENT shall 
not use or disclose such information for any purpose other than providing the contract support services, and 
will not use or disclose the information to any unauthorized person or entity for personal, commercial, or any 
unauthorized purposes; and 
 
  If RECIPIENT becomes aware of any improper release or disclosure of such nonpublic 
information, RECIPIENT will advise the contracting officer in writing as soon as possible. 
 
The RECIPIENT agrees to return any nonpublic information given to him or her pursuant to this agreement, 
including any transcriptions by RECIPIENT of nonpublic information to which RECIPIENT was given access, 
if not already destroyed,  when  RECIPIENT  no longer performs work under the contract. 

     RECIPIENT understands that any unauthorized use, release or disclosure of nonpublic information in violation 
of this Agreement will subject the RECIPIENT and the RECIPIENT's employer to administrative, civil or criminal 
remedies as may be authorized by law. 
  RECIPIENT: _____________________________ (signature) 
  PRINTED NAME:  _________________________ 
  TITLE:  __________________________________ 
  EMPLOYER: ___________________ 
 

[End of Provision] 
 
 
 
 
52.232-4007 
WIDE AREA WORK FLOW (WAWF), CODES, AND DESIGNATED ACCEPTORS        (AUG 2012) 
 

The contractor shall use WAWF to electronically process invoices for payment and receiving reports.  The 
contractor shall register to use WAWF and take the Web-based training at https://wawf.eb.mil.   Direct any 
questions relating to the system and vendor training to the Ogden Help Desk at 866-618-5988.   
 

To properly route an invoice and receiving report through WAWF, the contractor shall indicate the following when 
prompted: 
 

1.  Select the appropriate type of invoice as indicated below.  It is imperative that contractors select the 
proper type of invoice.  Improper selection of an invoice type will result in the delay of a payment or the 
rejection of an invoice submittal. 

 

             Invoice and Receiving Report Combo (Supplies) 
Use for contracts that are entirely for supply requirements or for contracts that are predominantly for 
supply requirements but also includes minimal service line items.  

 

     X        Invoice 2-in-1 (Services) 
Use for contracts that are entirely for service requirements.  

 

2.  Use the following DoDAAC (Department of Defense Activity Address Code) codes when prompted: 
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 Your firm’s CAGE Code:   3HRW8 (found in Block 15A of SF 33; Block 17a of SF 1449; Block 14 
of SF 1442; Block 7 of SF 26)  

 Issue and Admin DoDAAC Code:  W56HZV (found in Block 7 of SF 33; Block 9 of SF 1449; 
Block 7 of SF 1442; Block 5 of SF 26)   

 Ship-To DoDAAC Code:  W56TRU  (if deliverables are involved) (found in Section B of the 
contract where SF 33, SF 1442, or SF 26 is the cover page; Block 15 of SF 1449) 

 Accept-By DoDAAC Code: W56TRU  
 Payment DoDAAC Code:  HQ0490 (found in Block 25 of SF 33; Block 18a of SF 1449; Block 27 

of SF 1442; Block 12 of SF 26)   
 

3.  Include the Purchase Request Number as specified in each Contract Line Item Number (CLIN).  This 
number can be found at the bottom of the extended description of each CLIN. NOTE: The purchase 
request number may be different for each CLIN.    

 

4.  Indicate the proper Unit of Measure as specified in each CLIN.  Failure to indicate the proper Unit of 
Measure will lead to vendor pay issues.   

 

5.  Indicate the following Acceptor, Alternate Acceptor, and Contract Specialist when the WAWF system 
prompts for “additional e-mail submission” after clicking “Signature”.   

 

 Primary Acceptor Name:     Jeff Dowgiert 
 Primary Acceptor e-mail:    jeffrey.s.dowgiert.civ@mail.mil 
 

 Alternate Acceptor Name:    Melissa Williams 
 Alternate Acceptor e-mail:   melissa.m.williams1.civ@mail.mil 
 

 Contract Specialist  Name:    Karen Kennedy 
 Contract Specialist  e-mail:   Karen.L.Kennedy26.civ@mail.mil 

 

To track the status of an invoice, in WAWF click on the link, “Pay Status” (myInvoice-External link) found under 
the tab named “Lookup” or by going to https://myinvoice.csd.disa.mil/index.html.  If the payment office indicated 
in the contract is Columbus, direct any payment related questions to the Defense Finance Accounting Services 
(DFAS) Columbus at 800-756-4571.   If the payment office is other than Columbus, contact the contract 
administrator for the customer service phone/fax numbers.   
 

[End of clause] 
 
 
 
 
52.245-2     GOVERNMENT PROPERTY INSTALLATION OPERATION SERVICES (APR 2012) 
 
(a) This Government Property listed in paragraph (e) of this clause is furnished to the Contractor in an ``as-is, where 
is'' condition. The Government makes no warranty regarding the suitability for use of the Government property 
specified in this contract. The Contractor shall be afforded the opportunity to inspect the Government property as 
specified in the solicitation. 
 
(b) The Government bears no responsibility for repair or replacement of any lost Government property. If any or all 
of the Government property is lost or becomes no longer usable, the Contractor shall be responsible for replacement 
of the property at Contractor expense. The Contractor shall have title to all replacement property and shall continue 
to be responsible for contract performance. 
 
(c) Unless the Contracting Officer determines otherwise, the Government abandons all rights and title to 
unserviceable and scrap property resulting from contract performance. Upon notification to the Contracting Officer, 
the Contractor shall remove such property from the Government premises and dispose of it at Contractor expense. 
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(d) Except as provided in this clause, Government property furnished under this contract shall be governed by the 
Government Property clause of this contract. 
 
(e) Government property provided under this clause: 
 
GFE: 

Qty Description Model 
1 Polycom 8000 CODEC 8000 CODEC 
1 KIV7M  

 
(End of clause) 
 
 
 
 
252.211-7007    REPORTING OF GOVERNMENT-FURNISHED PROPERTY (AUG 2012) 
 
(a)  Definitions. As used in this clause— 
 
``Commercial and Government entity (CAGE) code'' means— 
 
(i)  A code assigned by the Defense Logistics Agency Logistics Information Service to identify a commercial or 
Government entity; or 

 
(ii) A code assigned by a member of the North Atlantic Treaty Organization that the Defense Logistics Agency 
Logistics Information Service records and maintains in the CAGE master file. The type of  
code is known as an ``NCAGE code.'' 
 
``Contractor-acquired property'' has the meaning given in FAR clause 52.245-1. Upon acceptance by the 
Government, contractor-acquired property becomes Government-furnished property. 
 
``Government-furnished property'' has the meaning given in FAR clause 52.245-1. 
 
``Item unique identification (IUID)'' means a system of assigning, reporting, and marking DoD property with unique 
item identifiers that have machine-readable data elements to distinguish an item from all other like and unlike items. 
 
``IUID Registry'' means the DoD data repository that receives input from both industry and Government sources 
and provides storage of, and access to, data that identifies and describes tangible Government personal property. 
The IUID Registry is— 
 
(i) The authoritative source of Government unit acquisition cost for items with unique item identification (see 
DFARS 252.211-7003) that were acquired after January 1, 2004; 
 
(ii) The master data source for Government-furnished property; and 
 
(iii) An authoritative source for establishing the acquisition cost of end-item equipment. 
 
``National stock number (NSN)'' means a 13-digit stock number used to identify items of supply. It consists of a 
four-digit Federal Supply Code and a nine-digit National Item Identification  
Number. 
 
``Nomenclature'' means— 
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(i)  The combination of a Government-assigned type designation and an approved item name; 
 

(ii) Names assigned to kinds and groups of products; or 
 
(iii) Formal designations assigned to products by customer or supplier (such as model number or model type, design 
differentiation, or specific design series or configuration). 
 
``Part or identifying number (PIN)'' means the identifier assigned by the original design activity, or by the 
controlling nationally recognized standard, that uniquely identifies (relative to that design activity) a specific item. 
 
``Reparable'' means an item, typically in unserviceable condition, furnished to the Contractor for maintenance, 
repair, modification, or overhaul. 
 
``Serially managed item'' means an item designated by DoD to be uniquely tracked, controlled, or managed in 
maintenance, repair, and/or supply systems by means of its serial number. 
 
``Supply condition code'' means a classification of materiel in terms of readiness for issue and use or to identify 
action underway to change the status of materiel  
(see http://www2.dla.mil/j-6/dlmso/elibrary/manuals/dlm/dlm--pubs.asp). 
 
``Unique item identifier (UII)'' means a set of data elements permanently marked on an item that is globally unique 
and unambiguous and never changes, in order to provide traceability of the item throughout its total life cycle. The 
term includes a concatenated UII or a DoD recognized unique identification equivalent. 
 
``Unit acquisition cost'' has the meaning given in FAR clause 52.245-1. 
 
(b) Reporting Government-furnished property to the IUID Registry. Except as provided in paragraph (c) of this 
clause, the Contractor shall report, in accordance with paragraph (f), Government-furnished property to the IUID 
Registry as follows:-- 
 
(1) Up to and including December 31, 2013, report serially managed Government-furnished property with a unit-
acquisition cost of $5,000 or greater. 
 
(2) Beginning January 1, 2014, report— 
 
(i)  All serially managed Government-furnished property, regardless of unit-acquisition cost; and 
 
(ii) Contractor receipt of non-serially managed items. Unless tracked as an individual item, the Contractor shall 
report non-serially managed items to the Registry in the same unit of packaging, e.g., original manufacturer's 
package, box, or container, as it was received. 
 
(c) Exceptions. Paragraph (b) of this clause does not apply to— 
 
(1)  Contractor-acquired property; 
 
(2) Property under any statutory leasing authority; 
 
(3) Property to which the Government has acquired a lien or title solely because of partial, advance, progress, or 
performance-based payments; 
 
(4) Intellectual property or software; 
 
(5) Real property; or 
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(6) Property released for work in process. 
 
(d) Data for reporting to the IUID Registry. To permit reporting of Government-furnished property to the IUID 
Registry, the Contractor's property management system shall enable the following data elements in addition to those 
required by paragraph (f)(1)(iii)(A)(1) through (3), (5), (7), (8), and (10) of the Government Property clause of this 
contract (FAR 52.245-1): 
 
(1)  Received/Sent (shipped) date. 

 
(2) Status code. 
 
(3) Accountable Government contract number. 
 
(4) Commercial and Government Entity (CAGE) code on the accountable Government contract. 
 
(5) Mark record. 
 
(i) Bagged or tagged code (for items too small to individually tag or mark). 
 
(ii) Contents (the type of information recorded on the item, e.g., item internal control number). 
 
(iii) Effective date (date the mark is applied). 
 
(iv) Added or removed code/flag. 
 
(v) Marker code (designates which code is used in the marker identifier, e.g., D=CAGE, UN=DUNS, 
LD=DODAAC). 
 
(vi) Marker identifier, e.g., Contractor's CAGE code or DUNS number. 
 
(vii) Medium code; how the data is recorded, e.g., barcode, contact memory button. 
 
(viii) Value, e.g., actual text or data string that is recorded in its human-readable form. 
 
(ix) Set (used to group marks when multiple sets exist. 
 
(6) Appropriate supply condition code, required only for reporting of reparables, per Appendix 2 of DoD 4000.25-
2-M, Military Standard Transaction Reporting and Accounting Procedures manual  
(http://www2.dla.mil/j-6/dlmso/elibrary/manuals/dlm/dlm--pubs.asp). 
 
(e) When Government-furnished property is in the possession of  
subcontractors, Contractors shall ensure that reporting is  
accomplished using the data elements required in paragraph (d) of  
this clause. 
 
(f) Procedures for reporting of Government-furnished property. Except as provided in paragraph (c) of this clause, 
the Contractor shall establish and report to the IUID Registry the information required by FAR clause 52.245-1, 
paragraphs (e) and (f)(1)(iii), in accordance with the data submission procedures at 
http://www.acq.osd.mil/dpap/pdi/uid/data_submission_information.html. 
 
(g) Procedures for updating the IUID Registry. 
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(1) Except as provided in paragraph (g)(2), the Contractor shall update the IUID Registry at 
https://iuid.logisticsinformationservice.dla.mil/ for changes in status, mark, custody, condition code (for reparables 
only), or disposition of items that are— 
 
(i)  Received by the Contractor; 

 
(ii) Delivered or shipped from the Contractor's plant, under Government instructions, except when shipment is to a 
subcontractor or other location of the Contractor; 
 
(iii) Consumed or expended, reasonably and properly, or otherwise accounted for, in the performance of the 
contract as determined by the Government property administrator, including reasonable inventory adjustments; 
 
(iv) Disposed of; or 
 
(v) Transferred to a follow-on or other contract. 
 
(2) The Contractor need not report to the IUID Registry those transactions reported or to be reported to the 
following DCMA etools: 
 
(i)  Plant Clearance Automated Reutilization and Screening System (PCARSS); or 

 
(ii) Lost, Theft, Damaged or Destroyed (LTDD) system. 
 
(3) The contractor shall update the IUID Registry as transactions occur or as otherwise stated in the Contractor's 
property management procedure. 
 
 
(End of clause) 
 


