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PART II - CONTRACT CLAUSES

U.S. ARMY TACOM

6501 EAST ELEVEN MILE ROAD

WARREN MI 48397-5000

U.S. ARMY TACOM

AMSTA-AQ-ABRB/MS 322
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6. REQUISITION/PURCHASE NO.

SFAEGC-SB-0-0304

5. DATE ISSUED

21 Sep 2004

4. TYPE OF SOLICITATION

SEALED BID (IFB)

NEGOTIATED (RFP)

[    ]

[ X ]

3. SOLICITATION NO.

W56HZV-04-R-L509

See Item 7


Section A - Solicitation/Contract Form

EXECUTIVE SUMMARY
EXECUTIVE SUMMARY

W56HZV-04-R-L-509


The U.S. Army Tank-automotive and Armaments Command (TACOM) is soliciting for  contractor engineering technical support to increase on-card-box-to-box vehicle level communication capability which may be applicable to various military vehicles.  The work under this contract will be located in Santa Clarita, CA.  The statement-of-work is included in this document is Section C. 


FILL-INS:  Please note that this solicitation contains fill-ins in Section B and K.  Please read and complete each such clause and provision.  Note that in Section B you are required to fill in the total cost and fixed-fee for the                hours.


TYPE OF CONTRACT AND PAYMENT SCHEDULE:  A cost-plus fixed-fee level of effort contract is contemplated for this contract.  


DATA ITEM DESCRIPTIONS:  The data item descriptions referenced within the Contract Data Requirements List at Section J may 


ACKNOWLEDGEMENT OF AMENDMENTS:  Please acknowledge any amendments to this solicitation by an original signature on the amendment itself and submitting each with your proposal.  


F.O.B. DESTINATION ONLY:  The total contract price is an F.O.B. Destination Price.


QUESTIONS/PROBLEM RESOLUTION:  Questions regarding this solicitation should be directed to the buyer, Cheryl Johns in writing via e-mail at:  johnsc@tacom.army.mil

CLAUSES INCORPORATED BY FULL TEXT

AS7311

52.204-4006 (TACOM)

TACOM-WARREN ELECTRONIC CONTRACTING                                                               (JUL 2003)

     (a)  TACOM is now operating in an electronic contracting environment.  All TACOM solicitations and awards are now distributed on the TACOM Warren Business Opportunities web page (http://contracting.tacom.army.mil/opportunity.htm) and are no longer available in hard copy.  The TDPs and other documents, when available electronically, will be an attachment or linked to the solicitation package on the web.  Please see submission guidelines at http://contracting.tacom.army.mil/userguide.htm and http://contracting.tacom.army.mil/ebidnotice.htm for more information.  Any requirements included in the solicitation take precedence over guidance found on the TACOM contracting web page.

     (b)  You may need to use special software to view documents that we post on the home page.  This viewing software is freeware, available for download at no cost from commercial web sites like Microsoft and Adobe.  In cases where such software is required, we provide a link from our page to the commercial site where the software is available.  Once you arrive at the software developer's site, follow their instructions to download the free viewer.  You then can return to the TACOM home page. 

     (c)  You are required to submit your offer, bid, or quote electronically.  See the provision entitled "Electronic Offers (or 'Quotes' or 'Bids') Required in Response to This Solicitation (or 'Request for Quotations')" for more specific information.

     (d)  Any award issued as a result of this solicitation will be distributed electronically. Awards posted on the TACOM Warren Business Opportunities web page represent complete OFFICIAL copies of contract awards and will include price.  This is the notice required by Executive Order 12600 (June 23, 1987) of our intention to release unit prices in response to any request under the Freedom of Information Act (FOIA), 5 USC 552.  Unit price is defined as the contract price per unit or item purchased as it appears in Section B of the contract and is NOT referring to nor does it include Cost or Pricing data/information.  If you object to such release, and you intend to submit an offer, notify the PCO in writing prior to the closing date identified in this solicitation and include the rationale for your objection consistent with the provisions of FOIA.  A release determination will be made based on rationale given. 

     (e)  If you have questions or need help in using the Acquisition Center Home Page, call our Electronic Contracting Help Desk at (586) 574-7059, or send an email message to: acqcenweb@tacom.army.mil 
     (f)  If you have questions about the content of any specific item posted on our home page, please call the buyer or point of contact listed for the item.  Additional help is available to small businesses from Government-funded Electronic Commerce Regional Centers (ECRCs) to implement EDI.  Information on ECRC is available at http://www.ecrc.ctc.com
[End of Clause]

Section B - Supplies or Services and Prices

ESTIMATED COST
ESTIMATED COST

B.1  ESTIMATED COST, FIXED FEE, AND PAYMENT   

B.1.1  The estimated cost to the Government for performance Level-of-Effort (LOE) work hours under the Contract is set forth in Section B.  In consideration of performance of the work hours specified, the Government will pay the 

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	
	Hours
	
	

	
	ENGINEERING TECHNICAL SUPPORT

CPFF

The contractor shall furnish all supplies and services to accomplish the tasks specified in Section C, Scope of Work.

This effort is in accordance with the contractor's proposal FCS/UA FY04 Proposal No. Q40911, Revision 2, dated 28 September 2004.  As requestd by the contractor, the Organizational Conflict of Interest Mitigation Plan shall be submitted on or before 30 November 2004.

The total number of hours for this effort is:  9,742 hours

PURCHASE REQUEST NUMBER: SFAEGC-SB-0-0304


	

	
ESTIMATED COST
	$1,376,130.00

	
FIXED FEE
	$130,763.00

	
TOTAL EST COST + FEE
	$1,506,893.00

	
	ACRN AA Funded Amount
	$1,506,893.00


FOB:  Destination

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0002
	
	1
	JOB
	$18,718.00
	$18,718.00 NTE

	
	Estimated travel for

FFP

Travel costs for Line Item 0002 shall be reimbursed at actual travel costs and according to established per diem rates.  A breakdown and verification of travel costs must accompany all public vouchers/invoices submitted to avoid delay in payment(s).  No G&A or fee applied.

 
	

	
	
	

	
	

	

	
	NET AMT
	$18,718.00

	

	
	ACRN AA Funded Amount
	
	$18,718.00


FOB:  Destination

Section C - Descriptions and Specifications

SPECIAL INSTRUCTIONS
SCOPE OF WORK

C.1  Scope  The objective of this effort is obtain contractor engineering technical support in order to meet the Army’s increased vehicle-level electronics and communication needs.  Existing technology (Future Combat Systems/Unit of Action, FCS/UA) will be applied and new technology will be developed to accomplish this mission.  The contractor will conduct studies and developmental tasks to identify viable candidates for implementation within Army combat vehicles.

C.2  Applicable Documents

a. Joint Travel Regulations

b. Office of Federal Procurement Policy Letter 91-2

c. DOD Directive 4205-2

C.3 Requirements.  

C.3.1  The contractor shall develop and deliver a contract program plan.  The plan shall include milestone schedule, budget baseline, staffing plan, required hardware/software resources, quality assurance and testing methods and periodic and final reporting to the Government.  The plan must provide the technical and program management approach to accomplish the three (3) technical tasks described below.  The contractor’s plan will be itemized to identify the estimated cost, schedule and level of effort and must address planning, performance and reporting for each of the technical task areas and will serve as the baseline for the contractor’s monthly cost and status reporting.  In addition to the resources necessary to perform technical tasks, the plan must address the cost, schedule and performance for any corresponding program management.   The Contract Program Plan shall be submitted in accordance with CDRL A001.  

C.3.1.1  Complete comparison of electronic Gigabit Ethernet (GbE) interface for hardware dependence and performance using criteria and comparisons previously developed under GCS Omnibus contract DAAE07-00-D-M001/Task Orders 0215 and 0282 (as modified).  The contractor will submit a final technical report in accordance with CDRL A002.  

C.3.1.2.  The contractor will investigate and demonstrate advanced concepts that enhance the transition of COTS Subsystems, Elements and Components into current and future combat vehicles.  The three major areas of study are (1) Advanced Utility Bus, (2) Power Optimization, and (3) Volumetrically Efficient Lightweight Rugged Electronics.  The ultimate objective of this effort is to integrate all three areas into a single system.  

Investigations shall consist of at least market research, trade studies, and analysis of Government, industrial, and academic research (research is restricted only to research areas that are mature and suitable for practical application.)

Demonstrations will include brassboard demonstrations for hardware applications and functionality demonstration for software demonstration.  All demonstrations will be conducted to validate the functionality of the state of the art and suitability for application to current and future combat systems.  Government concurrence is required before brassboard or equipment purchases (see CDRL A005).

Upon completion of each investigation, the contractor will provide the Government with an interim technical report which describes the items investigated, analysis methods, and decision rationale.  Upon completion of each demonstration the contractor will provide the Government with a final report which will address the technology investigations, test results, and analyze the integration potential into a single weapon system.  Contractor will notify the COR five days prior to any demonstrations.  Reports will be submitted in accordance with CDRL A002.  
C.3.1.3.  The contractor will investigate and demonstrate advances in Dynamically Reconfigurable Adaptive Computing, via a brassboard demonstrator of ruggedized COTS advanced enclosures, next generation switched serial fabrics, emerging open standard LRM (line replaceable module) technology, and the reflective middleware and operating systems infrastructures needed for current and future combat systems.  The ultimate objective of this effort is to reduce the size of the hardware while increasing computing design flexibility and obtaining increased hardware/software abstraction.   

Investigations shall consist of at least market research, trade studies, and analysis of Government, industrial, and academic research (research is restricted only to research areas that are mature and suitable for practical application.)

Demonstrations will include brassboard demonstrations for hardware applications and functionality demonstration for software demonstration.  All demonstrations will be conducted to validate the functionality of the state of the art and suitability for application to current and future combat systems.  Written Government approval is required before brassboard or equipment purchases. 

Upon completion of each investigation, the contractor will provide the Government with an interim technical report which describes the items investigated, analysis methods, and decision rationale.  Upon completion of each demonstration the contractor will provide the Government with a final report which will address the technology investigations, test results, and analyze the integration potential into a single weapon system.  Reports will be submitted in accordance with CDRL A002.  

C.3.2  Execute the plan.  Upon approval of the contract program plan by the Government, the contractor shall perform and accomplish each of the three individual technical tasks listed above in accordance with the approved plan.  The period of performance for this effort is estimated to be approximately one year; however this is only an estimate.  The contractor is authorized to continue performing work until the level-of-effort hours/funds are exhausted; provided that—

     (a) In no event shall the contractor continue performance beyond one year from the date of issuance of this contract; and

     (b) In no event shall the contractor continue performance beyond the point where the level-of-effort hours/funds authorized by this contract have been expended (see also para herein).

 

The contractor may not invoice, and the Government shall have no obligation to pay, for any work performed under this contract in violation of these limitations.  The standard workweek will be Monday through Friday consisting of 40 hours. The work may extend beyond 40 hours however, no overtime is authorized.

C.4  Performance Requirements Summary / Standards of Performance

	Performance Outcome
	Performance Standard

(and AQL)
	Method of Performance

Assessment

	1.1  Develop Plan
	Plan is clear, concise and completely identifies all resources, schedules, staff,

level of effort to accomplish individual tasks.  Cost, schedule & performance must track to each other.    
	100% inspection and acceptance by Government.

	
	
	

	1.2  Execute Plan
	Perform according to  approved plan.  No deviation to cost or schedule without prior approval by Government.  
	Milestone reviews of contractor performance and technical achievements of  individual tasks.  Additional COR review by monthly assessment of cost and schedule report.   

	
	
	

	1.3  Interim and Final Technical Reports 
	Reports cover all technical accomplishments and provides plan for future actions.  Report is submitted on time and does not require significant re-write.   
	100% review by government


C.4.1 Procedures for Above Standard and Below Standard Performance.


C.4.1.1  Above Standard Performance.  This contract does not provide monetary incentive above the value of the contract for performance above standard.  This circumstance does not however, lessen the importance of timely performance of all efforts under this contract.  The Contracting Officer’s Representative performing surveillance will document high quality performance (e.g. timely delivery of data, accuracy and quality content of plans and reports) and ensure this record of performance becomes a part of the contractor’s past performance record for this contract.  Past performance records are considered when placing future contracts.  


C.4.1.2  Below Standard Performance.   Timely submission of all deliverables addressing all required content in a quality manner is paramount; therefore, contractor failure will result in (1) withholding of payments until the Government can determine the ramifications of the below standard performance , (2) contractor correction at no additional cost to the Government and (3) documentation of negative past performance.  If the contractor believes that there are excusable circumstances, the contractor shall inform the Contracting Officer.  Excusable circumstances may result in adjustment of the consequences mentioned in this paragraph.  This paragraph does not invalidate any of the usual rights allowed by the “Inspection of Services” clause.  

C.5  Deliverables.   All deliverables, other than brassboards, shall be delivered electronically in contractor format using Microsoft product such as PowerPoint or Word in accordance with the delivery schedule established in the approved Contract Program Plan.  Brassboards and supporting equipment and software purchased under this contract or GFE transferred to this contract shall be delivered via a commercial bill of lading to a CONUS address as directed by the Government.  The contractor shall notify the COR fifteen days prior to completion of this contract to obtain a shipping address 

CDRL A001  Contract Program Plan. 

CDRL A002  Interim and Final Technical Reports 

CDRL A003  Monthly Cost and Status Reports

CDRL A004  Trip Reports 

CDRL A005  Brassboard demonstrators and supporting equipment and hardware/software purchased under this contract or GFE transferred to this contract.  All automated data processing equipment (ADPE) purchased and direct-charged becomes Government property, shall be delivered to the Government at the conclusion of this contract, and must be delivered and accepted before submission of final invoice for payment. 

All hardware (brassboard) and software shall be delivered free of restrictive or proprietary markings.  Final technical reports shall be submitted in accordance with the instructions at DFARS 252,235-7011.  

C.5.1  Monthly Cost and Status Report.  The Contractor shall electronically submit monthly status reports to the COR and PCO in Contractor format in accordance with CDRL A003.  These reports shall include maximum number of funds and level of effort (hrs) expended; funds and level of effort (hrs) remaining; detailed description of any travel or ODC charges during the reporting period; detailed description of status of performance (identify by technical task and scope work paragraph number), any equipment (ADPE or otherwise) purchased, action items and responsible parties, outstanding issues or problems, and work effort completed to date.

C.5.1.1 The contractor is required to notify the COR/PCO in writing when performance under this contract does not strictly adhere to the approved contractor performance plan (see para C.3.1 herein).  In the event of deviation from the approved plan, the contractor must submit the proposed revisions (consisting of additions and deletions) and obtain the written approval of the PCO prior to alternate action.

C.5.1.2  The Contractor shall manage and control the resources necessary to ensure timely achievement of all of the requirements of this contract in the most economical manner.  If, any time, the contractor has reason to believe that hours which it expects to incur in performance of a particular effort exceeds the estimated number of hours, the contractor shall notify both PCO and COR in writing.  Said notice must be furnished as early as possible and prior to the incurrence of any additional hours.  Pursuant to FAR 52.232-20, the contractor is required to notify the contracting officer in writing 60 days prior to expending (i) 75% of the total estimated cost or (ii) 75% of the ordered hours have been expended, whichever comes first.

C.5.2  Start of Work Meeting.  The Contractor shall attend a post-award Start of Work meeting within three weeks after contract award.  The meeting will take place at TACOM, Detroit Arsenal, Warren, Michigan.  The contractor will ensure that subcontractors are invited to this meeting.  Minutes of the start of work meeting will be prepared and submitted with the first monthly cost and status report (CDRL A003).  

C.6 Special Terms and Conditions

C.6.1 Government Furnished Information/Equipment.  In order to perform the effort specified, the Government will provide the following equipment.  These items will be transferred from the GCS Omnibus contract DAAE07-00-D-M001, Task Orders 0215 and 0282.

	C-10000420
	Stiffener
	12
	$31.68
	$380.16

	C-100096501-02
	PWB
	4
	$365.62
	$1,462.48

	C-300059-1
	IC, ASIC
	2
	$0.00
	$0.00

	C-445600022
	Connector
	8
	$3.14
	$25.12

	C-5682F;1
	Semiconductor 
	1
	$1.94
	$1.94

	C-568F5;5
	LED
	12
	$1.14
	$13.68

	C-88E1011S-BAB-I
	IC, ASIC
	1
	$32.21
	$32.21

	C-BD02AV2
	Switch
	1
	$2.70
	$2.70

	C-C1210C106K4RAC
	CAP
	40
	$0.00
	$0.00

	C-CAT93C46SI
	IC
	18
	$0.21
	$3.78

	C-CAT93C56SI
	IC
	4
	$0.23
	$0.92

	C-CRCW06031003F
	RES
	4546
	$0.00
	$7.73

	C-CRCW080575R0F
	RES
	355
	$0.00
	$0.00

	C-CUSOE3391-25.00
	Oscillator
	34
	$4.22
	$143.48

	C-EPG4014SE
	XFMR
	18
	$0.00
	$0.00

	C-MAX821SUS-T
	IC
	4
	$0.00
	$0.00

	C-MIC39100-2.5BS
	IC
	3
	$1.38
	$4.14

	C-MIC39101.-1.8BM
	IC
	2
	$1.48
	$2.96

	C-MIC39102BM
	IC
	8
	$1.48
	$11.84

	C-MMBD1205 
	Semiconductor
	100
	$0.11
	$11.00

	C-MSP08A01472G
	RES
	28
	$0.00
	$0.00

	C-MT48IC2M32B2TG
	IC
	20
	$6.25
	$125.00

	C-NC7WZ125K8X
	IC
	244
	$0.33
	$80.52

	TOTAL
	
	
	
	$2,309.66

	
	
	
	
	

	Kit Material
	
	
	
	

	C-10096201-01
	CCA
	1
	$5,673.29
	$5,673.29

	C10097201-1-01
	CCA
	1
	$4,449.45
	$4,449.45

	TOTAL
	
	
	
	$10,122.74

	
	
	
	
	

	GRAND TOTAL
	
	
	
	$12,432.40


C.6.2.  Performance Standards.   The Contractor shall not be reimbursed for any work performed that is (a) outside the scope of work (b) an inherently Governmental function or (c) used to aid, influence or enact legislation.  The contractor’s effort will be performed in strict accordance with the scope of work of this contract and the approved contractor program plan.  The policies of the Office of Federal Procurement Policy Letter 92-1 and Department of Defense Directive 4205-2 must be followed.  While rendering services under this contract, the contractor is not subject, by contract terms or in any manner of its administration, to the supervision and control normally prevailing in relationships between the Government and its employees.  The contractor agrees to refrain from any activity that will appear, in effect, to be that of a Government employee and is prohibited from performing inherently Governmental functions (see FAR SubPart 7.5).  Appropriate COR control will be preserved to ensure that the contractor’s performance of permissible services does not approach or appear to approach prohibited personal services because of the manner in which the contract is performed or administered.  The contractor will be monitored/observed, but not supervised, by the COR and other Government employees while performing.  

C.6.3  Travel.  Contractor personnel may be required to travel [CONUS] in order to perform this task order.  A ceiling-priced CLIN for travel will be established at the time of award.  The Government COR must authorize all travel in advance.  Authorized travel shall be payable as a direct cost and vouchers for reimbursement of travel must be included with the monthly invoice and approved by the COR prior to payment. There will be no reimbursement for local travel in and around contractor’s place of performance.  The contractor shall provide a written certification, prior to travel, that sufficient funds are available on the travel CLIN to complete the travel.   Air travel will be accomplished on regularly scheduled commercial flights in the most economical manner consistent with the successful accomplishment of the mission.  Reimbursement for the cost of lodging and incidental expenses will be considered to be reasonable and allowable to the extent that costs submitted for reimbursement do not exceed the rates and amounts allowed by the Joint Travel Regulation as applies to civilian employees of the United States Government.  

6.3.1   The contractor shall document after action trip and meeting reports (via electronic or written format as directed) for each attended event.  Trip Reports will include an event synopsis, assessment, list of actions and outstanding issues and recommendations, required actions, taskers, and supporting documentation.  A trip report (including dates, time and location of travel) is required and must be submitted in accordance with CDRL A004.  For bidding purposes, identify the point of origin to each of the destination(s) listed below.  The following information is provided for fund estimating purposes only; locations and number of days/trips identified below may be required during the period of performance to support this contract:





Estimated 
Estimated
Estimated

Location               
# of Days   
# of Trips
# of Travelers
TACOM, Warren, MI

3

1

2

TACOM, Warren, MI

3

2

3

Dayton, OH


3

2

2

Huntington Beach, CA

3

2

2

C.6.4   Contracting Officer’s Representative.  The COR is an individual designated in accordance with DFARS 201.602-2 and is authorized in writing by the contracting officer to perform specific technical functions.  The contracting officer has designated Ms. Cheryl Johns, johnsc@tacom.army.mil. (586) 574-7047 as the contracting officer’s representative (COR) for this contract.   The Contractor will receive a copy of the written designation after contract award.  It will specify the extent of the COR’s authority to act on behalf of the contracting officer.  The COR is not authorized to make any commitments or changes that will affect price, quantity, delivery or any other term or condition of this contract.  The COR is not authorized to appoint Functional Technical Representatives under this contract.  

C.6.5.  ACCESS TO PROPRIETARY INFORMATION.    By its signature on this contract, the contractor agrees  to negotiate in good faith any necessary non-disclosure agreement or other agreement that may be necessary in order for the contractor to obtain, or to retain, access to any other contractor's proprietary  information,  as may be required in the course of performance of work under this contract.  The contractor agrees, as specified in FAR SubPart 9.505-4,  (i) to protect any such the information, obtained during performance of work under this contract, from unauthorized use or disclosure for as long as the information remains proprietary; and  (ii) to refrain from using any such information for any purpose other than that for which it was furnished.  The contractor shall provide  to the Contracting Officer signed copies of all non-disclosure agreements  it executes pursuant to this clause.  
 

C.6.6   Organizational Conflict of Interest.  As a condition of award of this contract,  and pursuant to the policies set forth in FAR 9.5,  the contractor's eligibility for future prime contract awards or subcontract awards may be restricted regarding any future PEO FCS/UA related systems and/or subsystem acquisitions.    This restriction is being placed due to the fact that the nature of the evaluation and research/developmental work to be performed on this contract certainly creates a potential conflict of interest, and may create an actual conflict of interest, in connection with potential future acquisitions by the Government for production of systems or system components.  Accordingly, the contractor agrees, as specified in FAR Subpart 9.5, to outline the actions to be taken by the contractor during the performance of the contractual tasks,  to mitigate or avoid any potential or actual conflict of interest.    Further, the Contractor agrees, for future acquisitions of specific systems and subsystems associated with FCS/UA, that the Government or its  authorized representatives  may,  for up to three years after acceptance of all programmatic documentation to be delivered under this  contract, restrict the Contractor's participation in any resulting acquisition action(s)  involving the technologies to be developed or evaluated during performance of this contract.  If the Contractor demonstrates to the Contracting Officer that there may be a possible conflict of interest,  arising out of another  existing contract,  with respect to any of the work required under this contract,  the Contracting Officer shall take the necessary action to delete such requirement from this contract , or otherwise to eliminate or minimize the potential conflict of interest.

* * *

Section D - Packaging and Marking

D.1  DATA PACKAGING


All data deliverable under this contract shall be packaged in accordance with commercial practice to assure arrival at destination without loss or damage.

D.2   MARKING


All technical data delivered under this contract shall be identified by the contract number, and the name and address of the contractor.  The marking shall be  in the format below:

Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	2142040000045R5R002737357180025160000004GPV12K43048SCB00304S20113 

	AMOUNT: 
	$1,525,611.00 


CLAUSES INCORPORATED BY REFERENCE

	252.201-7000 
	Contracting Officer's Representative 
	DEC 1991 
	 


CLAUSES INCORPORATED BY FULL TEXT

PROMPT PAYMENT (INVOICES )                                                    (JUNE 2000)

1.  In accordance with the Prompt Payment Clause (FAR 52.232.25), this guidance is provided for the submission of invoices.

2.  An invoice is the Contractor's bill or written request for payment under the order for supplies delivered or services performed.  An invoice shall be prepared and submitted to the designated billing office specified in the order.

3.  Submit your invoice, preferably by email or through other electronic means, to EITHER:

__X___ CONTRACTINVOICE@tacom.army.mil     OR

_____ the administrator at the address on the face page of this contract

(If none of these is checked, send it to the first address: CONTRACTINVOICE@tacom.army.mil  )


4.  A proper invoice must include the following items:

        (a)  Name and address of the Contractor

(b)
Invoice date

(c)
Order number or other authorization for supplies delivered or services   performed (including order number and contract line item number  CLIN)

(d)
Description, quantity, unit of measure, unit price, and  extended price of supplies delivered or services  performed. 

(e)
Shipping and payment terms (e.g., shipment number and date of shipment, prompt payment discount terms).  Bill of lading number and weight of shipment will be shown for  shipment on Government bills of lading

(f)
Name and address of Contractor to whom payment is to be sent (must be as specified in the order or in proper notice of assignment) 

(g)
Tax payer ID number. 

(h)
Any other information or documentation required by other requirements of the order (such as evidence of shipment)

NOTE:  ALL INVOICES FAILING TO PROVIDE THE REQUIRED INFORMATION WILL BE RETURNED UNPAID.

5.  Interest penalties to be paid by the Government if payment is not made within the applicable time limits specified by the Prompt Payment Act, are subject to the following conditions:

(a)  A proper invoice was received by the designated billing office   

(b)  A receiving report or other Government documentation authorizing payment was processed and there was no disagreement over quantity, quality, or contractor compliance with any term or condition.

(c)  In the case of a final invoice for any balance of funds due the Contractor for supplies delivered or services performed, the amount was not subject to further contract settlement actions between the Government and the Contractor.

(end of clause)

Section H - Special Contract Requirements 

CLAUSES INCORPORATED BY REFERENCE

	252.201-7000 
	Contracting Officer's Representative 
	DEC 1991 
	 

	252.204-7000 
	Disclosure Of Information 
	DEC 1991 
	 

	252.205-7000 
	Provision Of Information To Cooperative Agreement Holders 
	DEC 1991 
	 

	252.231-7000 
	Supplemental Cost Principles 
	DEC 1991 
	 

	252.246-7001 
	Warranty Of Data 
	DEC 1991 
	 


CLAUSES INCORPORATED BY FULL TEXT

                             52.200-4004            NOTICE OF INCORPORATION OF SECTIONS K, L, AND M

                             Sections  K, L, and M of the solicitation will not be distributed with any contract resulting from this solicitation; however, they are incorporated in and form a part of the resultant contract as though furnished in full text.

                             52.200-4008            EFFECT OF ARMY OPERATING PROCEDURES

                             Reference to Army Regulations, technical manuals and similar documents as “mandatory” is intended to assist in identification       of the Government’s minimum needs for accomplishment of work set forth in Sections B and C.  They are cited because they contain standards for specific tasks and the statutory, regulatory and policy parameters within which the tasks must be done.  The contractor, however, is expected to exercise management skill in determining the most efficient means to perform the work.  The contractor shall submit to the Contracting Officer for approval, prior to implementation, any requests for deviation from a “mandatory” document.

 52.200-4014            RETENTION OF RECORDS

                             All reports, records and documentation, including, but not limited to, historical data, software, operating instructions, and training instructions generated in connection with the performance of the work herein are the property of the Government and shall remain at the appropriate installation (i.e., Detroit Arsenal and/or USAGS) with unlimited rights.  These shall be made available to the Contracting Officer or his designee for inspection.  Contractor shall furnish copies upon request.

HS7101

52.204-4005 (TACOM)

REQUIRED USE OF ELECTRONIC COMMERCE                                                                  (MAY 2000)

(a)  All contract awards, modifications and delivery orders issued by TACOM will be issued electronically.  The contractor has the option to receive these actions either via the Worldwide Web (WWW) or Electronic Data Interchange (EDI).  Many provisions/clauses that appear "by reference", meaning only clause titles and regulation site are listed; their full texts can be found at the website  http://farsite.hill.af.mil/

     (b)  In order to be eligible to receive an award under this solicitation, the successful offeror must be registered with the Department of Defense (DOD) Central Contractor Registration (CCR).  The CCR registration process may be done electronically at the World Wide Web (WWW) site: http://www.ccr2000.com .  (In order to be registered to use EDI, you must use the long form for registration.  Certification information, including information on the EDI 838 TPP, must be furnished to the Contracting Officer within 60 calendar days after contract award to complete networking requirements within the Government.)  

     (c)  Worldwide Web Distribution.  The contractor will receive an electronic Notice of the Award, Modification, or Delivery Order via e-mail.  If you choose the WWW option, you must download the file from the appropriate TACOM webpage:

          Warren: http://contracting.tacom.army.mil/awards_official.htm

          Rock Island: http://aais.ria.army.mil/AAIS/AWDINFO/index.htm 

          Picatinny: http://procnet.pica.army.mil/Contracts/Index.htm 

          Red River Army Depot: http://www.redriver.army.mil/contracting/Awards  

          Anniston Army Depot: http://www.anadprocnet.army.mil

     (d)  Electronic Data Interchange.  If you choose to receive contract awards, modifications and delivery orders through EDI, they will be delivered electronically via the Federal Acquisition Network (FACNET).  Federal Standard Version 3050 of Standard X12 from the American National Standards Institute (ANSI) will be used as the format for these electronic transactions.

          (1)  You must complete the EDI 838 Trading Partner Profile, and must agree (i) to subcontract with a DoD certified VAN or Value Added Service (VAS) provider, or (ii) to become DoD certified as a Value Added Network (VAN).  The EDI 838 Training Partner Profile is contained in the basic CCR registration form and includes portions of the registration form which are titled "Optional".

          (2)  You must select a VAN from the official DoD approved list.  DoD Certified VANs are listed at http://www.acq.osd.mil/ec/ecip/index.htm .  If your VAN is later removed from the official list, or if you voluntarily drop your initially selected VAN, then you must switch to a VAN that remains on the official DoD approved list.  You must maintain an active account on a DoD approved VAN for the entire duration of the contract, beginning no later than the 60th day after award.

     (e)  Additional information can be obtained by sending a message to:  acqcenweb@tacom.army.mil or by calling (810) 574-7059.  

[End of Clause]

GS6651

52.242-4016 (TACOM)

COMMUNICATIONS                                                                                                                 (MAY 2000)

Communications on technical matters pertaining to the contract shall be direct between the contractor and the Technical Representative. Communications for the Technical Representative shall be addressed to:  

Name: -1-  

e-mail: -2- 

The Adminsitrative Contracting Officer's (ACO) name and email address are also provided if known at this time:  

ACO: -3-

e-mail: -4-

Please see the appointment letters prepared at time of contract award for functions the Technical Representative and ACO will perform on this contract.

(End of Clause)

HS7301

52.246-4026 (TACOM)

LOCAL ADDRESSES FOR DD FORM 250                                                                            (APRIL 2000)

(a) The contractor must provide a copy of each Material Inspection and Receiving Report (DD 250) pertaining to this contract, to the addresses given below, using either of the following methods, which are listed in descending order of preference:

1. Our first preference is for you to use electronic mail (e-mail), using the following e-mail address:  DD250@tacom.army.mil

2. Our second preference is for you to use data facsimile (datafax) transmission, using this fax number:  (810) 574-7788 and use "DD250 mailbox" in the "to:" block of your fax cover or header sheet; and 

(b) These copies meet the requirements for the Purchasing Office copy and the Army Inventory Control Manager copy listed in tables 1 and 2 of DFARS Appendix F.

(c) Submit each DD 250 separately.

[End of Clause]

252.235-7011     Final Scientific or Technical Report.  (SEP 1999)
The Contractor shall submit two copies of the approved scientific or technical report delivered under this contract to the Defense Technical Information Center (DTIC), Attn: DTIC-)OC, 8725 John J. Kingman Road, Suite 0944, Fort Belvoir, VA 22060-6218. The Contractor shall include a completed Standard Form 298, Report Documentation Page, with each copy of the report. For submission of reports in other than paper copy, contact the Defense Technical Information Center, Attn: DTIC-OC, 8725 John J. Kingman Road, Suite 0944, Fort Belvoir, VA 22060-6218.

(End of clause)

Section I - Contract Clauses 

CLAUSES INCORPORATED BY REFERENCE

	52.202-1 
	Definitions 
	DEC 2001 
	 

	52.203-3 
	Gratuities 
	APR 1984 
	 

	52.203-5 
	Covenant Against Contingent Fees 
	APR 1984 
	 

	52.203-6 
	Restrictions On Subcontractor Sales To The Government 
	JUL 1995 
	 

	52.203-7 
	Anti-Kickback Procedures 
	JUL 1995 
	 

	52.203-8 
	Cancellation, Rescission, and Recovery of Funds for Illegal or Improper Activity 
	JAN 1997 
	 

	52.203-10 
	Price Or Fee Adjustment For Illegal Or Improper Activity 
	JAN 1997 
	 

	52.203-12 
	Limitation On Payments To Influence Certain Federal Transactions 
	JUN 2003 
	 

	52.204-4 
	Printed or Copied Double-Sided on Recycled Paper 
	AUG 2000 
	 

	52.209-6 
	Protecting the Government's Interest When Subcontracting With Contractors Debarred, Suspended, or Proposed for Debarment 
	JUL 1995 
	 

	52.215-2 
	Audit and Records--Negotiation 
	JUN 1999 
	 

	52.215-8 
	Order of Precedence--Uniform Contract Format 
	OCT 1997 
	 

	52.215-11 
	Price Reduction for Defective Cost or Pricing Data--Modifications 
	OCT 1997 
	 

	52.215-13 
	Subcontractor Cost or Pricing Data--Modifications 
	OCT 1997 
	 

	52.215-14 
	Integrity of Unit Prices 
	OCT 1997 
	 

	52.215-19 
	Notification of Ownership Changes 
	OCT 1997 
	 

	52.215-21 
	Requirements for Cost or Pricing Data or Information Other Than Cost or Pricing Data--Modifications 
	OCT 1997 
	 

	52.216-7 
	Allowable Cost And Payment 
	DEC 2002 
	 

	52.216-8 
	Fixed Fee 
	MAR 1997 
	 

	52.219-8 
	Utilization of Small Business Concerns 
	MAY 2004 
	 

	52.219-9 
	Small Business Subcontracting Plan 
	JAN 2002 
	 

	52.219-16 
	 Liquidated Damages-Subcontracting Plan 
	JAN 1999 
	 

	52.222-1 
	Notice To The Government Of Labor Disputes 
	FEB 1997 
	 

	52.222-13 
	Compliance with Davis-Bacon and Related Act Regulations. 
	FEB 1988 
	 

	52.222-20 
	Walsh-Healey Public Contracts Act 
	DEC 1996 
	 

	52.222-21 
	Prohibition Of Segregated Facilities 
	FEB 1999 
	 

	52.222-26 
	Equal Opportunity 
	APR 2002 
	 

	52.222-35 
	Equal Opportunity For Special Disabled Veterans, Veterans of the Vietnam Era, and Other Eligible Veterans 
	DEC 2001 
	 

	52.222-36 
	Affirmative Action For Workers With Disabilities 
	JUN 1998 
	 

	52.222-37 
	Employment Reports On Special Disabled Veterans, Veterans Of The Vietnam Era, and Other Eligible Veterans 
	DEC 2001 
	 

	52.222-38 
	Compliance with Veterans' Employment Reporting Requirements 
	DEC 2001 
	 

	52.223-5 
	Pollution Prevention and Right-to-Know Information 
	AUG 2003 
	 

	52.223-6 
	Drug-Free Workplace 
	MAY 2001 
	 

	52.223-11 
	Ozone-Depleting Substances 
	MAY 2001 
	 

	52.223-14 
	Toxic Chemical Release Reporting 
	AUG 2003 
	 

	52.225-8 
	Duty-Free Entry 
	FEB 2000 
	 

	52.225-13 
	Restrictions on Certain Foreign Purchases 
	DEC 2003 
	 

	52.226-1 
	Utilization Of Indian Organizations And Indian-Owned Economic Enterprises 
	JUN 2000 
	 

	52.227-1 
	Authorization and Consent 
	JUL 1995 
	 

	52.227-2 
	Notice And Assistance Regarding Patent And Copyright Infringement 
	AUG 1996 
	 

	52.227-11 
	Patent Rights--Retention By The Contractor (Short Form) 
	JUN 1997 
	 

	52.232-9 
	Limitation On Withholding Of Payments 
	APR 1984 
	 

	52.232-17 
	Interest 
	JUN 1996 
	 

	52.232-20 
	Limitation Of Cost 
	APR 1984 
	 

	52.232-23 
	Assignment Of Claims 
	JAN 1986 
	 

	52.232-25 
	Prompt Payment 
	OCT 2003 
	 

	52.232-33 
	Payment by Electronic Funds Transfer--Central Contractor Registration 
	OCT 2003 
	 

	52.232-36 
	Payment by Third Party 
	MAY 1999 
	 

	52.233-1 
	Disputes 
	JUL 2002 
	 

	52.233-3 
	Protest After Award 
	AUG 1996 
	 

	52.237-3 
	Continuity Of Services 
	JAN 1991 
	 

	52.242-1 
	Notice of Intent to Disallow Costs 
	APR 1984 
	 

	52.242-3 
	Penalties for Unallowable Costs 
	MAY 2001 
	 

	52.242-4 
	Certification of Final Indirect Costs 
	JAN 1997 
	 

	52.242-13 
	Bankruptcy 
	JUL 1995 
	 

	52.243-2 Alt I 
	Changes--Cost-Reimbursement (Aug 1987) -  Alternate I 
	APR 1984 
	 

	52.243-7 
	Notification Of Changes 
	APR 1984 
	 

	52.244-2 
	Subcontracts 
	AUG 1998 
	 

	52.244-5 
	Competition In Subcontracting 
	DEC 1996 
	 

	52.244-6 
	Subcontracts for Commercial Items 
	MAY 2004 
	 

	52.245-1 
	Property Records 
	APR 1984 
	 

	52.245-5 
	Government Property (Cost-Reimbursement Time-And-Materials, Or Labor Hour Contracts) 
	MAY 2004 
	 

	52.245-19 
	Government Property Furnished "As Is" 
	APR 1984 
	 

	52.246-1 
	Contractor Inspection Requirements 
	APR 1984 
	 

	52.246-6 
	Inspection--Time-And-Material And Labor-Hour 
	MAY 2001 
	 

	52.246-25 
	Limitation Of Liability--Services 
	FEB 1997 
	 

	52.249-6 
	Termination (Cost Reimbursement) 
	MAY 2004 
	 

	52.249-14 
	Excusable Delays 
	APR 1984 
	 

	52.252-6 
	Authorized Deviations In Clauses 
	APR 1984 
	 

	52.253-1 
	Computer Generated Forms 
	JAN 1991 
	 

	252.203-7001 
	Prohibition On Persons Convicted of Fraud or Other Defense-Contract-Related Felonies 
	MAR 1999 
	 

	252.204-7003 
	Control Of Government Personnel Work Product 
	APR 1992 
	 

	252.209-7004 
	Subcontracting With Firms That Are Owned or Controlled By The Government of a Terrorist Country 
	MAR 1998 
	 

	252.211-7005 
	 Substitutions for Military or Federal Specifications and Standards 
	FEB 2003 
	 

	252.215-7000 
	Pricing Adjustments 
	DEC 1991 
	 

	252.219-7011 
	Notification to Delay Performance 
	JUN 1998 
	 

	252.223-7004 
	Drug Free Work Force 
	SEP 1988 
	 

	252.225-7001 
	Buy American Act And Balance Of Payments Program 
	APR 2003 
	 

	252.225-7012 
	Preference For Certain Domestic Commodities 
	JUN 2004 
	 

	252.227-7013 
	Rights in Technical Data--Noncommercial Items 
	NOV 1995 
	 

	252.227-7030 
	Technical Data--Withholding Of Payment 
	MAR 2000 
	 

	252.243-7002 
	Requests for Equitable Adjustment 
	MAR 1998 
	 

	252.247-7023 
	Transportation of Supplies by Sea 
	MAY 2002 
	 


CLAUSES INCORPORATED BY FULL TEXT

HS7131

52.216-4008 (TACOM)

STATUS OF FUNDS ON COST REIMBURSEMENT CONTRACTS/CLINS                         (JUNE 1989)

(a) The Contractor shall review the funding as it relates to work performed on the cost-reimbursement Contract Line Item Numbers (CLINs) under this contract and shall provide to the Procuring Contracting Officer (PCO) a written determination of what, if any, funds are excess to requirements (leaving a reasonable amount for final overhead rate negotiations and other reasonably predicted requirements) and are available for deobligation. This review shall be coordinated with the Administrative Contracting Officer (ACO), and the written determination shall be accomplished within 120 days of completion of performance under the CLIN.  The report shall be prepared in terms of dollars available per Purchase Request Order Number (PRON), unless requested otherwise by the PCO.

(b) This report may be requested in writing by the PCO on additional occasions during the course of performance of work on cost-reimbursable CLINs contained in this contract. On such occasions, the written report shall be provided to the PCO within 14 days of Contractor receipt of the written request.

(End of Clause)

GS7630

52.227-4004 (TACOM)

RELEASE OF INFORMATION                                                                                                (APRIL 1991)

The contractor shall ensure that he complies with the requirements of Chapter 9 of AR 360-5 dated 31 May 89, Release of Information by Manufacturers, Research Organizations, Educational Institutions and Other Commercial Entitites Holding Army Contracts prior to contemplated release of any procurement information. Approval of the Contracting Officer is required prior to release of any such information. A copy of AR 360-5 may be obtained from the Contracting Officer.

***

IS7260

52.239-4000 (TACOM)

PROCESSING SENSITIVE AND HIGHLY SENSITIVE DATA                                      (JUNE 1988)

(a) Definitions. 

(1) FOR OFFICIAL USE ONLY (FOUO): Applies only to unclassified information, records, and other material which have been determined to require protection from disclosure to the general public, and which for a significant reason should not be given general circulation.

(2) Automatic Data Processing (ADP) assigned sensitivity levels apply to the facility or individual computer equipment and are based on the sensitivity of the information processed. The sensitivity levels are as follows.

HIGHLY SENSITIVE: Applicable to any facility or computer that processes Privacy Act and For Official Use Only (FOUO) information.

SENSITIVE: Applicable to any facility or computer that processes data relating to asset or resource, proprietary or contractual information.

(3) FACILITY SECURITY PROFILE: Describes the physical facility, equipment components, their locations and relationships, general operating information, and other characteristics relevant to the security of the facility and its operations.

(4) RISK MANAGEMENT ASSESSMENT: A written assessment by Contractor personnel in effect to achieve safeguards against deliberate unauthorized manipulation, use or disclosure of information.

(5) ACCREDITATION: A Government process which uses the risk management assessment to determine that highly sensitive and sensitive information can be processed within the bounds of acceptable risk. An Accreditation Package is assembled by the Contractor and contains the Facility Security Profile, appointment letters for the Automatic Data Processing System Security

Officer (ADPSSO) and the Terminal Area Security Officer (TASO), the Risk Management Program Automation Risk Analysis Survey, the Continuity of Operations Plan, the Standard Practice Procedure (SPP), and the Memorandum of Understanding (MOU) for use with

privately owned computers (if required).

(6) AUTOMATIC DATA PROCESSING SYSTEM SECURITY OFFICER (ADPSSO): Contractor appointed representative for each ADP system, project, activity, or site whose duties are outlined in Army Regulation 380-380 and Army Materiel Command Supplement 1 to Army Regulation 380-380.

(7) TERMINAL AREA SECURITY OFFICER (TASO): Contractor appointed representative for each remote terminal whose duties are outlined in Army Regulation 380-380 and Army Materiel Command Supplement 1 to Army Regulation 380-380.

(b) Sensitivity Levels. 

(1) For this contract, the sensitivity levels are as follows.

                        The Facility - Highly Sensitive

                                             Sensitive

The requirements of this clause also apply to additional facilities or computers that begin to process highly sensitive or sensitive information during the term of this contract.

(c) The Contractor shall establish and maintain a Standard Practice Procedure (SPP) to describe the procedures put in place to ensure security for the equipment which contains highly sensitive or sensitive data. The purpose of the SPP is to secure the data processing system and resources according to assigned sensitivity level of the facility and the data processed according to

the following requirements.

 (1) Access Controls. Physical security must be provided through an in-depth application of barriers to include surveillance (human or electronic), limited access, and accountability. Only authorized persons shall be permitted entry into the computer area and supporting offices. The Contractor's SPP shall include a description of all measures the Contractor will

take during the term of this contract to control access to data-processing areas by all personnel, to include custodial personnel, and all visitors to the facility.

(2) Facility Security. The Contractor ADPSSO will review the Facility Security Profile and notify the TACOM System Security Manager (ATTN: AMSTA-SC) of any discrepancies. Because of the information contained in the Profile, the Contractor will handle it as 'For Official Use Only' (FOUO). If after discussions between the ADPSSO and the TACOM System Security Manager

a determination is made to change the Profile, the TACOM System Security Manager has the authority to permit the ADPSSO to make the change. The Facility Security Profile will become part of the Accreditation Package.

(3) Security of Remote Terminals. The Contractor's SPP shall include a description of the safeguards and procedures to be applied to (i) all remote terminals located in the ADP facility, and (ii) all hardcopy outputs produced by highly sensitive or sensitive systems that are covered by the terms of this contract. With respect to remote terminals, the Contractor's SPP

shall also address the methodology by which such terminals will be rendered unable to access any highly sensitive or sensitive systems during nonduty hours.

(4) Personnel Security. The prospective employee will fill out a DD Form 398-2, 'Personal Security Questionnaire--National Agency Check.' After the form is completed, it will be handled as 'For Official Use Only'(FOUO). The Contractor ADPSSO will check the form for correctness and then annotate the DD Form 398-2 with the following authority: 'Memorandum, Office of the Under Secretary of Defense (Policy), Director of Security Plans and Programs, 16 Aug 82, subject:

Personnel Security Investigations for Contractors.' The form will be forwarded to the TACOM System Security Manager (ATTN:  AMSTA-SC) through the Government Security personnel assigned security administration on this contract.

The TACOM System Security Manager will forward the DD Form 398-2 to Defense Investigative Services (DIS) for screening. DIS will recommend selection or non-selection of the potential employee. If DIS recommends non-selection, the potential employee cannot be assigned to ADP sensitive positions which are defined by the TACOM System Security Manager. When the screening is complete, a copy will be returned to the TACOM System Security Manager and a copy forwarded to the Contractor ADP System Security Officer for retention in the employee's file.

Incumbent employees referred to in the remainder of this section is/are the Contractor's employees.

Incumbent employees must have a DD Form 398-2 on file in their personnel file. If there is not one on file, the screening process listed above must be initiated and completed within 60 days of the date of this contract.

After weighing all of the pertinent factors to include those factors listed in Army Regulation 604-5, Appendix I, the Contractor is the person who is responsible to make the determination to remove an incumbent employee from ADP sensitive duties effective immediately. The Contractor ADPSSO will then counsel the individual as to the reasons for disqualification. A written

notification will be initiated by the ADPSSO and provided to the disqualified incumbent within 10 days of removal. The notification will provide information concerning reasons for disqualification, appeal procedures, and a form statement for signature of the disqualified incumbent indicating only that the reasons for the disqualification are fully understood. The incumbent may appeal the disqualification within 20 workdays of the written notification. Appeals will be in writing to the

ADPSSO and will specifically deny or explain the accusations. The TACOM System Security Manager will receive copies of the disqualification information and appeal from the ADPSSO. Within 20 working days of the receipt of the appeal, the ADPSSO will issue written response to the disqualified incumbent either accepting the appeal and reinstating the individual or sustaining the disqualification. If disqualification is sustained, a written statement will be prepared by the ADPSSO and submitted to the TACOM System Security Manager with a copy included in the employee file.

Contractor supervisors of employees assigned to highly sensitive or sensitive positions will maintain day-to-day observation of individuals. Annually, Contractor supervision will verify, in writing, that employees working for them are qualified for retention. This verification will be accomplished by review of the employee's personnel file. The verification will be included

in the employee file and a copy sent to the TACOM System Security Manager.

(5) System Passwords. All systems will have a method of identifying authorized users, accomplished through the use of user identification or passwords. Passwords will be randomly generated and assigned by the ADPSSO. Passwords shall be changed annually. As well, passwords will be retired within one work day when an employee having a password retires, transfers, resigns, or is discharged. The Contractor will treat all employee passwords, including logs, registers, and data concerning them, as FOUO. The Contractor will also ensure that passwords, when entered into computer systems by employees, are suppressed from

appearing on terminal display screens and hardcopy output.

(6) Audit and Evaluation. The Contractor shall develop and implement accounting and auditing systems in order to monitor and review the operation of all systems covered by this contract. Such accounting and auditing systems shall be designated to detect actual and potential abuses. These systems shall contain automated and, at the Contractor's option, supplementary manual features as needed in order to provide the coverage outlined below.

 (a) SYSTEM ACCOUNTING: Procedures used to monitor the system security based on type of operation and degree of sensitive material handled. Examples are:

(i) Job Accounting (ensures that programs perform only authorized functions).

(ii) Resource Accounting (provides for the use of resources).

(iii) Customer Accounting (identifies and records data requests from Government and Contractor employees).

(b) AUDIT TRAIL: Describes manual and automated rosters and logs. Examples are:

(i) System User Roster (lists personnel authorized access to the system).

(ii) Visitor Log (lists escorted visitors).

(iii) Support Access Log (lists personnel who need to enter the computer area but do not need to be escorted, i.e. maintenance personnel appropriately cleared through the ADPSSO to perform necessary functions).

(c) INTERNAL AUDITS: Initiates checks to computer access and interaction of the system. Examples are:

(i) System Access Log (identifies entry to the system with name, data and time).

(ii) File Usage Log (lists opening and closing files).

(iii) Transmission Log (identifies terminal receiving requests and files).

(iv) Storage Log (records memory assigned).

(v) Suspected Violation Log (records type of violations with date, time and terminal number).

(7) Contingency Planning. The Contractor will develop a Continuity of Operations Plan to ensure the availability of copies of files, documentation, and materials essential for recovery of operations under emergency or extraordinary conditions. Copies of files (software) will be designated as backup files. Backup files will be generated daily by Contractor personnel and

placed in secure storage provided by the Contractor accessible by a minimum of two authorized Contractor personnel. Authorized Contractor personnel will maintain the backup files for 30 days at which time data which is no longer necessary will be eliminated.

The following are examples of subplans which must be reflected in the Contractor's Continuity of Operations Plan.

(a) Plans which will lessen the adverse effects of the emergency or extraordinary condition such as (i) a major fire in the computer room, (ii) a complete power failure in the middle of daily processing, (iii) a wholesale equipment failure, (iv) a major breach of security, or (v) entry into a state of mobilization by the U.S. Government.

(b) Actions to be taken immediately after the emergency or extraordinary condition.

(c) Plans necessary to recover and return to normal operations.

The Continuity of Operations Plan will become part of the Accreditation Package.

(8) Risk Management Assessment. Risk management assessment will be conducted on all automated systems regardless of sensitivity designation. The Risk Management Program Automation Risk Analysis Survey will be filled in by the ADPSSO and submitted to the TACOM System Security Manager (ATTN: AMSTA-SC). The completed survey must be submitted to the TACOM System Security Manager by the ADPSSO (i) 30 days after the start of the contract, (ii) when new hardware, a new operating system, or a change in physical structure of the facility is activated, (iii) when no record of prior risk analysis exists, or (iv) every three years, whichever applies. The information in the survey will be designated FOUO. The Risk Management Assessment will become part of the Accreditation Package.

(9) Accreditation Process. The accreditation process will be accomplished by the TACOM System Security Manager (ATTN: AMSTA-SC). The process will review the operations and verify that information can be processed as required by the level of sensitivity and analyze the effect compromise would have on the information contained in the system. The documents used to do

the accreditation are (i) the Facility Security Profile, (ii) the appointment letter for the ADPSSO, (iii) the appointment letter for the TASO (if appropriate), (iv) the Risk Management Program Automation Risk Analysis Survey, (v) the Continuity of Operations Plan, (vi) the Standard Practice Procedure (SPP), and the Memorandum of Understanding (MOU) concerning the use of personal

computers, if necessary. The accreditation process will take place as (i) initial accreditation when the contract is awarded, (ii) reaccreditation for replacement of a major system, increase in sensitivity, breach of security, or significant physical change, or (iii) accreditation review every two years to include a physical inspection, reevaluation of current sensitivity level, and effectiveness of the current accreditation plan. An accreditation statement will be issued through the TACOM System Security Manager within 30 days of the completion of the appropriate accreditation process.

(10) Security Incidents. Suspected or actual security violations will be initially reported to the Contractor's ADPSSO who in turn will report it, in writing, to the TACOM System Security Manager (ATTN: AMSTA-SC) within five work days. Examples of violations to be reported are:

(a) Unexplainable output received at a terminal.

(b) Abnormal system response.

(c) Inconsistent or incomplete security marking.

(d) Unattended terminal device signed on.

(e) Unsuccessful attempts to log on from remote terminals.

(f) Extraneous data on computer print outs.

In cases of suspected or confirmed security violations, information included in the initial report will be (i) location, (ii) system concerned, and (iii) description of the violation. Within two months, the Contractor ADPSSO will submit, in writing, a final report on the violation to the TACOM System Security Manager. The final report will include a determination whether the breach was actual or illusory and a summary of corrective action taken to preclude recurrence.

(11) Automation Security Training. The ADPSSO will conduct ADP security training for all personnel initially, upon assignment to the Data Processing Activity. The briefing will stress individual's security responsibilities and will be tailored to the assigned duties and oriented toward the local security environment. Automation personnel will also participate in an annual security education program conducted by the ADPSSO which pertains to their responsibilities.

Upon termination or separation of 60 days or more, the Contractor personnel will be (i) debriefed, (ii) return all materials related to their position, and (iii) sign a Security Termination Statement. This statement will include such information indicating the terminated/separated employee will:

(a) Read and understand the Espionage Act, other criminal statutes, and Army and local regulations concerning disclosure of highly sensitive or sensitive material upon termination or separation.

(b) No longer possess ADP programs written for Army operations or Contractor provided information for ADP programs.

(c) Will not communicate or transmit proprietary information to any unauthorized person or agency.

(d) Will report to the TACOM System Security Manager (ATTN: AMSTA-SC) any unauthorized attempt to solicit classified or proprietary information concerning the position held when employed by the Contractor.

The Security Termination statement will be retained in the terminated/separated employee's file.

(12) Appointment of Automation Security Officers. An ADPSSO will be appointed by a letter written by the Contractor at each computer site. A TASO will be appointed by a letter written by the Contractor at each remote terminal site. These individuals will ensure that guidance contained here is implemented. The letters will become part of the Accreditation Package.

(13) Privately Owned Computers. Use of privately owned computers is prohibited without the written consent of the TACOM System Security Manager (ATTN: AMSTA-SC). A Memorandum of Understanding (MOU) will be attached to the accreditation statement. The MOU will be between the TACOM System Security Manager and the owner of the personal computer. Only unclassified

information can be processed under the contract on the personal computer, and information becomes the property of the U.S. Government. When an MOU is written, it will become part of the Accreditation Package.

(End of Clause)
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