Attachment 0004_Information Assurance Questionnaire


INFORMATION ASSURANCE QUESTIONNAIRE

The offeror shall complete and submit with its proposal this Information Assurance Questionnaire using the sample questionnaire provided below for guidance. 

INFORMATION ASSURANCE QUESTIONNAIRE

(Note: Copies of all certification accreditation approvals, Security Classification Guides, Key Management Plans, configuration management plans, and Operation Security Doctrines shall be provided. A proposed system that will protect classified information must be capable of obtaining NSA approval/certification.)  

General Information

System Name (component): ___________________________________________________

Version# _____________________H/W #_________________S/W #___________________

System Owner (Name/email/phone): _____________________________________________

Government Sponsor IAM (Name/email/phone)_____________________________________

Technical lead (Name/email/phone):______________________________________________

Vendor IA POC (Name/email/phone):_________________________________________ ___

Certification & Accreditation Details

1. Is System(s) Accredited?  Yes ___  No ___ 

a. Army IT Registry (AITR) Number: (e.g. DA-nnnnnn)_________________________

b. Accrediting Organization: _____________________________________________

c. Accreditation Type: (e.g., IATT, IATO, ATO, NIST): __________________________________________________________________

d. Expiration:______________

e. Mission Assurance Category as defined in 8500.2 (i.e., MAC I, MAC II or MAC III): _________________________________

f. Confidentiality Level (i.e., Classified, Sensitive or Public): ________________

g. Existing Waivers: ________________________________________________

2. Operating System(s) details

a. Product(s) and version number(s) (e.g., Windows 7, Red Hat 6, etc.) _____________________________________________________________ 
3. Anti-virus?  Yes ___  No ___  N/A _______

a. Product(s):________________________________________ 

b. Version(s): _______

c. Is there a Configuration Management Plan (CMP) for updating signatures in the tactical environment? Yes ___  No ___  

4. Compliance Patches? Yes ___  No ___  N/A _______

a. Date Latest OS, IAVA and AV patches applied: _________________________

b. Where were the patches obtained? __________________________________

c. Is there a Configuration Management Plan (CMP) for updating patches in the tactical environment? Yes ___  No ___  

COMSEC Details

1. Summarize all NSA certifications and approvals (Provide copies) __________________________________________________________________

2. What is the HW version(s) of the COMSEC? ______________________________

3. What is the SW version(s) of the COMSEC? ______________________________

4. If uncertified, when is the anticipated certification start and completion dates? __________________________________________________________________

5. If uncertified, who is the NSA POC (Name/email/phone)? ____________________

6. What classification level is the device certified to process (e.g., Unclassified, Confidential, Secret, TS, SCI)? ________________________________

7. List supported waveforms and the certification status of each (e.g., SRW (Pending), ANW2 (Certified), etc.): __________________________________________________________________ 

8. What are the current handling instructions for the device(s) when not keyed (Controlled Cryptographic Item (CCI), Cryptographic High Value Product (CHVP), Confidential, Secret etc.)?______________________________________________

9. Is there a Key Management Plan(s) (KMP) associated with the device(s)? 

Yes ___(Provide a copy)  No ___

10. List all types of keys required (HAIPE PPK, HAIPE FF/EFF, SRW (TEK, TSK), WNW (TEK, TSK), Certificates, System keys, KEK, etc) and in what format is/can be loaded (i.e. Red/Black). _________________________________ 

11. What is the anticipated source of the keying material (Electronic Key Management System (EKMS) Tier 0/1, Tier 2 (Local Management Device/Key Processor (LMD/KP)/MGC), Automated Communications Engineering Software (ACES), Program of Record (POR), vendor)?__________________________________________________

12.  Device(s) required to load keys (Simple Key Loader (SKL), JTRS enterprise network manager (JEMN) etc.)? ______________________________________________________

13. Is the device(s) In compliance with NSA Information Assurance Directorate (IAD) Management Directive NO. 10, 7 July 2005? _____________________

14. Does an Operational Security Doctrine document exist? 

Yes ___(Provide a copy)  No ___

IA Engineering Details

1. At which network classification level is the system authorized to operate on?__________

2. What type of communication medium/spectrum is being used? (Terrestrial, SATCOM, Closed, LAN, WAN, HCLOS, LOS, BLOS, Wireless [802.11x, 3G/4G, WiMAX, Bluetooth], etc.)
_________________________________________________________________


3. List all ports, protocols and services. Attach information in a separate sheet if needed.

	Service/Protocol
	Port
	Description

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


4. Data In Transit (DIT) Encryption? Yes ___  No ___  N/A _______

a. Product Name/Version (e.g., INE, KG-###, etc.): ___________________________

b. Is the product on the Army IA Approved Products List (AIAAPL)? Yes ___  No ___

c. Is it inherited from another system or product?  Is it built in?  Other? _______________________________________________________________

d. NSA approved/certified (CUI, Secret, Top Secret or none)? ______  

e. If not NSA certified or approved please provide anticipated approval/certification date:  ________________ 

f. Is the product NSA High Assurance Internet Protocol Interoperability Specification (HAIPIS) compliance?  HAIPIS Version _____ Extensions Implemented ________________ 

g. Is the product Internet Protocol Security (IPsec) Minimum Essential Interoperability Requirements (IPMEIR) complainant? Yes ____ No_____

h. If not utilizing hardware based encryption, are FIPS 140-2 validated cryptographic algorithms used? Provide vendor and  which algorithms utilized: _____________________________________________________________________________________________________________________________________ 

5. Data at Rest (DAR) Encryption? Yes ___  No ___  N/A _______

a. Product Name/Version: ____________________________

b. Is the software on the AIAAPL?     Yes ___  No ___

c. Is it NSA approved/certified (CUI, Secret, Top Secret or none)? _______________  

d. If not NSA certified or approved please provide anticipated approval/certification date:  ________________

e. Are FIPS 140-2 validated cryptographic algorithms used? Provide details on which algorithms utilized:__________________________________________________ _________________________________________________________________

6. Access Control

a. Define all default system accounts and access levels: ________________________________________________________________________________________________________________________________________________________________________________________________________

b. Summarize the Identification & Authentication (e.g., UID/PWD, token based, etc.) mechanisms implemented for user and administrative access to include any type of account access locking on failed attempts: __________________________________________________________________________________________________________________________________________________________________________________________

c. Summarize the Identity and Access Management (RBAC, ABAC, etc.) mechanisms implemented for user and  administrative access: ________________________________________________________________________________________________________________________________________________________________________________________________________

7. Operating Systems and Application Level Auditing?    Yes ___  No ___  N/A _______

a. List all audit events/audit flags in the table. Attach information in a separate sheet if needed.

	Event
	Description
	Source (OS/Application)
	Enabled/ Disabled

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


b. Centralized collection and review of audit event data? Yes ___  No ___  

Provide summary: 

_____________________________________________ ____________________________________________

c. Automated notifications and responses?  Yes ___  No ___  

Provide summary: 

_____________________________________________ _____________________________________________

8. Remote administration?    Yes ___  No ___  N/A _______

If Yes, provide summary: 

_____________________________________________ _____________________________________________

9. Intrusion detection/prevention capabilities?  Yes ___  No ___  N/A _______

a. Host or Network-based? ___________________________________

b. Product/Version: _________________________ 

10. Traffic filtering?     Yes ___  No ___  N/A _______

a. At which level of the OSI model? ________________

b. Is stateful packet filtering used? Yes ___  No ___  

c. Host or Network-based? ___________________________________

d. Product/Version: _________________________ 

11. Cross Domain Solution (CDS), or a CD capability? Yes ___  No ___  N/A _______

a. Is the CDS certified?     Yes ___  No ___

Certification Date: _______________________________

b. UCDMO baseline solution?     Yes ___  No ___

c. If not certified, please provide a summary of certification plans, including sponsoring organization, SABI request or ticket number, etc. _________________________________________________________________ _________________________________________________________________

d. List data types the CDS is able to process (e.g., JVMF, XML, etc.)

_________________________________________________________________ _________________________________________________________________
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APPENDIX I:  SAMPLE Questionnaire for Information Assurance 
 
(Note: Copies of all certification accreditation approvals, Security Classification Guides, 
Key Management Plans, configuration management plans, and Operation Security 
Doctrines shall be provided. In some cases the source’s solution is not a single 
system/box but a system of systems. In these cases, the source shall make clear which 
component this is applicable to, the source is free to fill out a separate questionnaire for 
each component/system/box).   


 
 


General Information 
 
System Name (component): _Totally Awesome System (TAS)__________ 
 
Version# ____1.0______________H/W #___1.0___________S/W #____1.0____________ 
 
System Owner (Name/email/phone): __The Totally Awesome Company/John 
Smith/jsmith@awsome.com/443-555-1212 
 
Government Sponsor IAM (Name/email/phone): Ms. Veronica Bunn, (575) 678-6420, 
veronica.v.bunn.civ@mail.mil 
 
Technical lead (Name/email/phone): Jimmy Smart/smart@awsome.com/443-555-1212 
 
Vendor IA POC (Name/email/phone): Peter Poindexter/poindexter@awsome.com/ 443-555-
1212 
 
 
Certification & Accreditation Details 
 
1. Is System(s) Accredited?  Yes ___  No _X_  


a. Army IT Registry (AITR) Number: (e.g. DA-nnnnnn)_NA____________________ 
b. Accrediting Organization: SOSI_______________________________________ 
c. Accreditation Type: (e.g., IATT, IATO, ATO, NIST): 


IATT______________________________________________________________ 
d. Expiration: End of NIE 14.1 
e. Mission Assurance Category as defined in 8500.2 (i.e., MAC I, MAC II or MAC III): 


MAC I___________________________ 
f. Confidentiality Level (i.e., Classified, Sensitive or Public): Classified and Sensitive 
g. Existing Waivers: NONE_______________________________________ 


 
 


2. Operating System(s) details 
a. Product(s) and version number(s) (e.g., Windows 7, Red Hat 6, etc.) RH6, 


VMWARE, Windows XP 
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3. Anti-virus?  Yes X  No ___  N/A _______ 


a. Product(s):Norton_________________________________  
b. Version(s): _18.2___ 
c. Is there a Configuration Management Plan (CMP) for updating signatures in the 


tactical environment? Yes ___  No X_   
 


4. Compliance Patches? Yes ___  No X_  N/A _______ 
a. Date Latest OS, IAVA and AV patches applied: 6/12/12_____________________ 
b. Where were the patches obtained? Vendor site________________________ 
c. Is there a Configuration Management Plan (CMP) for updating patches in the tactical 


environment? Yes ___  No X   
 


 
COMSEC Details 
 
1. Summarize all NSA certifications and approvals (Provide copies) ATO issued by 


NSA on 3/7/12 valid till 6/30/12_____________________________________ 
 


2. What is the HW version(s) of the COMSEC? 1.0__________________________ 
 
3. What is the SW version(s) of the COMSEC? 1.0___________________________ 
 
4. If uncertified, when is the anticipated certification start and completion dates? 


12/25/13______________________________________________________ 
 
5. If uncertified, who is the NSA POC (Name/email/phone)?  John 


Jones/jones@nsa.gov/410-555-1212 
 
6. What classification level is the device certified to process (e.g., Unclassified, Confidential, 


Secret, TS, SCI)? Secret and unclassified_________________ 
 
7. List supported waveforms and the certification status of each (e.g., SRW (Pending), ANW2 


(Certified), etc.): SRW(Pending), WNW(pending) ________________________________  
 
8. What are the current handling instructions for the device(s) when not keyed 


(Controlled Cryptographic Item (CCI), Cryptographic High Value Product (CHVP), 
Confidential, Secret etc.)?CCI________________________________________ 


 
9. Is there a Key Management Plan(s) (KMP) associated with the device(s)?  


Yes X Provide a copy)  No ___ 
 
10. List all types of keys required (HAIPE PPK, HAIPE FF/EFF, SRW (TEK, TSK), WNW 


(TEK, TSK), Certificates, System keys, KEK, etc) and in what format is/can be 
loaded (i.e. Red/Black). HAIPE EFF, SRW(TEK, TSK), KEK___________________  


 







 


 
 


11. What is the anticipated source of the keying material (Electronic Key Management 
System (EKMS) Tier 0/1, Tier 2 (Local Management Device/Key Processor 
(LMD/KP)/MGC), Automated Communications Engineering Software (ACES), 
Program of Record (POR), vendor)? EKMS Tier 2 HAIPE, SRW teir 0/1 


 
12.  Device(s) required to load keys (Simple Key Loader (SKL), JTRS enterprise 


network manager (JEMN) etc.)? SKL and out new Awesome loader_ 
 


13. Is the device(s) In compliance with NSA Information Assurance Directorate (IAD) 
Management Directive NO. 10, 7 July 2005? Yes_______________ 


 
14. Does an Operational Security Doctrine document exist?  


Yes _X_(Provide a copy)  No ___ 
 


 
IA Engineering Details 
 
1. At which network classification level is the system authorized to operate on? None at this 


time.  Need SOSI to issue an IATT for secret and unclassified_____ 
 
2. What type of communication medium/spectrum is being used? (Terrestrial, 


SATCOM, Closed, LAN, WAN, HCLOS, LOS, BLOS, Wireless [802.11x, 3G/4G, 
WiMAX, Bluetooth], etc.) 
LOS, WAN_______________________________________ 
 


 
3. List all ports, protocols and services. Attach information in a separate sheet if needed. 


 


Service/Protocol Port Description 


SSH 22 For remote admin 


Https 443 For viewing status of system 


UDP 5344 Used for alerts between devices 


TCP 59300 Used to exchange awesome data between 
devices 


UDP/Multicast 5395 VMF messages 


   


 
4. Data In Transit (DIT) Encryption? Yes _X_  No ___  N/A _______ 


a. Product Name/Version (e.g., INE, KG-###, etc.): KG-175D____________________ 
b. Is the product on the Army IA Approved Products List (AIAAPL)? Yes _X_  No _X_ 
c. Is it inherited from another system or product?  Is it built in?  Other?  


Awesome uses a KG-175D to provide COMSEC for WNW. SRW part of the system 
is totally built in. 







 


 
 


d. NSA approved/certified (CUI, Secret, Top Secret or none)? KG-175D approved to 
TS SCI.  SRW implementation not certified at this time.   


e. If not NSA certified or approved please provide anticipated 
approval/certification date:  expected 12/12/13  for WNW and SRW 


f. Is the product NSA High Assurance Internet Protocol Interoperability Specification 
(HAIPIS) compliance?  HAIPIS Version 1.3.5__ Extensions Implemented 
________________  


g. Is the product Internet Protocol Security (IPsec) Minimum Essential Interoperability 
Requirements (IPMEIR) complainant? Yes ____ No X 


h. If not utilizing hardware based encryption, are FIPS 140-2 validated cryptographic 
algorithms used? Provide vendor and  which algorithms utilized: 
NA________________________________________________________________
_______________________________________________________________  


 
5. Data at Rest (DAR) Encryption? Yes X  No ___  N/A _______ 


a. Product Name/Version: Part of device, built in proprietary____________ 
b. Is the software on the AIAAPL?     Yes ___  No X_ 
c. Is it NSA approved/certified (CUI, Secret, Top Secret or none)? None___________   
d. If not NSA certified or approved please provide anticipated approval/certification 


date:  12/12/13_ 
e. Are FIPS 140-2 validated cryptographic algorithms used? Provide details on which 


algorithms utilized:__________________________________________________ 
NA_____________________________________________________________ 
 


 
6. Access Control 


a. Define all default system accounts and access levels: Admin (administrative 
access), user (limited access) 
___________________________________________________________________
_________________________________________________________________ 


 
b. Summarize the Identification & Authentication (e.g., UID/PWD, token based, 


etc.) mechanisms implemented for user and administrative access to include 
any type of account access locking on failed attempts: TAS has a new HW 
token for use with the WNW/SRW radio portion of the solution. User inserts 
Token and types in password to startup 
system________________________________________________________ 


 
c. Summarize the Identity and Access Management (RBAC, ABAC, etc.) mechanisms 


implemented for user and  administrative access: The user level can load new keys 
and see current status of device. the Admin can additionally change all network 
configuration  data.  
___________________________________________________________________
__________________________________________________________________ 


  







 


 
 


7. Operating Systems and Application Level Auditing?    Yes _X_  No ___  N/A _______ 
 


a. List all audit events/audit flags in the table. Attach information in a separate sheet if 
needed. 


 


 
Event 


 
Description 


Source 
(OS/Application) 


Enabled/ 
Disabled 


Failed Password 
attempt 


Failed Password attempt RH6/high side of 
device 


 


Data crosses 
domain 


Data crosses domain High to low/ low 
to high 


 


    


    


 
b. Centralized collection and review of audit event data? Yes _X_  No ___   


Provide summary: TAS has a SNMP agent that sends SNMPv3 Traps to a network 
management system for review.  


 
c. Automated notifications and responses?  Yes X_  No ___   


Provide summary: See above any network Mgt SW can accept the traps 
_____________________________________________________________ 


 
8. Remote administration?    Yes _X_  No ___  N/A _______ 


If Yes, provide summary: The SNMP agent is a full blown SNMP agents that lets the admin 
set and query anything on the system.  


 
9. Intrusion detection/prevention capabilities?  Yes _X  No ___  N/A _______ 


a. Host or Network-based? Host_________________________ 
b. Product/Version: HBSS/2.1___________________  


 
10. Traffic filtering?     Yes _X  No ___  N/A _______ 


a. At which level of the OSI model? Network__________ 
b. Is stateful packet filtering used? Yes X_  No ___   
c. Host or Network-based? Host____________________________ 
d. Product/Version: TAS own developed_____________  


 
11. Cross Domain Solution (CDS), or a CD capability? Yes _X  No ___  N/A _______ 


a. Is the CDS certified?     Yes ___  No _X 
Certification Date: NA 


b. UCDMO baseline solution?     Yes ___  No _X 
c. If not certified, please provide a summary of certification plans, including sponsoring 


organization, SABI request or ticket number, etc. SOSI would need to sponsor our 
TAS CDS that is embedded into the TAS.  


d. List data types the CDS is able to process (e.g., JVMF, XML, etc.) 
JVMF, XML, Voice, Full motion Video 


 







 


 
 


POC for questions, clarification or further guidance:   
 
Policy, certification and accreditation questions issues:  Ms. Veronica Bunn, (575) 678-6420, 
Test/Experiments IAM: veronica.v.bunn.civ@mail.mil 
 
COMSEC questions and issues:  Mr. Frank Geck, (443) 395-5702, SOSI-IA 
frank.c.geck.ctr@mail.mil 
 
Engineering questions and issues:  Mr. Bill Kronheim, (973) 724-6460, Lead IA Engineer: 
william.p.kronheim.civ@mail.mil 
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