AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT | L Contract1D Code Page 1 Of 30

Cost Plus Fi xed Fee

2. Amendment/M odification No. 3. Effective Date 4. Requisition/Pur chase Req No. 5. Project No. (If applicable)
P00036 2014SEP11 SEE SCHEDULE
6. I ssued By Code | wgeHzv | 7- Administered By (If other than Item 6) Code SO107A
U. S. ARMY CONTRACTI NG COMVAND DCVA HUNTSVI LLE
DARLA TREMBLAY 1040 RESEARCH BLVD, SU TE 100
WARREN, M CHI GAN 48397- 5000 MADI SON AL 35758- 2040
HTTP: / / CONTRACTI NG, TACOM ARWY. M L
EMAI L: DARLAMAE. D. TREMBLAY. Cl V@Al L. M L

8. Name And Address Of Contractor (No., Street, City, County, State and Zip Code) I:' 9A. Amendment Of Solicitation No.

DRS TEST & ENERGY NMANAGEMENT, LLC
110 WNN DR NwW
HUNTSVI LLE, AL 35805-1957

9B. Dated (See ltem 11)

10A. M aodification Of Contract/Order No.

Wb6HZV- 12- C- 0199
10B. Dated (See ltem 13)

Code 24290 | Facility Code 1RWE7 2012APRL3

11. THISITEM ONLY APPLIESTO AMENDMENTSOF SOLICITATIONS

|:| The above number ed solicitation isamended as set forth in item 14. The hour and date specified for receipt of Offers

|:| isextended, |:| isnot extended.
Offer smust acknowledge r eceipt of thisamendment prior to the hour and date specified in the solicitation or asamended by one of the following methods:
(a) By completing items 8 and 15, and returning copies of the amendments: (b) By acknowledging r eceipt of thisamendment on each copy of the
offer submitted; or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR
ACKNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERSPRIOR TO THE HOUR AND DATE
SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. If by virtue of thisamendment you desir e to change an offer already submitted, such change
may be made by telegram or letter, provided each telegram or letter makesreference to the solicitation and this amendment, and isreceived prior to the opening
hour and date specified.

12. Accounting And Appropriation Data (I required)
ACRN: BK NET | NCREASE: $534, 586. 29

13. THISITEM ONLY APPLIESTO MODIFICATIONSOF CONTRACTS/ORDERS
It Modifies The Contract/Order No. As Described In Item 14.

A. This Change Order is|ssued Pursuant To: The Changes Set Forth In Item 14 AreMade In
The Contract/Order No. In Item 10A.

B. The Above Numbered Contract/Order |sM odified To Reflect The Administrative Changes (such as changesin paying office, appropriation data, etc.) Set
Forth In Item 14, Pursuant To The Authority of FAR 43.103(b).

C. This Supplemental Agreement IsEntered Into Pursuant To Authority Of: 43.103(A) (3)

LI )

D. Other (Specify type of modification and authority)

E.IMPORTANT: Contractor |:| isnot, G isrequired to sign thisdocument and return copiesto the I ssuing Office.

14. Description Of Amendment/M odification (Organized by UCF section headings, including solicitation/contr act subject matter wher e feasible.)

SEE SECOND PAGE FOR DESCRI PTI ON

Except as provided herein, all termsand conditions of the document referenced in item 9A or 10A, as her etofor e changed, remains unchanged and in full for ce and
effect.

15A. Name And Title Of Signer (Typeor print) 16A. Name And Title Of Contracting Officer (Typeor print)
LI SA BEHNKE
LI SA. M BEHNKE. Cl V@RI L. M L (586) 282- 4502
15B. Contractor /Offeror 15C. Date Signed 16B. United States Of America 16C. Date Signed
By / SI GNED/ 2014SEP11
(Signatur e of person authorized to sign) (Signatur e of Contracting Officer)
NSN 7540-01-152-8070 30-105-02 STANDARD FORM 30 (REV. 10-83)

PREVIOUSEDITIONSUNUSABLE Prescribed by GSA FAR (48 CFR) 53.243



Reference No. of Document Being Continued Page 2 of 30

CONTINUATION SHEET
PIIN/SIIN WB6HZV-12- C- 0199 MOD/AMD P00036

Name of Offeror or Contractor: DRS TEST & ENERGY MANAGEMENT, LLC

SECTI ON A - SUPPLEMENTAL | NFORVATI ON

Buyer Nane: DARLA TREMBLAY

Buyer OFfice Synbol/Tel ephone Nunber: CCTA- AHP- B/ (586) 282-9955
Type of Contract: Cost Plus Fixed Fee

Kind of Contract: Service Contracts

Type of Business: Large Business Performing in US.
Surveillance Criticality Designator: B

Weapon System Tank, ML Abrans Fanily of Vehicles

*** End of Narrative A0000 ***
The purpose of this nodification PO0036 to contract Wh6HZV-12-C-0199 is as foll ows:
1. Incorporate CLIN 6006CB into this contract. CLIN 6006CB is a Cost Plus Fixed Fee (CPFF) Level of Effort (LOE) CLIN
2. Exercise the renmmining 3,567 Option Period 2 hours for CLIN 6006 at the followi ng Option Period 2 rates:

Level of Effort: Hourly Rate Hours Ext ended

Esti mated Cost: $137.81 3, 567 $491, 568. 27
Fi xed Fee: $ 12.06 3,567 $ 43,018.02
Total CPFF: $149. 87 3, 567 $534, 586. 29

This rate represents a price reduction offered
by DRS for Option Period 2. This reduced rate applies to this CLIN only.
These hours are being exercised under CLIN 6006CB. The Period of Performance for CLIN 6006CB is 16 Septenber 2014 to 15 Septenber 2015.
3. Work perfornmed under CLIN 6006CB shall be perfornmed | AWwork directive 6006CB.
This CLIN will be funded from PRON EH4AMDOGOEH.
4. Add the following clauses to this contract:

252.204-7012, Safeguarding of Unclassified Controlled
Technical Information (Nov 2013)

252.225-7048, Export-Controlled Items (JUN 2013)

52.204-9, Personal ldentity Verification of Contractor
Personnel (JAN 2011)

52.209- 4020, Anti-Terrorism (AT) Level | Training Requirenment (JUL 2014)

52.209- 4021, Anti-Terrorism (AT) Awareness Training Requirenment for Contractor Personnel (JUN 2012)
52.204- 4020, Access and General Protection/Security Policy and Procedures (JUN 2012)

52.209- 4022, iWatch Training, (JUL 2012)

52. 204- 4021, Contractor Enpl oyees who Require Access to Government |nformation Systems (JUN 2012)
52.209- 4024, Information Assurance (l1A)/Information Technol ogy (IT) Training (JUN 2012)

52.204-2, Security Requirenents (AUG 1996)

52. 204- 4022, Requirenent for an OPSEC Standing Operating Procedure/Plan (JAN 2014)

5. Add Security Guidelines, C8-9.3, to the Statement of Work for this contract.

6. Add Attachment 45, Cassified Uncontrolled Information, to Section H 19 of this contract.

7. Incorporate the follow ng Government Furnished Material into Section H 16 of this contract:
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NSN NOMEN. qQry/ ul DOCUMENT NUMBER Scs UP TOTAL COST
7025-01-571- 7203 Di spl ay 1 EA W56 QKC- 4141- 2000 B14 $21, 532. 00 $21, 532. 00
7025- 01- 615- 2058 Di spl ay 1 EA WE6(QKC- 4141- 2001 B14 $15, 965. 00 $15, 965. 00
5998- 01-539-4519 CCA 1 EA WB6QKC- 4141- 2002 B14 $23, 837. 00 $23, 837. 00
6130- 01- 575- 0929 Control 1 EA WE6(QKC- 4141- 2003 AKZ $1, 328.00 $1, 328. 00

GFM wi | | be shi pped via DODAAC CKOUB9.

8. As aresult of this nodification, the total anpunt of this contract increased by $534,586.29, from $31, 631,457.90 to 32, 166, 044. 19.

9. Al other terms and conditions remain unchanged and in full force and effect.

*** END OF NARRATI VE A0033 ***
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ITEM NO SUPPLIES/SERVICES QUANTITY |UNIT | UNIT PRICE AMOUNT
SECTI ON B - SUPPLI ES OR SERVI CES AND PRI CES/ COSTS
6006 DSESTS PPSS
6006CB ODS A3 _BRADLEY | AW WD 6006CB 1 HR Esti mat ed
Cost $ 491, 568. 27
Fi xed Fee $ 43, 018. 02
Not to Exceed
( Fundi ng) $ 534, 586. 29
SERVI CE REQUESTED: DSESTS PPSS
CLI' N CONTRACT TYPE:
Cost Plus Fixed Fee
PRON:  EH4AMDO60EH PRON AMD: 02 ACRN:  BK
PSC. L025
Level of Effort: Hourly Rate Hours Ext ended
Estimated Cost: $137.81 3,567  $491, 568. 27
Fi xed Fee: $ 12.06 3,567 $ 43,018.02
Total CPFF: $149. 87 3,567  $534, 586. 29
This rate represents a price reduction offered by DRS for Option Peri¢d 2. I'his reduced rate|applies to

this CLIN only.

(End of narrative B001)

I nspection _and Accept ance
I NSPECTION: Origin ACCEPTANCE: Origin

Deliveries or Perfornmance

DLVR SCH PERF COWVPL
REL_CD QUANTI TY DATE
001 1 15- SEP- 2015
$ 534, 586. 29

The Period of Performance for CLIN 6006CB
is 16 Septenber 2014 to 15 Septenber 2015.

(End of narrative FO01)
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SECTI ON C - DESCRI PTI OV SPECI FI CATI ONS/ WORK STATEMENT

Abrans Systenms Technical Support Services Scope of Wrk (SOWN for Direct Support Electrical System Test Set (DSESTS), Software
Loader/ Verifier (SL/V), CAP, Enbedded Di agnostics (ED), and Chassis Mderni zation / Enbedded Di agnostics (CM ED)

1. SCOPE

The purpose of this SOVNis to describe all tasks required to update, nodify, repair, and field the Assault Breacher Vehicle (ABVY),

Bradl ey, and Abrans Diagnostic Systens software and associated hardware on a recurring basis. Diagnostics Systenms include Direct Support
El ectrical Systens Test Set (DSESTS), Software Loader/Verifier (SL/V), CAP, Enbedded Di agnostics (ED), and Chassis

Moder ni zat i on/ Enbedded Di agnostics (CMED). The purpose of this effort is to devel op, update and deliver qualified test neasurenent

di agnostics software and hardware for the ABV, Bradley, and Abrams ML Tank Family of Vehicles (FoV) to the Foreign Mlitary Sales (FMS),
PM Arnor Brigade Conbat Team (ABCT), U.S. Arny, and U.S. Marine Corps custoners. Devel opnent of Diagnostic System updates is a

mul tifaceted and nmulti-disciplined effort requiring specialized personnel and software processes. The United State Marine Corps (USM)
Abrans MLALl Enbedded Di agnostics (ED) Programis conpleting the installation of ED on the USMC fl eet, and continuing software

engi neering service support is required in order to maintain weapon system sel f-diagnostics capabilities. All effort within this SONis
required to support sustainment and production of highly reliable and stable ABV, Bradley, and Abranms ML Tank system nonitoring and
fault diagnosis software and hardware integrated with Interactive Electronic Technical Minuals (IETMs). The intent is to provide defense
services necessary for training, maintenance, repair, and sustainment functions for the Abranms ML FoV. This is a cost plus fixed fee and
cost plus fixed fee | evel-of-effort basic engineering services contract with identified objectives and task requirenents nanaged at the
wor k breakdown structure (WBS) level. Al task requirenents have perfornmance criteria and an applicable WBS dictionary.

2. WORK DI RECTI VES

Al'l contractor requirenments are contained in custoner-specific Wrk Directives (W)). The custoners are as follows:

a. Foreign Mlitary Sal es Custoner Egypt

b. Foreign Mlitary Sales Custonmer Australia

c. Foreign Mlitary Sal es Custoner Kuwait

d. Foreign Mlitary Sales Custoner Iraq

e. Foreign Mlitary Sal es Custoner Kingdom of Saudi Arabia (KSA)
f. PM ABCT- DSESTS

g. USMC- DSESTS

h. USMC- ED

i. PM ABCT- ED

I

PM ABCT CM ED

3. REQUI REMENTS
3.1 PROGRAM MANAGEMENT

The contractor, as an independent contractor and not an agent of the USG shall furnish all the |abor, services, personnel, travel,

equi pment, property nanagenent, data nanagenent, and materials required to acconplish the work efforts as set forth in the Wrk
Directives. Submission of all program costs, technical data, and docunments shall be provided to the Contracting Officer Representative
(COR) by the contractor. Al requests for deviation fromthe requirements or performance standards shall be subnmitted by the contractor
to COR for processing and final approval by the Contracting Officer prior to execution by the contractor.

3.1.1 COST ESTI MATI ON

The contractor shall generate and provide Rough Order of Magnitude (ROM estimates at receipt of a request for ROMfromthe Contracting
Oficer. The ROM shall include cost estimates, hours, and schedul e inpacts that support successful acconplishment of objective task
requirenents provided by the specific FMS custonmer. Contractor format is acceptable. Perfornmance shall be nmeasured by contractors

conpl eteness and tinely submttal of ROMdata as nutually agreed to by the COR and contractor.

3. 1.2 DOCUMENT PROCESSI NG

The administrative costs for producing, copying, shipping, and handling of the contract program technical docunentation, and data in
the required quantities shall be included in the cost of this effort and not separately priced.

3. 1. 3 PROGRAM AND TECHNI CAL MANAGEMENT SUPPORTI NG REQUI REMENTS

The contractor (Program Manager or Program Engineer) nmay attend the Bradl ey and Abrans Project Manager Heavy Brigade Team ( PM ABCT),
Prinme Vehicle Integrator (CEM, and other vehicle systemor programreviews, at the approval of the COR The purpose of the contractor
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attendance is primarily for programmatic and technical informational exchanges related to fielded or in process diagnostics system
updat es.

3.1.3.1 TECHNI CAL SUPPORTI NG REQUI REMENTS

The contractor is hereby authorized to repair the CMED conponents to a Condition Code A asset (Issuable without qualification) as |ong
as the cost of repair is equal to or less than 80% of unit cost. The contractor shall provide the COR with schedule details as to when
the asset will be returned to service prior to initiating the repair effort. |If the cost of repair is determned to be greater than 80%
of unit cost, the contractor shall estimate the repair cost associated with the unserviceable material and shall submit cost and
schedul e to repair the hardware and return it to Government Stocks. The contractor shall subnmit the proposal to the Governnent within
30 days of receipt of the material.

The contractor shall supply engineering service and support to platforns that incorporate CMED. The contractor shall be responsible
for all aspects of Systems Engineering to include design, draw ngs and ECP subm ssions for both hardware and software.

3. 1.4 WORK DI RECTI VE DI RECTI ONS

The USG wi || prepare and furnish proposal work directives. The contractor shall have a single, centralized point of contact for each
specific Work Directive. The proposed WD will be witten with the purpose of providing the contracting officer a suitable document that
shall enable the contractor to performspecific tasks with associ ated periods of performance.

3.2 LCA STICS SUPPORT

The contractor shall provide Integrated Logistics Support (ILS), provisioning, technical manual, and LSA support as specified in the
Work Directives.

3.3 FI ELD SERVI CE REPRESENTATI VES

The contractor shall provide Field Service Representatives (FSRs) in support of ML Abrans Enbedded Di agnostics Systens, SL/V, CAP and
DSESTS, that have been approved by the COR The FSR level of work activities shall include systeminspection, troubleshooting,

mai nt enance, repair, failure reporting, data collection, and training at all locations. This includes FSR support of FMS Abranms enbedded
di agnostics systemtesting and fielding events. Al travel shall be in accordance Joint Travel Regulations (JTR). Wile depl oyed OCONUS
or CONUS, the FSR shall serve as a liaison for Abrans regarding the naintenance and serviceability of ML Abrans Diagnostic Systens. The
contractor shall provide FSR support to the Bradley MFT at FT. Hood.

3.3.1 FSR SUPPORT REQUEST ( OCONUS)

An FSR request fromthe COR for OCONUS field services requires a mnimumof forty-five (45) cal endar days to process mandatory country
specific clearances and conplete obligatory training. The contractor shall pronptly initiate OCONUS FSR support processing within three
(3) working days fromreceipt of the COR request. Contractor shall informthe COR of the dates started and conpleted for all OCONUS
processing steps.

3.3.1.1 FSR SUPPORT REQUEST ( CONUS)

The contractor shall provide Enbedded Di agnostics FSR support and availability within twenty-four (24) hours of COR request for CONUS
duty.

3. 3.2 FSR PERFORVANCE MEASUREMENT

Contractor performance is neasured by tinmely response of FSR support requests, deploynment ready fromrequest date, performance of field
services work, FSR input into the Asset Managenent System (AMS) database (ED only), and reviewi ng After Action Reports fromthe unit
supported. The contractor shall summarize FSR activities in Monthly Cost Performance and Status Reports CDRL A001 and provide detailed
trip reports to the COR CDRL A002.

3.4 TRAI NI NG

The contractor shall provide training packages and services to the FMS custoners as required and described by the WD. The training
packages shall be translated into other |anguages (i.e. Arabic) if required by the WD

3.5 MEETINGS AND REVI EW6
3.5.1 START OF WORK MEETI NG

The contractor shall conduct a start of work neeting within thirty (30) cal endar days after contract award. This neeting between the USG
and contractor shall facilitate review of the contract WBS tasks, schedules, In-Process Review (I PR) dates, conpletion dates, and
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required resources needed to acconplish each WD requirenent within the period of performance to support the DSESTS, SL/V, CAP, and ED
updates. The contractor shall provide electronic copies of mnutes and action itens to all attendees within seven (7) cal endar days
after conducting neeting in accordance with CDRL A007.Performance shall be neasured by neeting preparation and material content,
execution, recording of mnutes and managenent action items to closure.

3.5.2 I N-PROGRESS REVI EW (| PR)

The contractor shall conduct nonthly In-Progress Reviews (IPR) during the contract period of performance. The I PR shall be perforned in
conjunction with nonthly deliverable dates. The | PR shall provide the COR a status of all deliverables, the ability to perform sel ected
Qual ity Assurance Surveillance Plan (QASP) inspections, discussions on any inpacts to the contract, and the contractor efforts in

devel opnment of DSESTS, SL/V, CAP, and ED updates in accordance with CDRL A0O7 in the follow ng areas:

a. Hardware design incorporations (conponent and systemtesting and qualification, engineering changes).

b. Prelimnary and critical designs (architectural, functional, |ogical and detail).

c. Software devel opnent status.

d. Maintenance planning (reliability and mai ntenance task anal ysis).

e. Support equipnment (on/off platformdevices and interconnecting itens).

f. Facilities (equipnment, testing instrunents, and SIL use).

g. Technical data (systemrequirenment docunents, perfornmance specifications, interface control documents, engineering draw ngs, and
| ETMS) .
h. Training support packages (rel ated changes).
i. ILS data (provisioning, catal oging, packaging, handling, shipping and transportation, and |ogistics support analysis).

j. Configuration and data managenent (status of engineering change proposal, notice of revision, specification change notice,
engi neering rel ease record).

Associ at ed docunent deliverables.

External coordination activities.

| ssues or existing problens.

Ri sks (project, process and product) and mitigation plans.

Schedul e revi ew.

©s=53 "7

3.5.2.1 PROGRAM MVANAGEMENT REVI EW

The contractor shall conduct a Program Managenent Review (PMR) in conjunction with PM HBCT PMR The contractor shall provide an
advanced copy of the PMR presentation naterials to the COR at |east seven (7) calendar days prior to conducting the review. The USG wil |l
provide the contractor a PVMR date at |east forty-five (45) cal endar days in advance. The CORw Il provide a |list of proposed personnel
to attend PMR at |east fourteen cal endar days in advance. The contractor shall record m nutes and manage action itenms of the reviews and
provide electronic copies in contractor format to all attendees within seven (7) cal endar days after conducting the reviews in
accordance with CDRL A007. Performance shall be nmeasured by the contractors neeting preparation and material content with regard to PVR
itenms, and tinely subm ssion of the aforenmentioned presentation material, neeting mnutes and action itens. The PMR revi ew shal |l consi st
of overall program status that includes:

Contract performance

Techni cal nanagenent

Configuration and data managenent

Fi el d service support, including FSR activities

Field problemreports, both internal and AMS subni ssions
Qual ity processes, plans and audits

Ri sks and mitigation plans

O her deliverables

STe e a0 o

3.5.2.2 TEST READI NESS REVI EW

The Test Readiness Review (TRR) forty-five (45) days prior to schedul ed USG verification or DSESTS, SL/V, CAP, and ED software rel ease
and associ ated data packages. The contractor shall provide mnutes CDRL A007 of the TRR within seven (7) days followi ng the conpletion
of the review The contractor shall provide the COR necessary data (data Sets 1 and 2, as shown in subsequent paragraphs) for processing
Safety Rel ease and Confirmation Testing by the US Arny Test and Eval uation Center plus required docunentati on and data essential CDRL
A009 for USG preparation of Enbedded Di agnostics system verification.

Data Set 1 to APG at the start of DRS Software Quality Assurance (SQA) Verification:

a. Software pre-release production representative software (i.e. the same software that DRS is entering into SQA verification)

b. Install/uninstall instructions with technical notes identifying the version if applicable and Hardware changes if any (i.e. Sidecar
V3. 1) Plain Language Description (PLD)-final

c. Safety Assessment Report (SAR)-final

d. Test & Evaluation (T&E) Verification Test Records (VITR) conpleted from T&E testing and Operational Verification Procedure
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Data Set 2 to APG at the end of DRS SQA Verification:

The contractor shall provide a copy of the SQA VIR spreadsheet (conpleted) to the COR The COR shall forward a copy to the APG al ong
with a brief summary of SQA testing for safety rel ease.

3.6 CONTRACTOR CM PROCESSES

The contractor shall provide the denonstration of its established configuration and data managenment processes applied in the performance
of DSESTS, SL/V, CAP, and ED configuration nanagenent and pl anning, configuration identification, configuration change managenent,
configuration status accounting, configuration verification, audit, and controlled storage. The contractor shall provide the COR a
listing of configuration managenent activities on a quarterly basis in the formof a configuration status accounting report (CSAR) CDRL
A017.

3.7 ENG NEERI NG CHANGES PROPCSALS
3.7.1 CHANGE CLASSI FI CATI ON AND NOTI FI CATI ON

The contractor shall submt engineering change proposals (ECP) for all COass | changes affecting form fit, and function to hardware and
software configuration itenms in accordance with CDRL A008. O ass | changes are a product of approved Diagnostics Systemrequirenments as
approved by COR and PCO The contractor is responsible and accountable to informthe COR of any Cass | change that affects an

appl i cabl e FM5 Di agnostic Systemprior to inplenmentation. The contractor shall use M L-HDBK-61A (SE) as guidance for Class | and I
criteria.

3. 7.2 ENG NEERI NG CHANGE PROCESSI NG

The contractor shall process all Oass | engineering changes using the US Army Ml ti-Engi neering Change Proposal and Revi ew System
(MEARS) that automatically incorporates DoD standardi zed configurati on managenent forns in a web-based el ectronic format. The COR will
approve other delivery methods requested by the contractor as necessary. The USG will provide the contractor with necessary MEARS
training and system access permissions. The contractor shall inplenent Cass Il level changes in accordance with its established change
managenent practices and processes.

3. 7.3 SUPPORTI NG CHANGE DOCUMENTATI ON

The contractor shall provide sufficient docunmentation within MEARS to support a conpl ete and thorough USG revi ew of each Class | ECP
submi ssion that fully addresses technical, product assurance, |ogistics (support analysis, provisioning and packagi ng data), cost, and
schedul e inpacts related to change inplenentations. Applicable Notice of Revision (NOR), Specification Change Document (SCN),

Engi neering Rel ease Record (ERR) and Request for Deviation (RFD) forms shall be subnmitted sinultaneously or in sequence of change
processing. Class | ECP approval and inplenentation can only be approved by the Contracting Oficer.

3.8 TECHNI CAL DATA

The contractor shall provide to the COR a technical data | edger (CDRL A010) in the contractor format (as jointly agreed-to-during the
Start of Work neeting) using a Mcrosoft Excel spreadsheet that lists all engineering draw ngs, nodels, associated parts lists for MAL
Abr ans Enbedded Di agnostics Systems (all related ED parts, conponents, assenblies, and conputer software applications integrated), DRS
hul | integration kit conmponent for EMJ, DRS portion for the ED support kit, Sidecar Fact Based Mai ntenance Function (FBM)Integration
Items, and MLA1 Abrams ED System Integration Laboratory (SIL). The contractor shall deliver this Technical Data Ledge el ectronically on
a quarterly basis during | PR

3. 8.1 ENG NEERI NG DRAW NG AND RELATED DOCUMENTATI ON PRACTI CES

The contractor shall deliver product data, engineering drawi ngs and associated |ists docunmentation | AW Anerican Society of Mechani cal
Engi neers industry standard Y14.100, Engineering Drawi ng Practices (includes binding first tier publications). Technical data shall be
delivered in Adobe Acrobat inmage portable document format (PDF). The contractor shall deliver product data-engineering drawings to the
USG for review and approval .

3.8.2 PART, DRAW NG AND DOCUMENT NUMBER AND CAGE ASSI GNVENT

The contractor shall assign US Arny Ordinance Part Nunbers (AOPN) and Commercial and Government Entity (CAGE) nunbers to all engineering
drawi ngs (including source control data), software docunentation, and related technical data and docunments created under Governnent
funding. The COR will provide to the contractor AOPNs for the CAGE 19200 ( ARDEC-Picatinny) assigned to ED System configuration itens and
AOPNs for CAGE 19207 (TACOM Warren) assigned to ED System Integrated Laboratory (SIL) configuration items during the Start of Wrk
meeting or as needed. Technical docunentation generated under Government funding by the contractor shall be provided at receipt of
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CGover nnent request .
3. 8.3 CONTRACT | NFORMATI ON ON TECHNI CAL DATA

The contractor shall affix the contract nunber that funded initial generation or contract nunber approving change adaption (e.g. ECP) of
technical data within drawing and docunent borders, or as close as practical to the title block. The contract nunber will be inseparable
and not incorporated within any contractor proprietary |egend.

3.8.4 DATA RIGHTS

Unl ess ot herwi se asserted, all data devel oped in the perfornmance of the work devel oping the ML Abrans Enbedded Di agnostic System (all
rel ated ED parts, conponents, assenblies, and conputer software applications), ED Support Kit, Abrams Engine Menory Unit Cabl es and
Si decar Fact Based Maintenance Function (FBMF) Integration Itens, and MLAL Abrans ED SIL, and updates shall be available with USG
unlimted rights as described in DFARS cl auses 252.227.7013 and 252.227.7014. Al data shall have assigned DoD Technical Distribution
Statenment and Export Control Notice required by DoD Directives 5230.9, 5230.24, 5230.25.

Encl osure 1 (Security, Marking and Legends)

provi des contractor information in application of this requirenent.

3.9 GOVERNMENT FURNI SHED EQUI PMENT ( GFE)
3.9.1 GFE MAI NTENANCE AND SERVI CES

The contractor shall be responsible for maintenance and services of assigned Governnment Furnished Equi pment (GFE) in accordance with
appl i cabl e contract clauses and vehicle MLAL Abrans Mai ntenance Manual TM 9-2350-264-23-1/2 standards conmensurate with avail abl e
special tools, test nmeasurenent and di agnostics equi pment, support equiprent, and necessary repair parts as identified in repair parts
and special tools lists. The USGw Il supply items required to maintain and service GFE vehicles and the related Systens Integration
Laboratory (SIL) upon contractor notification of needed itens. As the GFE is required it will be added to each Work Directive for
accountability. The Work Directive will also call out the period of perfornmance for the GFE. When the GFE is required, the contractor
shall contact and coordinate with the COR a mininmumof forty-five (45) cal endar days prior to need date. The GFE will be clearly
identified in each work directive. The contractor shall use contractor format to docunent the performance of GFE mai ntenance and
services (CDRL A005) as follows:

a. The contractors shall identify GFE serviceability and informthe COR within (3) working days of finding any faults(s) rendering of
GFE partially or conpletely inoperable.

b. The contractor shall identify GFE serviceability problems and informthe COR within three (3) working days of finding any faul ts(s)
rending GFE partially or conpletely inoperable.

c. The contractor shall use US Arnmy G| Program (AOAP) services in performance of periodic oil and fluids analysis. The AOAP Ofice at
Redstone Arsenal, Huntsville, AL is the only authorized analysis |aboratory. The contractor shall subnmit all oil and fluid sanples to
ACAP. Prior to any conplete drain and flush activity directed by AOAP notification. Upon receipt of COR concurrence, the contractor

shal | confirmreplenishnments (service itens) are available and proceed with directive requirenents. Contractor shall notify the COR upon
conpl etion of service within two (2) working days.

d. The contractor shall contact and coordinate with the COR a mini mum of forty-five (45) cal endar days prior to need date for all
special tools and test equipnent required in MLAL Abrams nmintenance nanuals in the performance of specific vehicle services (e.g.
Bor escope and Recoil exercise). These tasks shall be perforned by personnel with calibrated instrunents/equipnent.

3.9.1.1 MIA1 SYSTEM | NTEGRATI ON LABCRATCRY USE

The contractor shall establish a formal procedure for tracking MLA1L Abrams ED SIL Operational Use Cases. The approved SIL User Guide
provi des operation, safety and other inportant requirenments that each user shall read prior to SIL use. The contractor shall request COR
approval for other parties interested (e.g. contractor interdepartnmental progranms, partnering contractors or DoD Agencies) in usages by
forwarding a SIL Request NLT fourteen (14) cal endar days prior to required date. SIL use for other than Enbedded Di agnostics can only be
approved by the COR and on a noninterference basis to the COR MLA1 ED program The SIL Request shall include:

Date of Request

Pur pose

Organi zati on and I ndividual Name(s) Requested

Contract to be charged

Dates and Tine Duration Required

SIL Configuration Status

required SIL Modification (hardware and software and support equi pnent)

Use Case Techni cal Docunentation and Test Plan (submt docunents)

Aut henti cated agreenent statenent to repair and replace at no-cost to the USG MLA1 Abrans Enbedded Di agnostics STS contract, any SIL

T Fe@ "o a0 oy
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configuration (hardware and software) item determ ned out-of-service or broken as result of SIL Operation by user (respective of usage
ti mefrane)

A SIL Conpletion Report shall be submtted to COR docunmenting actual SIL in-use tines and SIL Operational status three (3) days after
conpl et ed use.

3.9.1.2 SIL MAI NTENANCE AND SERVI CES

The contractor shall maintain the SIL in accordance with MIAL Abrans ED SIL Users Cuide Maintenance Section. The contractor shall inform
COR within twenty-four (24) hours of finding ANY SIL GFE, contractor purchased items, or fabricated part in a deficient state. The
contractor shall provide the CORwi th a Quarterly MIA1 ED SIL Operation, Usage and Maintenance Status Register. The register shall
contain the following information nmutually agreed to between contractors and COR at Start of Work Meeting: Date/Tinme, in/out, Total
Hours, Project, operator, Tasks Perforned, Docunented issues.

3.9.2 |f an Abrams ML vehicle is required as GFE, this contract will rely on Contract We6HZV-11-C-0219, until contract end for the
assigned vehicle to that contract on a non-interference basis. Wen contract Ws6HZV-11-C 0219 has ended, all required GFE will be
transferred to contract Wh6HZV-12-C 0199. Al costs for maintenance and services for the vehicle will be evidenced in the work
directive. If parts are required to repair the vehicle during this period of performance, each FM5 custoner will be responsible to
furnish the GFE to the contractor.

3.9.3 This contract will provide funding support to the Systens Integrated Laboratory (SIL) when it is called out in the work directive.
The SIL will be used on a non-interference basis. The work directive will follow this procedure:

Dat e of Request

Pur pose

Organi zation and | ndividual Name
Dates and tine duration required

3.9.4 REPAIR OR UPGRADE OF COVPONENTS

The contractor shall provide the supplies and services necessary to performrepairs or upgrades on ML Abrans di agnostic hardware
components for FMS custoners. |ncom ng conponents to be repaired or upgraded shall be identified by NSN, part nunber, nonenclature,
quantity, serial nunber, document nunber, unit Arny Master Data File (AVDF) price, and unit Mintenance Expenditure Limt (MEL). The MEL
is the unit ceiling price for funding purposes based on 60% of the unit AMDF price and total ceiling ambunt (estimated total cost of
repair or upgrade inclusive of all rate application) for each part being repaired or upgraded. Conponents shall be repaired or upgraded
in accordance with paragraphs found el sewhere in this section.

The freight forwarder will deliver all conponents for repair or upgrade to the contractors repair facility. Upon conpletion of the
repair or upgrade, the contractor shall notify the Freight Forwarder via Notice of Availability (NOA). The freight forwarder will then
be responsible for picking up the conponent at the repair facility and transporting it to the FM5 country. Al conmponents shall be sent
and returned under the same transportation control nunber. NOA content shall:

a. Specify repaired conponents that are ready for pick-up (include reference to Contract nunber, CLIN, and total dollar value of all
repaired conponents).

b. Include a description of each shipping container (e.g., crate, box, carton), weight of each shipping container (e.g., 200 Ibs.),

di mensi ons of each shipping container (e.g., 23 x 19 x 11), and cube of each shipping container (e.g., 2.38). Each shipping container
shall include a listing of contents (e.g., docunment number, NSN, P/N, serial nunmber, repair value, and nonenclature of each repaired
conponent) .

c. Include an attachnent detailing the contents of the total shipnment (e.g., docunment number, NSN, P/N, serial nunmber, repair value, and
nonencl ature of each repaired conponent). The freight forwarder shall then be responsible for transportation, coordination, and costs
associated with picking up the conponent(s) at the Contractor repair facility specified in the NOA and transporting themto a specific
custonmer. All conponents shall be sent and returned under the same transportation control nunber (document nunber). NOA shall also
include a Freight Forwarder Ship-to address and a custoner Mark FOR address, contact the COR for this information.

The contractor shall apply for and maintain an Export License for the follow ng countries:

Australia
Egypt

Iraq

Kuwai t

Saudi Arabi a

The Export License shall facilitate emergency shipnments to and fromeach FMS country in the event a Freight Forwarder cannot be used.
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Contractor shall begin the Export License application process within forty-five (45) cal endar days of contract award.
3.9.4.1 Phase | Inspection/Test/Proposal Preparation:

Only assets the COR has approved for inspection shall be inducted into inspection. The contractor shall inspect and test unserviceable
conponents. The contractor shall performthe necessary diagnostics test(s) or inspection required for conponent(s) submitted for
repair/rework using the nost current technical data and technical publications available to deternmine the nature and extent of failure.
Based on the results of the inspection, the Contracting Officers Representative (COR) will provide repair or rework or disposition
instruction. The contractor shall provide an inspection report identifying the hours and cost required to repair the item CDRL A003.

3.9.4.2 The contractor shall inspect and test individual conmponents | AW applicable drawi ngs and acceptance test requirenments for each
item Cther tests may be perforned that are necessary to ascertain the nature and extent of the danage or failed conponent. Once
inspection is conplete, the contractor shall notify the COR of the results identifying elements of cost to repair or rewsrk the asset
and al so provide a period of conpletion (i.e. nunber of days after recei pt of order) CDRL A003.

3.9.4.3 Phase || Repair/Rework:

Upon notification of conpleted inspection, the Governnent will assess the contractors proposed repair of the component. Wthin one (1)
week of receipt of the inspection report, unless additional time is requested, the Government will approve the contractor to proceed
with the repair or rework; or the Government will subnmit disposition instructions for the conponent(s) to the contractor.

3.9.4.4 The contractor shall not proceed with the repair or rework or disposition of any conponent w thout funding and authorization
fromthe PCO

3.9.4.5 The contractor shall conplete (turnaround) the repair or rework of each authorized and funded conponent within the timeframe
indentified in the contractors initial inspection. Turnaround tinme is defined as the Ilength of tine fromcontract award to repair
conpl eti on and acceptance by the Governnent.

3.9.4.6 Repair or rework shall be limted to the work required to restore the current functionality and structural capability of the
conponent. It shall not normally include cosnetic reworks unless they are necessary to ensure proper functionality (i.e. correct
interpretation of dials, knobs, switches). In those cases where specifications permt and its economcally feasible to do so, renoved
parts which are nornally classified consumabl e may be repaired instead of replaced provided repair costs do not exceed the cost of a new
part. Repaired conmponents shall be to vehicle prine itemproduct fabrication specification (latest configuration including applicable
upgrade) and may be subject to verification at the discretion of the U S. Government PCO Contractor repair procedures shall follow U S
Arny Mai ntenance and | nspection Procedures, applicable technical manuals, and Depot Maintenance Wrk Requirements (DMARs), if avail able.
Unl ess otherwi se directed by the PCO, the contractor shall repair the itemto condition code A (fully serviceable condition) in the
current configuration. PCO may randomy request vendor test docunmentation to validate serviceable condition of conponent.

3.9.5 REQUEST FOR DEVI ATI ON ( RFD)

In the event of a proposed departure from (a non-conformance with) the contractually specified configuration docunentation for specific
nunber of units or for a specified period of time, the contractor shall prepare an RFD in accordance with CDRL A004 / Data Item
Description (DI D) DI -CVAN- 80640.

3.9.6 PACKAG NG AND NMARKI NG

Packagi ng processes utilized for the Repair & Return Program (e.g., preservation and packing) shall support OCONUS shi pnent and | ong
termstorage. For return shipnments to country, the contractor shall package the repaired or upgraded asset based on the follow ng
priority:

1) In its reusable container.
2) In accordance with the requirements of the availabl e Packagi ng Data Sheet (PDS) or Special Packaging Instruction (SPl) for the item
3) In accordance with M L-STD 2073- 1D.

3.9.7 Shop Replaceable Units (SRU) SPECI AL PACKAG NG REQUI REMENTS

SRUs shal |l be cushioned and w apped in approved El ectrostatic Discharge (ESD) materials (e.g. wapping Foam - M L-PRF-81705). |tens
shoul d first be cushioned with the approved ESD naterials to prevent the SRU from puncturing the barrier bag and conpronising the ESD
protective barrier during handling. Tape should be designed to be used in an ESD sensitive environnent.

Unit shall be packed in an approved ESD heat-seal ed bag. Place itemin a ML-PRF-81705 barrier Water/Vapor proof bag and heat seal. Unit
shal | be packed in Fast Pack with convoluted anti-static cushioning (different sizes). Electrostatic discharge (ESD) sensitive caution

| abel s and other protective |abels shall be applied in accordance with M L-STD 129 as

foll ows:
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1) ESD Protection

2) Fragility Protection

3) Water/Vapor proof Protection

Circuit cards SRUs are to be packaged individually in ESD, water and vapor proof heat seal ed bags and then put in Fast Pack with
sufficient cushioning material in preparation for final shipment. The contractor shall mark material for shipment and storage in
accordance with M L-STD 129P, Change 4 dated 19 Sep 2007.Final shipnents are to be packed in wooden crates to prevent conponents from
being crushed while in transit.

3.9.8 REPORTS

The contractor shall prepare and submt each cal endar quarter (every three nonths e.g., January through March) a Receipts, Inventory,
Adj ustmrents, and Shipnents (RIAS) report in accordance with DID OT-11- R AS-0196/ CDRL A005 format or in other fornmat as agreed to between
the PCO and contractor prior to award. Reports shall be submitted within seven (7) cal endar days fromlast day of cal endar quarter.

In the event R&R conponents are received that: 1. Are not on contract, 2. Are not listed in the contract (i.e., serial nunber

di screpancies etc.), or 3. Do not agree with shipping documents, the contractor shall notify the PCO and the identified FMS custoner
official in witing with regard to the discrepancy. Discrepancies, if any, at a mninmmshall be reported NLT the 30th of each cal endar
nmonth. A disposition response for the discrepant part shall be provided through the PCO on a best effort basis, but not later than 30
cal endar days fromdate of contractor notification.

3.10 DI M NI SHI NG MANUFACTURI NG SOURCES AND MATERI AL OR OBSOLESCENCE SHORTAGES

The contractor shall manage, track, and process Diagnostic Systens conponent and part obsol escence in accordance with contractor
practices and industry El A Engineering Bulletin GEBl, Dimnishing Manufacturing Sources and Material Shortages (DVSMS) Managenent
Practices. The contractor shall notify the COR of instances that may have a material effect on the Diagnostics Systems or future

requi rements. DIVSMS performance is neasured by the COR receipt of contractor Source DATA for forecasting DVSMS- Obsol escence Report. This
sem -annual report, starting with the contract award date, shall list all MLAl Abrans Enbedded Di agnostics System or System Integration
Laboratory (SIL) conponents and parts determ ned to be an obsol escence condition or forecasted to be obsolete within the next six (6)
mont hs. MLA1 Abranms ED System specific DVMSMS data shall be forwarded by the COR to the Arnor Brigade Conbat Team (ABCT) PM Abrans- CEM
Obsol escence | PT for assessnment and coordination prior to executing any course of action. The contractor shall submt to the COR the
follow ng information for each DMSMS Report CDRL A021.

a. MA1 ED and SIL LRU level: E-BOM Data Fields for CEM CEM CAGE, OEM Part Nunber, Known Alternate Part Numbers, Revision Level,
Firmvare Version, Reference Designator or Next Hi gher assenbly, Nonenclature, Quantity used in System NSNs and Reason for DVSMS.

b. MIA1 ED and SIL SRU |l evel: E-BOM Data Fields for OEM SCD Pi ece-Part Reference Designator or Next Hi gher Assenbly, CEM SCD Pi ece- Part
Nonencl at ure, OEM SCD Pi ece Quantity on LRU, OEM SCD Pi ece Part Revision |evel, OEM SCD Piece Part Firnmware Version, Actual Vendor Piece
Part Nunbers, Actual Vendor Piece Part CAGE, Known Alternate Piece Part Nunbers &CAGES, NSNs, and Reason for DVSMS.

3. 11 DELI VERABLES PROGRAM NVASTER SCHEDULE

The contractor shall generate and provide an initial Program Master Schedule (PMS) in .pdf format to the USG in accordance with CDRL
A009. The schedul e shall be briefed and included in Start of W rking neeting materials. Thereafter, the contractor shall provide for
updates to be nmade available to the USG

As a cost savings neasure, the contractor is required to submt electronically fornatted contract deliverables, using the secured PEO
GCS eBusiness Portal Enbedded Di agnostics Wrkspace website to the maxi mum extent possible. Access to the PEO GCS eBusiness Portal shall
be requested by the contractor and coordinated by the COR The contractor shall deliver digital MLAlL Abrans Enbedded Di agnostics
Executive Program and Source Code Software products via electronic CD-ROM nedia fornat.

3.11.1 COST PERFORMANCE AND STATUS REPORTS ( CPSR)

The contractor shall generate and submit a Monthly Cost Performance and Status Reports (CPSR) CDRL A001. This includes a report of past,
current, and planned programmatic and technical efforts in the designated CPSR sections. The status report shall be submtted
electronically to the USG Contracting O ficer and the COR on or before the twentieth (20) calendar day after the end of each nonth.
Performance shall be nmeasured by the contractors tinmely subnmi ssion and conpl ete disclosure of the required information for the
respective report period at the IPR

3.11.2 TRI P REPORTS

The contractor shall submit a trip report, in contractor format, for each traveler supporting the FMS Enbedded Di agnostics program that
expends contract hours away fromthe contractor main facility. At a minimum trip reports shall include purpose, dates, |ocations,
interface coordination, activities performed, results, and assigned actions. Trip reports shall be submtted to USG COR within fourteen
(14) working days after trip conpletion. Contractor FSRs are included in this requirenment, however, FSR support durations |onger than
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one (1) nonth require submittal of an electronic nonthly trip report which shall be presented to the COR at the following IPR Al
travel shall be in accordance Joint Travel Regul ations (JTR) CDRL A002.

3.12 DSESTS, CAP, AND SL/V REQUI REMENTS AND PERFORMANCE STANDARDS

The contractor shall notify the PCO and COR of all software and or hardware problens identified fromvarious sources.

The contractor shall review and eval uate reported DSESTS, CAP, and SL/V issues and field problenms to include SRU and Line Repl aceable
Units (LRU) obsol escence issues. Investigate and analyze field failures and subnit recommendations to COR for resolution to include ROM
cost estimate and schedule. The contractor shall namintain a data base that identifies all hardware and software issues that inpact the
operational availability of FM5 assets. Issues that are considered routine and naintenance shall be inplenmented and incorporated into
the next release. The contractor shall notify the PCO and COR within 48 hours of discovery of issues that fall within the catastrophic,
critical or marginal categories (IAWthe attached Decision Safety Matrix. The contractor shall prepare and devel op interimand final
fixes, along with a fielding plan within 80 hours of the same discovery. Final corrective actions shall take place after COR approval.
The contractor shall field DSESTS hardware and software updates in accordance with a contractor devel oped and Gover nment program manager
approved schedule. Al hardware and software updates nust be backward conpatible. Updates shall occur as required by the custonmer in the
WD. All changes in content or schedul e require COR concurrence. The contractor shall field CAP, and SL/V hardware and software updates
in accordance with a contractor devel oped and Government program manager approved schedule. Al hardware and software updates nust be
backward conpatible. Updates shall occur as required by the customer in the Wrk Directive. All changes in content or schedule require
COR concurrence. The contractor shall provide DSESTS, CAP, and SL/V naintenance support as required in the Work Directive.

3.12.1 VALI DATI ON AND VERI FI CATI ON

The contractor shall conduct validation and verification of the DSESTS, CAP, and SL/V hardware and software change packages, and prepare
required docunentation to include Technical Manual updates and Provisioning Master Record updates in accordance with CDRL A006 The
contractor shall identify and process all hardware, software and ILS inpacts as the result of proposed ECP changes. The contractor shall
mai ntain the configurati on managenent of Executive Software changes required for Test Program Set (TPS) devel opnent.

3.12.1.1 The contractor shall provide technical support software validation at |ocations other than DRS when dictated by LRU
availability or upon COR request. The contractor shall provide updates to the DSESTS Conputer Based Training as required by the Wrk
Directive. Conputer Based Training is an English | anguage training tool. The contractor shall deliver software packages and rel eases to
the program managenent office as directed in the WD. The package rel ease shall include the application software along with a Plain
Language Description (PLD). The PLD shall be in .pdf format and shall contain a description of all changes and their associated inpacts
to the operator. The contractor shall provide Engineering Rel eases and interimrel eases of DSESTS, CAP, and SL/V updates to the USG for
use in validation efforts at contractor and field | ocations on an exception basis. Engineering releases shall be controlled by the
contractor and shall not be issued to fielded units.

3.12. 2 PERFORVANCE STANDARD

Al software and hardware updates shall be initiated subject to COR approval, and be fielded in accordance with Governnent approved
program schedul es and distribution requirenments lists. Energency interimsoftware fixes, inclusive of a fielding plan, shall be
devel oped within 80 hours of discovery with field inplementation of fix within 30 cal endar days of discovery.

3.12. 3 ACCEPTABLE QUALITY LEVEL

Al'l updates and corrections nust be fielded on schedule, as nmeasured by the Governnent Quality Assurance Surveillance Plan (QASP) and
the Monthly Cost Performance and Status Reports (CPSR) CDRL A001. If updates or corrections are fielded |late (excluding Government
caused delays to fielding), weekly reports shall be required in accordance with CDRL A0O01.

3. 13 EMBEDDED DI AGNOSTI CS PROGRAM REQUI REMENTS AND PERFORVANCE STANDARDS
3.13.1 FREQUENCY OF EMBEDDED DI AGNOSTI CS SOFTWARE UPDATES

Currently three versions of Enbedded Diagnostics are in devel opment or fielded to support the FMS custoners. There is one version to
support US Arny and one to support USMC, FMS, US Arny Custoner Vehicle ED Part Nunber:

#1) Egypt MLA1l 1299253

#2) Australia and Irag MLALED, MLALSA 12992484

#3) Kingdom of Saudi Arabia (KSA) MLA2S P/ N TBD

#4) US Arny 8750015

#5) USMC XMLE1

In order to provide the optimal benefit to the FMS customers, ED updates shall be in conjunction with US Arny ED updates. The contractor
shall conplete efforts to produce Enbedded Di agnostics software program updates in accordance with release cycles. Al M. Abrans
Enbedded Di agnostics system changes shall incorporate vetted requirements approved by the COR MLA1 Enbedded Di agnostics Executive
Program and Source Code Software update rel ease shall be subnitted to the COR within seven (7) days after Safety Confirmation is

conpl eted (CDRL A014).
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3.13.1.1 QUALITY OF EMBEDDED DI AGNCSTI CS SOFTWARE

The contractor shall maintain fault nonitoring and di agnosing program software capabl e of detecting and isolating 100% of integrated or
appl i qu\' e9 Enbedded Di agnostics Systemelectrical and el ectronic conponents; respective of the vehicle systemfaults associated with
line replacenments units (LRU) shop replacenents units (SRU). The Enbedded Di agnostics System shall achieve 90% GO first pass per
contractor software quality assurance (SQA) MLA1 Abranms Enbedded Di agnostics verification tests.

3.13.1.2 TESTABI LI TY AND DI AGNGSTI CS

The contractor maintenance of MLAL Abrams ED program software shall achieve the follow ng requirenments. Each shall be denonstrated to
the USG COR concurrently, as applicable, during the respective enbedded di agnostics sustainment project phases using Wndows XP CS and
W ndows 7 OS, MSD V2, MSD V3 and USMC toughbook:

a. Testability and BIT (built-in-test) concept is defined with the US Arny Arnor and Ordnance approved operation concept and the

mai nt enance concept for all |evels of naintenance.

b. Design analyses (e.g., fault tree, failure nodes, effects and criticality) have been used to determ ne test point requirements and
fault anbiguity group sizes as directed by the USG COR

c. Systemanonalies and intermttent situations are analyzed for possible changes to the BIT and testability design, thresholds,
tolerances and filtering as applicable.

d. BIT, diagnostics indications and false alarns are anal yzed for corrective action.

e. Technical literature |ETMs are fully integrated and tested (contractor validation and USG verification) for field maintenance
operations.

f. Enbedded di agnostics software programoperation is fully stand al one requiring no contractor or FSR invol verent for either
installation, uninstall (for devel opment conmunity only), or nanipul ation.

g. Level of repair and testability analysis is conpleted for each configuration itemfor each maintenance level to identify the optimum
m x of Bl T/diagnostics, sem -automatic test equi pment and general - purpose test equi pnent.

h. Prelimnary Bl T/testability analysis is conpleted by prelinminary design review Detailed Bl T/testability analysis is conpleted by
critical design review

i. Effectiveness of BlT/testability is validated with tests.

j. Failure of the BIT/diagnostics circuitry does not precipitate other hardware/software failures.

k. BIT/diagnostics filtering is applied to minimze false alarns.

3.13.1.3 SIDECAR TESTABI LI TY AND ANALYSI S

The contractor shall conduct test and analysis on sidecars returned to the contractor facility to achieve the follow ng:
a. No evidence of failure analysis to ensure that fully functional sidecars are not being turned as unserviceable.

b. Failure analysis to determ ne the cause of failure.

c. Reparable analysis to determne if it is econonmical for the government to repair the sidecars.

3.13.1.4 JONT MLAL ABRAMS | ETM SUSTAI NMENT COVMUNI TY
The contractor shall work jointly with the MLAL Abrans vehicle systens integrator (CEM in sustainnent of MLAL Abrans ED | ETMs required
to be integrated with the systemlevel nmintenance work packages.

3.13.1.5 LEGACY EMBEDDED DI AGNCSTI CS | ADS | ETM UPDATES
The contractor shall continue MLAL | ETM updates in | egacy authoring | ADS format. The contractor shall enhance MLA1 ED System | ETM
updat e using the technical source data provided by either the MIA1 CEM or USG

3.13.1. 6 EVMBEDDED DI AGNOSTI CS TWO LEVEL NMAI NTENANCE TECHNI CAL MANUALS

The contractor shall only devel op and render MLA1 Abrams | ETM mai nt enance tasks in US Arny-approved Two Level Maintenance (TLM
requirements. Al Abrans Enbedded Di agnostics mai ntenance procedures shall enploy TLM practices that require renove and replace (R R)
procedures at the LRU | evel for current MLAL Abrans non-line repl aceabl e nodul e (LRV conponent designs and non-sel f di agnosing LRUs.
Updates to ED shall continue to provide the capability and use of US Arny LOGSA approved sustainnent troubl eshooting procedures and SRU
R/'R mai nt enance tasks that enable the MLAl enbedded di agnostics systemthe capability of SRU fault detection and isolation that
prescribe the respective LRU R' R nmai ntenances task requirements. The contractor shall suppress all SRU R/'R maintenance tasks in MAL
Abr ans Enbedded Di agnostics Program Sof tware.

3.13.2 EMERG NG ABRAMS VEH CLE HEALTH MANAGEMENT SYSTEM ( VHMS) REQUI REMENTS

The contractor shall support energing PM HBCT Abrans VHVS strategies and program objectives by autonating, recording and transmtting of
MLA1 Abrams SA real -time assessnment vehicle and conponent health condition as appropriately captured by enmbedded sensors, test program

set measurenents, and diagnostics processing to enable condition based maintenance reporting through certified DoD information systemns.

MLA1 Abranms ED basel i ne configuration changes to incorporate future VHVS integrations will only be authorized under approved USG

engi neering change proposals and requisite contract funding prior to contractor execution.
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3.13. 3 EMBEDDED DI AGNOSTI CS SYSTEM TECHNI CAL REPORT STUDI ES (WHI TEPAPER FOR FEASI BI LI TY STUDY)

The contractor shall generate and deliver technical report studies in the follow ng fornat:
a. Title Page: ldentifies the report by providing the contract number, project name, descriptive title, task nunber, date of report,
security classification, and export control and distribution statement information.

b. Section | Table of Contents, Introduction and Summary: Includes a brief statenent of study purpose and results obtained fromthe
anal ytic effort.

c. Section Il Body: Includes a conplete and detailed description of the analytic activities, nethods, assunptions, facts, and results
which led to the conclusions stated in Section |I. This section also includes rank and priority recomrendati ons for resolutions or
al ternate system approaches (as applicable).

d. Section Il Reference Artifacts: Includes concept docunents, alternative system approaches, trade-off material itens or design
sol utions, technical data, and proposed performance or product specifications.

3.13. 3.1 REPORT STUDI ES PERFORMANCE MEASUREMENT

Contractor performance is neasured by tinmely submttal and accuracy of analysis data and supporting docunentation. The COR will
stipulate at request, a date required for contractor delivery of each Witepaper or Feasibility Study. The contractor shall prepare
Feasibility Study docunents that conformto the fornmat described in this SOW

3.13.4 PROBLEM REPORTS AND DATABASE MANAGEMENT
3.13.4.1 FIELD PROBLEM REPORTS

The contractor shall process all subnmitted field hardware and software problemreports through contractor established databases and
procedures, and shall interface and participate in problemresolution task workflows within the US Army PM HBCT Asset Managenent System
(AVB). The Government will provide necessary AMS access, training, and related adm nistrative assistance. Additionally, the contractor
shall summarize and enunerate open and closed ED field problemreports as part of COR meetings.

3.13.4.2 MANAG NG FI ELD PROBLEM REPORTS

The contractor shall propagate all ED Systemfield probleminfornmation and docunment files into AVS data fields. The AVMS data fields may
be tailored between contractor and USG to best suit the ED System probl emreport data exchanges. The contractor shall enter field
problempriority and category types and other data defined by AVS descriptions and rules. In the AMS, the contractor shall performdata
entries to annotate required information, conduct comrunication exchanges with USG and CEM SMEs, submit probleminvestigation and root
cause analysis results, input conpleted corrective actions, enter suggestive courses of actions that include cost and schedul e inpacts,
and all that is necessary to status field problemreport resolutions. The contractor shall conduct probleminvestigation and root cause
anal ysis (technical studies report) tasks as requested by COR Corrective actions requiring hardware or software design changes in form
fit, function, and interface characteristics shall be approved by the COR prior to inplenentation.

3.13. 4.3 FIELD PROBLEM REPORT REVI EW BOARD MEETI NGS

The contractor shall participate with the Governnment in all OCEM Quarterly Field Problem Report Revi ew Board Meetings, as approved by the
COR.

3.13. 4.4 CONTRACTOR SOFTWARE AND HARDWARE PROBLEM REPORT MANAGEMENT

The contractor shall nmintain a database of open and cl osed software problemreports (SPR). The contractor shall provide a report of all
open problemreports (CDRL A012) in contractor format to the COR on a quarterly basis, following the start of work.

a. Software Problens: Software problemreports derived frominternal or field problemsources shall be prioritized and maintained in a
contractor established problemreport database identified by Safety, Critical, Routine, and Maintenance. Any corrective action requiring
Class | changes in software design, affecting form (language and nedia), fit (interfaces, interconnects and forces integral grouping),
or function (perfornmance requirenents) characteristics shall be reviewed at COR neetings for planned engineering change and approval by
the custoner.

b. Hardware Probl ens: Hardware problemreports derived frominternal contractor sources or registered field problens requiring dass |
changes affecting form fit or function shall be reviewed at COR neetings for planned engineering change and approval by the custoner.

3.13.5 PRODUCT QUALITY DEFI Cl ENCY REPORT PROCESSI NG
3.13.5.1 WARRANTY PRODUCTS

The contractor shall use its established product quality deficiency management systemto perform processing, control, investigations,
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and provide corrective actions for Product Quality Deficiency Reports (PQDR) to ensure conpliance with respective contractual and
warranty requirenents.

3.13.5.2 QUT OF WARRANTY PRODUCTS

The contractor shall determine and verify ML ED rel ated deficiency reports fromfield sources or PQDR reports as warranty or out of
warranty itens and report to the USG COR through AMS. The contractor shall establish and naintain contact and coordination with
respective US Arny PQDR points of contact as identified in the report received and conmuni cate the activities being sought out through
PM HBCT AMS wor kfl ow. The contractor shall obtain COR approval prior to conducting any root cause and corrective action technical study.

3.13.5.3 SUPPORT FOR TRANSI TI ON TO SUSTAI NVENT

The contractor shall provide technical support to the Software Support Activity (SSA) (TARDEC) in transitioning a portion of the
technical tasks for software sustainment. Support activities shall include:

a. Provide copies of the |atest MA1 ED source executables to the SSA

b. Respond to questions about the MLAL ED fromthe SSA

c. Provide information that will allow the SSA to duplicate the software sustainment environment used by the contractor. This applies to
any nodi fications, such as macros, scripts, and add-ons to the contractors software sustai nnent environnent, including to M crosoft

Vi sual Studio 2008 Professional; Mcrosoft Visual Studio .NET 2003; National Instrunents LabWndows CVI 2009; and Autol T V3.

3.13.5.4 ADDI TI ONAL EMBEDDED DI AGNOSTI CS TECHNI CAL DELI VERABLES

The contractors shall deliver and nmaintain the itens bel ow CDRL A014. Technical docunentation is categorized as an UPDATE to previously
USG funded Enbedded Di agnostics Program docunentati on and data or NEW docunent generation and data. Cther data itens generated by the
contractor under USG contract but not listed below are to be numintai ned under contractor control until COR provides disposition
instructions.

a. (UPDATE) Contractor Quality Plan Frequency and Date: Initial at contract Start of Wwrk Meeting; updates at contractor process or
procedure changes.

b. (NEW ED Project Managenent Plan: Initial at SOWneeting; updates at contractor process and procedure updates.

c. (UPDATE) System Requirenents Docunment (SRD) for MLA1 Abrans Enbedded di agnostics Variants. Includes: indices, annexes, and conpliance
verification matrices: Draft at SONneeting; release at 30 days after USG validation tests.

d. (UPDATE) Pl ain Language Description (PLD)/Software Version Description (SVD) Frequency and Date: at Data Set 1 submission to APG

e. (NEW ED test procedures and records: USG Validation Summary Report (USVSR): 10 working days after USG Validation/Verification

conpl et ed.

g. (UPDATE) Safety Assessnment Report (SAR) for Enbedded Di agnostics Hardware and Software Conponent/System | npl enentations or Updates
Frequency and Date: Per the schedule to support the APG Safety Rel ease activities.

h. (UPDATE) Enbedded Di agnostics Software Installation/Uninstall Procedures (systemrestore capability for devel opment comunity only)
and Qperational Verification Procedure. Installation requirenent applies to progranmm ng updates of Full Diagnostics into TMDE MSD,

heal th check into Diagnostics Processors, and Fact Based Mai ntenance Function into Sidecar. Frequency and Date: Per the schedule to
support the APG Safety Rel ease activities.

i . (UPDATE) MLA1l Abrans Enbedded Di agnostics Training Support Package (All Variants) Frequency and Date: One delivery before: date wll
be decided at SON Final: date will be decided at SOWN

j . (UPDATE) Techni cal Data Packages. MLAl Abrans Enbedded Di agnostics System (all related ED parts, conponents, assenblies, and conputer
software applications integrated), DRS hull integration kit conponent for the EMJ, DRS portion for the ED support kit, Sidecar Fact
Based Mai ntenance Function (FBWF) Integration Items, and MLAL Abrans ED System Integration Laboratory (SIL). Frequency and Date: As
Required for ECP, and for Gov Requests.

k. (UPDATE) ED System Software Specific Data Itens delivered with each ED Rel ease: Software Installation Draw ng, Source Control Draw ng
for Enbedded Di agnostics Executive Software and Sidecar FMBF.

| . (UPDATE) SIL Technical Docunentation and Software in Support of SIL Devel opnent, Design, Test, Integration and Acceptance Frequency
and Date: As Required for ECP, and for Gov Requests.

3.13.5.5 | NTERACTI VE ELECTRONI C TECHNI CAL MANUALS (| ETM SUSTAI NVENT)
3.13.5.5.1 JO NT MLA1 ABRAMS | ETM SUSTAI NMVENT COVMUNI TY
The contractor shall work jointly with the MLAL Abrans vehicle systens integrator (CEM in sustainment of MLA1 Abrans ED | ETMs required

to be integrated with the systemlevel nmintenance work packages.
3.13.5.5.2 LEGACY EMBEDDED DI AGNOSTI CS | ADS | ETM UPDATES

The contractor shall continue MAL ED | ETM updates in | egacy authoring | ADS format. The contractor shall enhance MLAL ED System | ETM
updat e using the technical source data provided by either the MIA1 OEM or USG
3.13.5.5.3 EMBEDDED DI AGNOSTI CS TWO- LEVEL MAI NTENANCE TECHNI CAL MANUALS
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The contractor shall devel op and render MLA1 Abrans | ETM nai ntenance tasks in US Arny-approved Two Level Maintenance (TLM requirenents.
Al'l Abrans Enbedded Di agnostics nai ntenance procedures shall enploy TLM practices that require renove and replace (R'R) procedures at
the LRU |l evel for current MLAL Abranms non-line replaceabl e nodul e (LRM conponent designs and non-self diagnosing LRUs. Updates to ED
shal | continue to provide the capability and use of US Arny LOGSA approved sustainnent troubl eshooting procedures and SRU R'R

mai nt enance tasks that enable the MLA1 enbedded di agnostics systemthe capability of SRU fault detection and isolation that prescribe
the respective LRU R'R nmai ntenances task requirements. Nonetheless, the contractor shall ensure the field maintainers cannot access all
SRU R/ R nai ntenance tasks in MLAL Abrans Enbedded Di agnostics Program Sof tware.

3. 14 ACRONYMS

ABV Assaul t Breacher Vehicle

AMB Asset Managenent System

ACPN Arny Ordi nance Part Number

CAD Conput er Ai ded Design

CAP Conbi ned Application Platform

CM Configurati on Managenent

CM ED Chassi s Moder ni zati on/ Enbedded Di agnostics
COR Contracting O ficer Representative

CSAR Configuration Status Accounting |nformation Report
CSPR Cost Performance and Status Report

DSESTS Direct Support Electrical System Test Set
ECP Engi neering Change Proposal

ED Enbedded Di agnostics

ERR Engi neering Rel ease Record

FBMF Fact Based Mai ntenance Function

FMS Foreign Mlitary Sal es

FoV Fam |y of Vehicles

FSR Fi el d Service Representative

IETM Interactive Electrical Technical Manuals
ILS Integrated Logistics Support

I PR I n- Progress Review

JTR Joint Travel Regul ations

MEARS Mul ti - Engi neering Change Proposal and Revi ew System
MEL Mai nt enance Expenditure Limt

NOA Notice of Availability

NCR Notice of Revision

P/'N Part Nunber

PCO Procuring Contracting O ficer

PDF Portabl e Docunent For mat

PDS Packagi ng Data Sheet

PLD Pl ai n Language Description

PM ABCT Program Managenent Arnor Brigade Conbat Team
PMR Program Managenent Revi ew

PMS Program Master Schedul e

PQDR Product Quality Deficiency Report

QASP Qual ity Assurance Surveillance Plan

RFD Request for Deviation

RI AS Recei pts, Inventory, Adjustments, and Shipnents
ROM Rough Order of Magnitude

SCN Speci fication Change Docunent

SIL System Integration Lab

SL/V Software Loader/ Verifier

SOW Scope of Work

SPI Speci al Packaging Instruction

TPS Test Program Set

USMC United States Marine Corp

USG United States Covernnent

WBS Work Breakdown Structure

WD Work Directive

ENCLOSURE 1
Security, Export Control and Data Rights Legends and Markings
Al'l data shall be marked according to the requirenents listed bel ow
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EXPORT CONTROL:

Applies to all program and technical data (CAGES 19200/ 19207)

WARNI NG THI' S DOCUMENT CONTAI NS TECHNI CAL DATA WHOSE EXPORT | S RESTRI CTED BY THE ARMS EXPORT CONTROL ACT (TITLE 22, U.S.C., SEC 2751, ET
SEQ . OR THE EXPORT ADM NI STRATI ON ACT COF 1979, AS AMENDED, TITLE 50, U.S.C., APP. 2401 ET SEQ VI OLATI ONS OF THESE EXPORT LAWS ARE
SUBJECT TO SEVERE CRI M NAL PENALTI ES, DI SSEM NATE | N ACCORDANCE W TH PROVI SI ONS OF DCD DI RECTI VE 5230. 25.

TECHNI CAL DI STRI BUTI ON STATEMENTS:

| AW DEPARTMVENT OF DEFENSE DI RECTI VE NUMBER 5230. 24, MAR 18, 1987

Applies to CAGE 19207 SIL Electrical and Mechanical Draw ngs and associ ated program and technical docunmentation and data

DI STRI BUTI ON STATEMENT D. DI STRI BUTI ON AUTHORI ZED TO THE DEPARTMENT OF DEFENSE AND U.S. DOD CONTRACTORS ONLY; ADM NI STRATI VE OR

OPERATI ONAL USE; 28 JUL 08. OTHER REQUESTS SHALL BE REFERRED TO THE U.S. ARMY TANK- AUTOMOTI VE AND ARVMAMENTS COWWAND, ABRAMS PROGRAM
MANAGER, ATTN: SFAE- GCS- HBCT- AB, WARREN, M 48397-5000. Applies to CAGE 19207 SIL software technical docunentation and data DI STRI BUTI ON
STATEMENT D. DI STRI BUTI ON AUTHORI ZED TO THE DEPARTMENT OF DEFENSE AND U.S. DOD CONTRACTORS ONLY; SOFTWARE DOCUMENTATI ON; 28 JUL 08.
OTHER REQUESTS SHALL BE REFERRED TO THE U.S. ARMY TANK- AUTOMOTI VE AND ARMAMENTS COWWAND, ABRAMS PROGRAM MANAGER, ATTN: SFAE- GCSHBCT- AB,
WARREN, M 48397-5000 Applies to CAGE 19200 ED technical docunentation and data (hardware and software)

DI STRI BTI ON STATEMENT D. DI STRI BUTI ON AUTHORI ZED TO THE DEPARTMVENT OF DEFENSE AND U.S. DOD CONTRACTCORS ONLY; ADM NI STRATI VE OR

OPERATI ONAL USE; 14 APR 09. OTHER REQUESTS SHALL BE REFERRED TO THE U.S. ARMWY ARDEC, Pl CATI NNY, NJ, 07806-5000 ATTN. RDARWSF-D. DATA

RI GHTS AND RESTRI CTI ONS: UNLI METED, UNLESS ASSERTED AND ACCEPTED BY USG | NTELLECTUAL PROPERTY COPYRI GHTS AND PATENTS: NONE ALLOWED

DATA RI GHTS AND RESTRICTIONS: Unlimted, unless asserted and accepted by USG

| NTELLECTUAL PROPERTY COPYRI GHTS AND PATENTS: None al | owed

USMC MLAl1 Direct Support Electrical Systens Test Set (DSESTS)
Per formance Work Statenent for CLINs 7000BA and 7000BB

4. | ntroduction:

The USMC currently possesses 31 sets of MLAL Direct Support Electrical Systens Test Set (DSESTS) plus Spare CGeneral Purpose Interface
Assenblies (GPl As) and Cabl e Cases of MLALl Support equi pment fielded at various USMC | ocations. DRS-TEMis the contractor for the

devel opnent, manufacturing, and sustainment of the DSESTS support group equi pment, which is used to troubl eshoot various MLAL Line

Repl aceabl e Units (LRUs) and Service Replaceable Units (SRUs) and to reprogramthe Conputer Electronic Unit (CEU) and the Digital

El ectronic Controller Unit (DCEU) J7. The d obal War on Terrorism (GAOT) and Operation |Iraq Freedom has posed additional wear and tear
on the USMCs DSESTS support group equi pment as a result of USMC PM Tank mai ntaini ng conbat readiness. This funded SONWw || sustain
operating forces and continue to allow forward deployed units the ability to maintain the MLAL Tank in mission ready status. A USMC PM
Tank MLAL1 Contractor Logistical Support (CLS) contract with DRS-TEMwi Il contribute to the USMCs MLAl vehicle fleet being maintained at
the hi ghest readiness |evel possible.

5. Scope

DRS- TEM shal | provide facilities, personnel, material, training, analysis, technical engineering support, supply support, and resources
to provide contractor |ogistical support to all USMC users of MLAL DSESTS equi pment. DRS-TEM shall keep the test equi pnent mission
capabl e while naintaining the configuration of the Stock List-3 (SL-3) and docunenting any discrepancies.

6. Applicabl e Docunent/ References:

The contractor shall subnmit a performance cost report and a Contractor Logistics Report (CLS) on a nonthly basis in contractor fornat.
The contractor shall also submt trip reports after a site visit.

7. Requirenents/Performance Standards:
7.1 On Site Linmited Technical |nspection (LTI)

7.1.1 Requirenent: The contractor shall establish a nine nonth inspection cycle in which they shall visit the listed USMC facilities and
performlimted technical inspections and certification in order to identify operational status and repair requirenents. This schedul e
wi || be approved by USMC PM Tank and using units 60 days prior to scheduled visits. Appendix A outlines asset |ocations and the
tentative LTI schedule.

In accordance with the nine nonth certification cycle specified by the contractor, certification of the GPlA will be perfornmed by the
contractor in accordance with USMC Tl-4733-15/1X. The contractor nust be certified | SO 9000, ANSI 2540, or NAVLAP in order to perform
and charge the USMC for this service. The contractor shall provide certifications to the Government (MARCORSYSCOM via fornal corporate
| etterhead correspondence to substantiate such certification. In order for the contractor to performthe specified certification, the
contractor is authorized to procure a FLUKE nulti-neter.

7.1.2 Performance Standard: Contractor shall establish a nine nonth inspection cycle in which they shall visit the USMC MLA1 DSESTS
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sites. Sixty days prior to scheduled visit, field service representative(s) (FSR(s)) shall deliver a schedule of visits to the PM Tanks
Tools & Test Project Oficer using units. Al conflicts and issues with scheduling visits will be resolved in a tinely and expeditious
nmanner .

7.1.3 Acceptable Quality Level: Ensure fleet readiness and mssions are not inpacted by unservi ceabl e MIA1 DSESTS.
7.2 Software Updates

7.2.1 Requirenent: The contractor shall incorporate all applicable updates required to the MLA1 DSESTS to maintain conpatibility between
the CSFM DSESTS and the current USMC MLAL configuration. Software updates shall utilize current U.S. Arnmy DSPS | evel s as baseline, which
may or may not contain unique USMC applicabl e software updates. USMC PM Tank and PCO shall be notified of any software di screpancies as
these will be handl ed on a case by case basis. These tasks are to be perforned in conjunction with the LTI schedule.

The contractor shall provide technical engineering support in an effort to determne and cost inpacts as a result of conpatibility
issues that may arise due to the USMC and US Arny maintaining different DSESTS configurations.

7.2.2 Performance Standard: The contractor shall notify PM Tanks of any software conpatibility issues between the USMC MLAL DSESTS and
the Arny CSFM DSESTS configurations and suggest potential solutions.

7.2.3 Acceptable Quality Level: Shall neet approval by PM Tanks DSESTS Manager by the contractor providing any software di screpancies
and potential solutions to PM Tanks DSESTS Manager .

7.3 Conponent Repairs

7.3.1 Requirenent: DRS TEM may use obsol ete conponents where applicable to repair and naintain required DSESTS assets for exchange and
fielding to units. In addition, DRS TEM nay nmake a witten request for material and/or service purchases to support the repair of the
units DSESTS equi prent and GFE assets. Approval for such purchases requires witten authorization fromthe COR

7.3.2 Performance Standard: The contractor shall nmaintain traceability of all of the USMCs returned conponents. The contractor shall
al so conplete an initial evaluation to identify operational status and repair requirenents.

7.3.3 Acceptable Quality Level: The contractor shall ensure fleet readiness and nmissions are not inpacted by unserviceable MIA1 DSESTS.
7.4 CONUS and OCONUS SUPPORT

7.4.1 Requirenent: The contractor shall provide technical support to the CONUS USMC MLA1 CSFM DSESTS user conmunity throughout the year.
The technical support shall consist of telephone and emai|l communications between the USMC users and the contractor point of contact in
order to resolve technical problens that may arise by the users. The contractor shall provide to USMC support a toll free tel ephone
nunber and email address to be used during specified hours of operation provided by the contractor. The contractor shall travel to the
USMC user location in the event the technical issues cannot be resolved by other neans.

The contractor is not required to provide on-site CLS support to OCONUS | ocations under this SON The contractor is authorized to ship
DSESTS equi pnent required to support OCONUS | ocations through PM Tank at Quantico for forwarding to the end user.

7.4.2 Performance Standard: FSR (s) shall provide technical support to US Marines, depots, and other |ocations that are equi pped with
MLAL1 Direct Support Electrical System Test Sets. Al issues shall be resolved in a tinely and expeditious manner.

7.4.3 Acceptable Quality Level: The contractor shall ensure fleet readiness and m ssions are not inpacted by unservi ceable MLA1 DSESTS.
7.5 User Training

7.5.1 Requirenent: The contractor personnel shall conduct in depth DSESTS training sessions for Marines, and civilians, specifically
USMC MLA1 DSESTS operators during each facility visit. In depth training shall provide know edge on the USMC MLA1 DSESTS equi pnent, all
di agnostic informational tools, and updates on new and existing Test Program Sets (TPSs) and any changes to the Automated Test

Equi pnent. The contractor shall make all efforts available to coordinate with each unit to ensure the necessary training materials are
available prior to arrival and maxi mum participation of the using units is acconplished. Training shall consist of a mninumof one day
instruction with a maxi mrum of 3-5 students per set in 2 each 4 hour sessions with a maxi mum of 10 students per visit per unit. Training
shal | consist of theory of operation and hands-on operation.

7.5.2 Performance Standard: trainees shall achieve a |level of understanding required to performtheir m ssion as USMC MLA1 DSESTS
operators and nmintainers. The standard shall be neasured via an end of the course student survey (See attached custoner survey)

At each training course, the contractor shall provide each unit with 1 training CD per student that is conpatible with any standard
conputer, as well as any other training materials that may be needed for the units to conduct follow on training. The training CDs shall
be standard Arny base Conputer Based Training CDs with no specific USMC applications.

7.5.3 Acceptable Quality Level: No nore that 2 negative surveys subnmitted at the conpletion of each training event. If nore than 2 are
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received, the contractor shall take action to make the appropriate fixes as needed such that the problemis not repeated in subsequent
training. Action shall be coordinated with COR

7.6 The contractor shall provide support for DSESTS Shelter System (DSS). The contractor shall provide the sane |evel of support for DSS
as outlined in appendix A and Para 4.1 for DSESTS (Wb2H09- 06- G 0001 Delivery Order BR0O8) in regards to onsite visits, inspection,
reporting and other technical support outlined. The contractor shall provide repair support on as required basis and allocate funding to
requisition, ship and coordination of long |lead repair parts and conponents necessary to return the DSS assenbly to a m ssion ready
status.

7.7 Deliverables:

7.8 Requirenment: The contractor shall submit a Monthly Equi pment Status Reports on the status and |ocation of all USMC MLAl1 CSFM DSESTS
in accordance with CDRL A019, Attachment 0002. The contractor shall also submt a Performance Cost Report detailing the budget, current

period hours consunmed, cunulative actual, material dollars consumed, and associated funds spent in accordance with Attachment 0002, CDRL
A001.

The contractor shall submit Trip Reports identifying the condition of USMC MLA1 CSFM DSESTS upon arrival at a USMC facility, repairs
performed and final condition upon departure. These reports shall be turned in within 60 days of conpletion of site visit. These reports
shal | al so include any recommendations regardi ng i nprovenents necessary to naintain the USMC readi ness |level in accordance with

At tachment 0002,

CDRL A002.

7.9 Performance Standard: The contractor shall submt Mnthly Equi prent Status reports and Performance Cost reports to the COR and PM
Tanks DSESTS Manager by the 10th of each nonth. The contractor shall also submit Trip Reports to the DSESTS manager within 60 days of
conpl etion of site visit.

7.10 Acceptable Quality: Shall neet approval by Product Manager (PdM Tanks DSESTS Manager .
7.11 Schedul e:

The contractor shall review Appendix A in conjunction with the COR and devel op specific dates for onsite visits. This shall be
acconpl i shed within 60 days of contract award. |f a schedule change is in the best interest of the unit visited and in the availability
of contractor personnel to execute the statenent of work, the schedule wll be changed.

7.12 Required Travel: See Appendix A
7.13 GGFP/IE/M | :

7.14 Requirenent: The contractor shall maintain at their facility three fully functional and SL-3 conplete DSESTS, provided by USMC in
accordance with the SL3-09375A, excluding the Mbile Expansible Container Configuration (MEEC). Two sets will be utilized for operation
readi ness spares for the MEFI (west coast)/ MEFI| (east coast) assets. The other set will be utilized as a Queen to facilitate repairs
of DSESTS unserviceable and TPS validations in the event a SLV conponent of the DSESTS is in need of higher echel on naintenance that
cannot be performed at the using unit. This will allow the contractor to exchange the SLV deficiency with mninal equipment downtime to
the using units. Wen authorized by PM Tank, all replacenent SLV conponents provided by the contractor to the using unit shall be
delivered within seven to ten business days CONUS only. The contractor is not responsible for retrograde to the unserviceable SLV
conponent fromthe using unit. PM Tank will publish guidelines fromthe using units to define retrograde of the unserviceabl e/ obsol ete
SL-V conponents and exchange procedures. The contractor is not responsible for conpleteness of the unserviceable SLV conponent received
fromthe using unit. Discrepancies relating to inconplete SLV conponents are shipping instructions fromusing units which shall be
reported to and resolved by PM Tank. The contractor is authorized to maintain additional obsolete equipnent at its facility at the
witten direction of COR

DRS- TEM shal | maintain spare USMC Power Supplies NSN 6130-01-475-9999 (Sniths Industries/Aerospace Avionics) or NSN 6130-01-531-9927
(XANTRAX) and fiel ded nodel s of Panasoni ¢ Tough Book | aptop conputers. These will be used for exchange w th unserviceabl e equi pment at
the using units. The contractor shall not be responsible for the warranty or repair of any of these power supplies, |aptop conputers, or
their associated cables.

PM Tank is to provide three field service representatives (FSRs) with CACID cards to facilitate on-site support for the USMC end users.
PM Tank will also provide DRS-TEMwith a @snc.nm| email address to facilitate gl obal support to the USMC DSESTS end users that will be
retrieved by both PM Tank and DRS- TEMs FSRs.

DRS- TEM has the approval of PM Tank to transfer all GFE/GFM currently bei ng managed by DRS-TEM under W52H09- 06- G 0001- Order BRO8 and
Wb6HZV- 12- C- 0347 to the new contract.

7.15 Performance Standard: Equi pnent shall be maintained via the use of existing technical nmanuals, shop tools, Government furnished
equi pnrent, and parts as needed to maintain the conponents. Contractor shall identify all conponents that need repair and identify those
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conponents and/or parts necessary to bring the conponent back to a condition code B neaning that it is 100% operational but not
cosnetically perfect.

7.16 Acceptable Quality Level: Shall neet approval by PM Tanks DSESTS Manager by providing status of conponents and by identifying what
is needed to repair the conponents.

7.17 Contractor Manpower Reporting (CWR):

The O fice of the Assistant Secretary of the Arny (Manpower and Reserve Affairs) operates and namintains a secure Arny data collection
site where the contractor shall report ALL contractor manpower (including subcontractor manpower) required for perfornmance of this
contract. The contractor is required to conpletely fill in all the information in the format using the foll owi ng web address:

\ *HYPERLI NK"ht t ps: // cont r act or manpower . ar ny. pentagon. m | “htt ps:// contract or manpower . arny. pentagon. m|. The required information

i ncl udes:

(1) Contracting office, Contracting Oficer, Contracting Oficers Technical

Representati ve;

(2) Contract nunber, including task and delivery order nunber;

(3)Begi nning and endi ng dates covered by the reporting period;

(4) Contractor names, address, phone nunber, e-mail address, and identity of contractors enployee entering data;

(5)Estimated direct |abor hours (including sub-contractor hours);

(6)Estimated direct |abor dollars paid this reporting period (including sub- contractor dollars;

(7) Total paynments (including sub-contractors);

(8) Predomi nant Federal Service Code (FSC) reflecting services provided by contractor (and separate predomi nant FSC for each
subcontractor if using a different FSO);

(9)Estinated data col | ection cost;

(10) Organi zational title associated with the Unit Identification Code (UC) for the Arny Requiring Activity (the Arny Requiring Activity
must provide the contractor with its U C for the purposes of reporting this information);

(11) Locations where contractor and sub-contractors performthe work (specified by zip code in the United States and nearest city,
country, when in an overseas |ocation, using standardi zed nonencl ature provi ded on website);

(12) Presence of depl oyment or contingency contract |anguage; and

(13) Nunmber of contractor and sub-contractor enployees deployed in theater this reporting period (by country).

As part of this submi ssion, the contractor shall also provide the estimated total cost, if any, incurred to conply with this reporting
requirenent. Reporting period will be the period of performance not to exceed 12 nonths ending 30 Septenber of each governnent fiscal
year and nust be reported by 31 Cctober of each calendar year. Contractors may use a direct XML data transfer to the database server or
fill inthe fields on the web site. XM direct transfer is a format for transferring files froma contractors systemto the secure web
site without the need for separate data entries for each required data el ement. The specific formats for the XM. direct transfer nay be
downl oaded fromthe web site.

7.18 Period of Performance (POP):
The PCOP for this effort shall be a mninumtwenty-four nonths.

8. Security Guidelines

8.1 Security Cassification Specification

The contractor shall adhere to the requirements of the DD Form 254 (Attachment 0020) (Contract Security C assification Specification)
for the protection of the unclassified information, CU, and classified information, data, hardware, and software generated for or
provided in support of the program To preserve national security interest, the contractor shall ensure all aspects of the contract and
work perforned are evaluated for conformance with security procedures and standards. The contractor shall evaluate all products for
security inplications and prepare appropriate security docunments and pl ans.

8.2 Classification

The contractor shall ensure all personnel working on handling/access to classified information neet the Secret clearance and access
requirenents. Refer to the DD Form 254 (Attachment 0020) for additional security and personnel requirenents.

8.3 Manage Security

The contractor shall manage security activities at the unclassified, CU, and all applicable classification |evels enconpassing all
security disciplines (Information Security, Operations Security, Anti-Terrorismand Force Protection, International Security, Physical
Security, Communications Security, Information Systems Security, and Personnel Security). This requirenment is to utilize the above

security functions to protect the prograns information and technol ogy.

8.4 Public Rel ease Requests
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Except for information previously approved for public release by the Government, the Contractor shall not release any information
regarding the work performed under this contract outside of (i) the United States Government, (ii) its own facility, (iii) its
subcontractors performng work at any tier, (iv) Associate Contractors, at any tier, and (v) any other individual or entity that is not
contractual ly bound to protect Information frompublic release without first obtaining approval for Public Rel ease.

The contractor shall screen all information subnmitted for determination of public release to ensure it is both unclassified and
technically accurate. A letter of transmittal nust certify the review Programinformation shall not be rel eased outside program
channel s in accordance with the distribution statenent until the review process is conplete. Refer to the Security Cassification Guide
(Attachment 0019) on public release of information for additional information. Al requests shall be submtted through the PCO for

adj udi cation. The programrequires 45 working days to process the request and render a decision.

The Contractor shall submit all requests for public-rel ease approval through the PCO for a review by a Governnment technical and Security
personnel, culmnating in a determnation by the Public Affairs Oficer (PAO (in accordance with DFARS C ause 252.204-7000). The PAO
will, after appropriate review, either authorize or reject the request to dissem nate Government infornation publicly. Note that

aut hori zation may be given contingent on specified changes being made to the material for which public rel ease has been requested.
Requests for public release shall be sent electronically via encrypted enmil using cryptographic products that are National Institute
for Standards and Technol ogy/ National |nformation Assurance Partnership (N ST/ Nl AP) approved or mail the Conpact Disc/Digital Video D sc
(CD'DVD) using U S. Postal First Class mail.

8.5 Controlled Unclassified Information (CU)

CU provided to or generated pursuant to this contract shall be protected. The procedures for the protection of CU are outlined in the
CU Attachment (Attachment 0045).
8.6 Information Fl owdown

The contractor shall ensure the security requirements and gui delines contained in section 8 is flowed down to U S. subcontractors,
teammat es and consul tants.

8.7 Qperations Security (OPSEC) Requirenents

The contractor is not required to produce an OPSEC Plan. All U S. contractors with access to CU or classified infornation shall be
required to follow the ABCT OPSEC Pl an (Attachment 0046). To ensure awareness of the ABCT OPSEC Pl an, the contractor shall provide
annual training for all Abrams personnel on the contents of the ABCT OPSEC Pl an. New Abrans personnel shall receive ABCT OPSEC Pl an
specific training within 30 days of program assignnment. Contractors shall maintain record of conpliance with the ABCT OPSEC pl an
training requirenent for all personnel supporting Abrams. OPSEC conpliance records shall be available for Governnent Security Oficer to
review sixty days after contract award and on an annual basis thereafter.

9. CAC and Installation Access ldentification

9.1 Issuance: Contractor enployees requiring access to Departnent of Defense (DoD) conputer networks and systens or traveling OCONUS
shal | be issued a CAC as expl ai ned at http://ww. cac. m |/ conmon- access-card/ getting-your-cac/for-contractors/.

9.2 Protection and Handling of ldentification (ID) Cards and Reporting Lost or Stolen Cards: For CAC, refer to

http://ww. cac. mi | / conmon- access- car d/ nanagi ng-your-cac/ . CAC shall be displayed while on the installation on the front of the outer
garment between the shoul der and waist. The contractor is responsible for ensuring all CACs are properly safeguarded and accounted for
at all tinmes. The contractor shall immediately file an Arsenal Police report in cases of loss, theft, forgery, or dammge.

9.3 Return of ID Cards: Contractor enployees in possession of a CAC shall be responsible for turning in the CAC | AWFAR 52.204-9 and
Local O ause 52.204.4600. CACs are property of the U S. Governnment and shall be returned upon separation, resignation, firing,
termination of contract or affiliation with the DoD, or upon any other event in which the individual no longer requires the use of the
CAC.
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*** END OF NARRATI VE C0001 ***

Status Regulatory Gte Title Dat e
C- 1 CHANGED 52. 209- 4020 ANTI - TERRORI SM (AT) LEVEL | TRAI NI NG REQUI REMENT JUL/ 2014
(TACOV

Al'l contractor enpl oyees, including subcontractor enployees, requiring access to Arny installations, facilities, or controlled access
areas shall conplete AT Level | awareness training within 60 cal endar days after contract start date or effective date of incorporation
of this requirenment into the contract, whichever applies. The contractor shall submt certificates of conpletion for each contractor
enpl oyee and subcontractor enployee requiring access to Arny installations, facilities, or controlled access areas to the COR (or to the
contracting officer, if a CORis not assigned) within 60 cal endar days after conpletion of training AT Level | awareness training is
available at https:jkodirect.jten.m| Course# JS-UA007-14.

G2 CHANGED 52. 209- 4022 i WATCH TRAI NI NG JUL/ 2012
(TACOM

The contractor and all associ ated subcontractors shall brief all enployees on the l|ocal iWATCH program (training standards provi ded by
the requiring activity Anti-Terrorism O ficer (ATO). This locally developed training will be used to inform enployees of the types of
behavi or to watch for and instruct enployees to report suspicious activity to the COR This training shall be conpleted wthin 60
cal endar days of contract award and within 60 cal endar days of new enpl oyees comrenci ng performance, with the results reported to the
COR no later than 60 cal endar days after contract award. Training nay be obtained at
http://ww. myar myonesour ce. conl f am | ypr ogr ansandser vi ces/ i wat chpr ogr anf def aul t. aspx.

(End of O ause)

G 3 ADDED  52. 204- 4020 ACCESS AND GENERAL PROTECTI ON/ SECURI TY POLI CY AND PROCEDURES JUN/ 2012
(TACOM

The contractor and all associated subcontractors enpl oyees shall conply with applicable installation, facility, and area conmander
installation and facility access and | ocal security policies and procedures (provided by the Governnment representative). The contractor
shall also provide all information required for background checks to nmeet installation access requirements to be acconplished by the
installation Provost Marshal Ofice, Director of Energency Services, or Security Ofice. The contractor workforce nmust conply with all
personal identity verification requirenents as directed by DoD, HQDA, and/or local policy. In addition to the changes otherw se
authorized by the changes clause of this contract, should the Force Protection Condition (FPCON) at any individual facility or

instal lati on change, the Governnent may require changes in contractor security natters or processes.

(End of O ause)

G4 ADDED  52.204- 4021 CONTRACTOR EMPLOYEES WHO REQUI RE ACCESS TO GOVERNMENT | NFORVATI ON JUN/ 2012
(TACOM SYSTEMS

Al'l contractor enpl oyees shall be registered in the ATCTS (Arny Training Certification Tracking System) at commencenent of services and
must successfully conplete the DoD I nformati on Assurance Awareness training prior to access to the infornmation system and annually
thereafter.

(End of O ause)

G5 ADDED  52.204- 4022 REQUI REVENT FOR AN OPSEC STANDI NG OPERATI ON PROCEDURE/ PLAN JAN 2014
(TACOM

a. The contractor is subject to provisions of the TACOM LCMC OPSEC St andi ng Operating Procedures (SOP/Plan), or other U S. CGovernnent
OPSEC pl an, per AR 530-1, Operations Security. This SOP/Plan specifies the governments critical information, why it needs to be
protected, where it is located, who is responsible for it, and how to protect it.
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b. The contractor will receive a copy of the SOP/Plan at time of award. Local form STA Form 7114 (or simlar) will be used to docunent
and record security OPSEC revi ews which are conducted by G2, TACOM LCMC or individual organizations supporting OPSEC Officers.

c. The contractor shall identify an individual who will be an OPSEC Coordinator. The contractor will ensure that this individual is

OPSEC Level |.

(End of d ause)

C-6 ADDED 52.209-4021 ANTI - TERRORI SM (AT) AWARENESS TRAI NI NG REQUI REMENT FOR CONTRACTOR JUN 2012
(TACOV PERSONNEL TRAVELI NG OVERSEAS

Contractor enployees and associ ated subcontractor enpl oyees shall receive governnent-provided Anti-Terrorism (AT) awareness training
specific to the area of responsibility (AOR) as directed by AR 525-13. Specific ACR training content is to be directed by the conbatant

commander, with the unit Anti-Terrorism Oficer (ATO being the |ocal point of contact.

(End of O ause)

C- 7 ADDED 52.209-4024 | NFORVATI ON ASSURANCE (| A) / | NFORMATI ON TECHNOLOGY (I T) TRAI NI NG JUN 2012
(TACOW
Al'l contractor enpl oyees and associ ated subcontractor enployees nust conplete the DoD | A awareness training before i ssuance of network
access and annually thereafter. Al contractor enployees working |A/IT functions nust conply with DoD and Arny training requirenents in

DoDD 8570. 01, DoD 8570.01-M and AR 25-2 within six nonths of enploynent.

(End of d ause)
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SECTI ON G - CONTRACT ADM NI STRATI ON DATA

PRON
AVS CDY
LI NE M PR/ OBLG JO NO | NCREASE/ CUMULATI VE
| TEM GFEBS ATA STAT ACCT ASSI GN ACRN PRI OR_AMOUNT DECREASE AMOUNT
6006CB EHAMDOG0OEH 2 S. 0024707.1.1 BK $ 0.00 $ 534, 586. 29 $ 534, 586. 29
NET CHANGE $ 534, 586. 29
| NCREASE/
ACRN  ACCOUNTI NG CLASSI FI CATI ON DECREASE
BK 021 201420142020 AGOEE 123207VFRE 2571 L036353449 S.0024707.1.1 021001 $ 534, 586. 29
NET CHANGE $ 534, 586. 29
PRI OR AMOUNT | NCREASE/ DECREASE CUMULATI VE
OF AWARD AMOUNT OBLI G AMI
NET CHANGE FOR AWARD: $ 31, 631, 457. 90 $ 534, 586. 29 $ 32, 166, 044. 19
LI NE
| TEM ACRN EDI/SFIS ACCOUNTI NG CLASSI FI CATI ON

6006CB BK 021 201420142020 AGOEE 123207VFRE 2571 L036353449 S.0024707.1.1 021001
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SECTI ON H - SPECI AL CONTRACT REQUI REMENTS
H 16 GOVERNMVENT FURNI SHED PROPERTY

DRS-TEM i s hereby authorized the rent-free use of all CGovernnent Property referenced in Section A of this nodification, associated with
contract:

Ws6HZV-12- C- 0199
The fol |l owi ng Governnment Furnished Property is hereby incorporated into this contract:

Gover nment Furni shed Materi al

NSN NOVENCLATURE QTY UNIT PRI CE TOTAL PRI CE

5998-21-920-2730 Circuit Card Assenbly 2 EA $9, 662. 77 $19, 325. 54
5998- 01-499-7959 Circuit Card Assenbly 2 EA $9,662.77 $19, 325.54
5998- 01- 530- 3005 TRU A3 CCA 1 EA $12,020.00 $12, 020. 00
4320-01-179-7639 Punp Rotary 1 EA $823.00 $823.00

2540- 01- 255- 3347 Service Kits 6 EA $603. 45 $3,620. 70
4330-01-118-2868 Service Kit 1 EA $582.06 $582.06

6130- 01- 242- 2453 Li ne Repl aceable Unit Power Supply 3 EA  $37,783.00 $113, 349. 00
Noun Seri al Nunber Qy Acqui si tion Cost Tot al Cost
DvDB 4038332- 001 1 $40, 000 $40, 000

NSN 5855-01- 537- 1406
P/ N 12484070

DvDB 4038332- 004 1 $50, 000 $50, 000
NSN 5855- 01- 537- 1406
P/ N 12484070

DvDB 4017292- 001 1 $74, 044 $74, 044
NSN 5855- 01- 537- 1406
P/ N 12484070

DVE Cabl e 3788 1 $27, 000 $27, 000
NSN 5995- 01- 480- 6389
P/'N 3219750- 1

DVE Sensor 20215 1 $ 7,000 $ 7,000
NSN 5855- 01- 480- 4876
P/'N 3253259-9

Drivers Display Panel DSN F0300 1 $22, 126 $22, 126
NSN 5999- 01-541- 1770
P/'N 12466033- 3

Di spl ay DVE F024008 1 $5, 000 $5, 000
NSN 5980- 01- 480- 4875
P/ N 3245325- 3

Fl at Panel Display DTZ- FOO11 1 $13, 382 $13, 382
NSN 5980- 01- 480- 4875
P/ N 12466033-3

VB8 DVDB 6133875- 003 1 $40, 000 $40, 000
NSN 5855- 01- 537- 1406
P/ N 12484070

VB8 DVDB 6000003- 001 1 $40, 000 $40, 000
NSN 5855-01- 537- 1406
P/ N 12484070

V88 DvVDB 6141050-001 1 $40, 000 $40, 000
NSN 5855- 01- 537- 1406
P/ N 12484070
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Sti nul at or 6223754-001 1 $60, 000 $60, 000
P/'N PE73185

Sti nul at or 6223754- 002 1 $60, 000 $60, 000
P/'N PE73185

I ncorporated via nodification P00036.

NSN NOVEN. qQry/ u DOCUMENT NUMBER Ss UP TOTAL COST
7025-01-571-7203 Di spl ay 1 EA WE6(QKC- 4141- 2000 B14 $21, 532. 00 $21, 532. 00
7025-01-615-2058 Displ ay 1 EA WB6QKC- 4141- 2001 B14 $15, 965. 00 $15, 965. 00
5998- 01-539-4519 CCA 1 EA Wb6(QKC- 4141- 2002 B14 $23, 837. 00 $23, 837. 00
6130- 01-575-0929 Control 1 EA WE6(QKC- 4141- 2003 AKZ $1,328.00 $1, 328. 00

Gover nment Fur ni shed Equi pnent
NSN SIN NOVENCLATURE QTY UNNT PRICE TOTAL PRI CE
2350- 01- 436- 0005 2AGR0672Y Bradley Fighting Vehicle 1 EA $3, 500, 000. 00 $3,500, 000.00

H 17 Use of CGovernnent Furni shed Property, as authorized in H 16 above, shall be in accordance with 52.245-1 Governnent Property, and
52.245-9 Use and Charges, both incorporated by reference within Section | of the base contract.

H 18 All equiprment listed in section Ais provided to the contractor in an "as-is" condition per 52.245-1(d)(2)(iii).

*** END OF NARRATI VE HO002 ***

I
AR
©

ATTACHVENT 45

ADDI TI ONAL GUI DELI NES FOR CONTROLLED UNCLASSI FI ED | NFORMATI ON
General : There are types of information that are not classified but that require application of access and distribution controls and
protective nmeasures for a variety of reasons. This information is known as controlled unclassified information (CU). The types of
information considered CU for the programare information marked For Official Use Only by the U S. Government and technical data. Wen
handling CU naterial, all personnel are to conply with these requirenents and follow their conmpany policy and/or applicable Proprietary
I nformati on Agreenents (PIA) concerning the protection of proprietary information in situations not clearly stated herein.
Technical Data Description: Any recorded information related to experinental, devel opnental, or engineering works that can be used to
define an engineering or nanufacturing process, or can be used to design, procure, produce, support, maintain, operate, repair, or
overhaul program material. The data may be graphic or pictorial delineations in nedia (e.g., conputer software, draw ngs, or
phot ographs), text in specifications, related performance or design docunents, or conputer printouts. Exanples of technical data include
research and engi neering data, engineering draw ngs, and associated |lists, specifications, standards, process sheets, manuals, technical
reports, catalog-itemidentifications, and related information, and conputer software docunentation.
For Official Use Only (FOUO) Information Description: For Official Use Only (FOUO) is a Governnent designation applied to unclassified
information that may be exenpt from mandatory release to the public under the Freedomof Information Act (FO A). FOUO information
includes information identified as such in the Security Cassification Guide or information froma governnment docunment marked FOUO
CU _Mar ki ngs
Mar ki ng of FOUO documents will be in accordance with Arny Regul ation (AR) 25-55. Information extracted froman FOUO docunent will carry
the FOUO marking until formally reviewed by the government. AR 25-55 can be found at http://ww. apd. arny. m|/pdffiles/r25_55. pdf.
Mar ki ng of Technical Data will include the statenent provided in the Security Cassification Guide. If the contents of the technical
docurent require nore than one Distribution Statenent, apply the nost restrictive statenment. This does not preclude additional nandated
mar ki ngs as may be required by the contract.
Protection of CU Infornation
Access: CU may be released only to an individual who has a valid need for such access in connection with the acconplishment of a | awf ul
and aut hori zed Government purpose. Information in any nedia format may only be dissem nated on a need-to-know basis. The need-to-know
restricts the use or dissemnation of CU data to those individuals or organizations with direct affiliation with the given program or
project. Further dissem nation of such information will be at the discretion of the Government Security Manager. Personnel no |onger
requiring access to CUl nust dispose (see Disposal below) or surrender any in their possession and termnate future access to it.
Storing/Handling: During working hours, take reasonable steps to minimze risk of access to CU by unauthorized personnel. After working
hours, when not in physical possession of the owner, all CU (whether hardcopy or nedia that contains CU) nust be afforded a reasonable
degree of physical protection to prevent theft of programinformation (e.g., store CU infornmation in |ocked desks or file cabinets,
| ocked roons, cable |lock laptops, storing in a trunk, storing out of site or simlar means). Do not display CU in public places (e.g.,
airports, airplanes, restaurants). Conputers used to process CU do not need to be accredited for classified use, but shall be in
accordance with DFARS 252. 204- 7012 Saf eguardi ng of Unclassified Controlled Technical Information. Do not process CU on public
computers (e.g., those available for use by the general public in kiosks, hotel business centers), public wreless networks or conputers
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that do not have access control. Personally owned conputers and personally owned devices are not authorized to process CU. Mbile

devi ces used to store CU electronically (e.g., conpany-issued | aptops, personal electronic devices [PED]) nust be physically protected
and use NI ST/ NI AP- approved cryptographic products/algorithms. These are available at http://iase.disa. ml/pki/eca or
http://csrc.nist.gov/cryptval/. Al nedia shall be marked in accordance with the Security Cassification Guide and protected as bel ow

\' b7 Portabl e el ectronic devices (e.g., smartphones, |aptop conputers, tablets) and renovable nedia (e.g., external hard drives,
flash drives, USB drives; not including optical nmedia) nmust be physically and electronically protected as described in this instruction.
\'b7 Optical Media (e.g., DVDs, CDs) and non-portable conputers (e.g., desktop or tower conputers) are required to be

physically protected; however, they are not required to be electronically protected as described in this instruction.
Di ssenmination: CU printed docunents and naterial may be transmtted through nail channels, comercial carrier or hand-carried w thout
formal courier orders. FOUO infornmation nay be di sseminated to DoD personnel and DoD contractors to conduct official business for the
program |f dissemnation is required outside of DoD personnel or DoD contractors, contact the Government Security Manager for approval.
Technical data will follow the release instructions identified in the Distribution Statenent. Use secure conmuni cati ons whenever
possi bl e; however, land-1line tel ephones are nore secure than cellular tel ephones and should be used whenever avail able for discussions
involving CU. Transmt voice and facsimle transm ssions only when you have a reasonabl e assurance that only authorized recipients wll
have access to the transmssion. Digital transm ssion shall conply with the bel ow
\'b7 Al transm ssion and/or dissemnation of CU (i.e., enail and file transfers) nust use N ST/ N AP-approved cryptographic
products/al gorithms, e.g., DoD approved Public Key Infrastructure Certification or AVMRDEC Saf e Exchange at
https://safe.anrdec.arnmy. m|/safe. These are available at http://iase.disa.m!|/pki/eca or http://csrc.nist.gov/cryptval/. This
encryption requirenent includes comrunications that contain passcodes to teleconferences or web conferences where there is a reasonable
expectation that CU may be discussed. Wen encryption is not available, a government collaborative suite (aka Integrated Digital
Environment [IDE]) nust be used to transmt CU .
\'b7 Contractor-hosted col | aborative suites may be used for digital transmission and/or dissem nation of CU by personnel
not |ocated on a governnent backbone (e.g., N PRNET), provided the follow ng conditions apply:

Use only NI ST/ NI AP-approved cryptographic products/algorithnms. The |atest validation |ists nay be obtained at

http://iase.disa.ml|/pki/eca or http://csrc.nist.gov/cryptval/.

Use an internally hosted service that does not use a third-party collaborative suite service provider.
\' b7 Do not post CU to web pages that are publicly available or have access limted only by donmain/IP restrictions. As pernmitted
by other contract provisions, CU may be posted to web pages that control access through the use of a DoD approved Public Key
Infrastructure Certification and that provide protection via use of secure sockets, or other equivalent technol ogies. These are
avail able at http://iase.disa. ml/pki/eca.

\'b7 As new technol ogi es beconme available in the electronics arena, care should be given to providing a reasonable degree
of protection fromknown vulnerabilities.
\' b7 The Internet is Public Access. CU nust be reviewed and officially approved by the PEO GCS Public Affairs O ficer for

public release before placing on the Internet. This is not applicable when the Internet is used for e-mail transm ssions and encryption
is used as noted above.

Di sposal : Destroy CU documents by any neans approved for the destruction of classified information, i.e. cross-cut shredding or other
means that would make it difficult to recognize or reconstruct the information. Cear, purge, or destroy CU on renpvabl e nedia | AW BBP
03- PE-O 0003 Arny Information Assurance Sanitization of Media to AR 25-2. This is available at https://informationassurance.us.arny.ml.
Report of Loss of CUI: Report any loss of CU or loss of CU froma contractor information systemthat is known to the contractor within
the period of performance of this contract to the Government Security Manager. Initial reports shall be made as expeditiously as
possible in all cases within 72 hours of discovery. If additional information is required after subm ssion and review of the initial
report, guidance will be provided at that tine. Mark any reports For Official Use Only, exenptions 2 and 5 apply. Initial report content
shall include the follow ng information as avail able.

\' b7 Appl i cabl e dates, including dates of conpronise and dates of discovery

\' b7 Threat net hodol ogy, including all known resources used (e.g. |P addresses, domain names, software tools)

\'b7 Account of what actions the threat(s) may have taken on victim systeni network

\' b7 What infornmation nay have been conpronised, exfiltrated, or lost, and its potential inpact on governnent prograns

Report of Cyber Intrusions: Report cyber intrusions or other conprom ses of CU to your supporting counterintelligence office, which
will informthe DoD-DI B Common | nfornmation Sharing Environment (DCISE). Notify the Governnent Security Manager of any incidents as

well. Refer to Report of Loss of CU for what needs to be reported, when, and how.

*** END OF NARRATI VE HO003 ***
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