[image: image1.wmf]ORDER FOR SUPPLIES OR SERVICES

PAGE 1 OF

13

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

2. DELIVERY ORDER/ CALL NO.

3. DATE OF ORDER/CALL

W56HZV-05-P-L503

(YYYYMMMDD)

4. REQ./ PURCH. REQUEST NO.

5. PRIORITY

2004 Sep 22

SFAEGC-SAB0-0305

DO-A4

6. ISSUED BY

CODE

W56HZV

7. ADMINISTERED BY 

(if other than 6)

CODE

W56HZV

U.S. ARMY TACOM

6501 E. 11 MILE ROAD

WARREN MI 48397-5000

U.S. ARMY TACOM

AMSTA-AQ-ABRD/MS 322

ELAINE CHUTORASH 586-574-7252

CHUTORAE@TACOM.ARMY.MIL

WARREN MI 48397-5000

8. DELIVERY FOB

DESTINATION

X

OTHER

(See Schedule if other)

9. CONTRACTOR  

CODE

0BP00

FACILITY

10. DELIVER TO FOB POINT BY (Date)

CAPITAL COMPUTER SOLUTIONS

MITCHELL NICHOLS

46926 MAGELLAN DRIVE

WIXOM MI 48393-3699

(YYYYMMMDD)

11.

MARK IF BUSINESS IS

SEE SCHEDULE

X

SMALL

NAME

AND

12. DISCOUNT TERMS

Net 30 Days

SMALL

DISADVANTAGED

ADDRESS

WOMEN-OWNED

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

SEE PROMPT PAYMENT (INVOICES)

14. SHIP TO

U.S. ARMY TACOM

SEE SCHEDULE FOR DELIVERY INFORMATION

WARREN MI 48397-5000

CODE

W56HZV

15. PAYMENT WILL BE MADE BY

CODE

HQ0304

DFAS-ST LOUIS

DFAS-STL-FPV  BLDG 110  PO BOX 200009

ST LOUIS MO 63120-0009

MARK ALL

PACKAGES AND

PAPERS WITH

 IDENTIFICATION

NUMBERS IN

BLOCKS 1 AND 2.

TYPE

CALL

ORDER

OF

PURCHASE

16. 

DELIVERY/

X

This delivery order/call is issued on another Government agency or in accordance with and subject to terms and conditions of above numbered contract.

Reference your quote dated

2004 Sep 17

Furnish the following on terms specified herein.

REF:

Email quote / Mitch Nichols

ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 

ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS

AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

(YYYYMMMDD)

DATE SIGNED

If this box is marked, supplier must sign Acceptance and return the following number of copies:

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

See Schedule

18. ITEM NO.

19. SCHEDULE OF SUPPLIES/ SERVICES

20.

QUANTITY

ORDERED/

ACCEPTED*

21. UNIT

22. UNIT PRICE

23. AMOUNT

SEE SCHEDULE

24. UNITED STATES OF AMERICA

* If quantity accepted by the Government is same as

TEL:

586-574-7146

quantity ordered, indicate by X.  If different, enter actual

EMAIL:

lentzj@tacom.army.mil

25. TOTAL

26.

DIFFERENCES

$5,000.00

quantity accepted below quantity ordered and encircle.

BY:

JAY E. LENTZ

CONTRACTING / ORDERING OFFICER

27a. QUANTITY IN COLUMN 20 HAS BEEN

INSPECTED

RECEIVED

ACCEPTED, AND CONFORMS TO THE

CONTRACT EXCEPT AS NOTED

b.  SIGNATURE OF AUTHORIZED GOVERNMENT REPRESENTATIVE

c.  DATE

(YYYYMMMDD)

d.  PRINTED NAME AND TITLE OF AUTHORIZED

 GOVERNMENT REPRESENTATIVE

e.  MAILING ADDRESS OF AUTHORIZED GOVERNMENT REPRESENTATIVE

39. DATE RECEIVED

28. SHIP NO.

29. DO VOUCHER NO.

30.

INITIALS

40.

TOTAL

CONTAINERS

f.  TELEPHONE NUMBER

g.  E-MAIL ADDRESS

PARTIAL

32. PAID BY

FINAL

33. AMOUNT VERIFIED

CORRECT FOR

36. I certify this account is correct and proper for payment.

31. PAYMENT

a.  DATE

b.  SIGNATURE AND TITLE OF CERTIFYING OFFICER

COMPLETE

34. CHECK NUMBER

(YYYYMMMDD)

PARTIAL

FINAL

35. BILL OF LADING NO.

37. RECEIVED AT

38. RECEIVED BY 

(YYYYMMMDD)

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

DD Form 1155, DEC 2001

PREVIOUS EDITION IS OBSOLETE.


Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1
	Each
	$5,000.00
	$5,000.00 

	
	MAINTENANCE OF COMPUTER HARDWARE

T&M

CEILING AMOUNT xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

SUBJECT TO AVAILABILITY OF FY '05 FUNDS

T&M LABOR RATE:  $38.02 per hour

Maintenance service for the Kuwait Management Office ADP assets, as defined in the Statement of Work herein.

This order reflects a continuation of services under DAAE07-04-P-L502

Point of Contact / Performance Certifier:

Malvin Glass 

SFAE-GCS-AB-K

38600 Van Dyke - Suite 100

Sterling Heights, MI 48312

586 826-7600

                 and

Michael Rehm

SFAE-GCS-AB-K

38600 Van Dyke - Suite 100

Sterling Heights, MI 48312

586 826-7606

Performance Site:

See POC, above

PURCHASE REQUEST NUMBER: SFAEGC-SAB0-0305


	

	
	
TOT ESTIMATED PRICE
	$5,000.00 

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount

TAC: SAF
	$0.00


FOB:  Destination

Section F - Deliveries or Performance

DELIVERY INFORMATION

	CLIN 
	DELIVERY DATE 
	QUANTITY 
	SHIP TO ADDRESS 
	UIC 

	 
	 
	 
	 
	 

	0001 
	POP 01-OCT-2004 TO

30-SEP-2005 
	N/A 
	U.S. ARMY TACOM

SEE SCHEDULE FOR DELIVERY INFORMATION

WARREN MI 48397-5000

FOB:  Destination 
	W56HZV 


Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	2152020000056D803044200000000252G0000005LX2COA25024SAB00305S20113 

	AMOUNT: 
	$0.00 


SOW
KUWAIT MANAGEMENT OFFICE (KMO) COMPUTER HARDWARE SUPPORT
STATEMENT OF WORK
C.1  
SCOPE OF WORK - The scope of work (SOW) covers the requirements for maintenance of Kuwait Management Office (KMO) ADP assets.  Preinspection of all equipment is permitted.  The contractor shall furnish all labor, services, and materials to establish and maintain the requirement of the SOW.
C.1.1
Maintenance services shall not include electrical work external to the equipment except the power cable or peripheral connecting cables for such equipment or the furnishing of consumable supplies (paper, print thimbles, printer ribbons, laser toner cartridges, magnetic tape and plotter supplies0 in excess of requirements to determine the operational status of the equipment.
C.1.2
The contractor shall furnish the necessary qualified personnel, replacement parts, materials (both tangible and intangible), third party services, diagnostic hardware and software, and management of the same to perform on-site, per call repair/maintenance services for KMO Government-owned hardware listed in Attachment A, Workplace Automation Equipment Inventory.
C.2
REQUIREMENTS - The contractor shall perform repairs to ensure that the equipment is operating to the satisfaction of the Government.  The contractor shall respond to the KMO within six (6) hours from the time that a service call is placed.  Any corrective maintenance actions performed under this contract will ensure that the equipment being repaired is brought to fully operational status (operational system software must be installed and operational) no late than two (2) working days from the initiation of the request for repair.  Note:  a maintenance or repair action is deemed complete when the equipment has been brought to a fully operational condition and is available to its Government users for unrestricted use.  Equipment which is not operational within this time limit will require the contractor to furnish the KMO Contracting Officer’s Representative (COR) with a written explanation, which outlines the reason for the noncompliance and gives the estimated date when the equipment will be fully operational.
C.2.1
Specific tasks to be performed by the contractor include:
a.
Diagnostic evaluation to determine corrective action required.
b.
Performance of correction action.
c.
A written plan of action must be prepared by the contractor and submitted to the KMO COR for approval for any equipment which is expected to remain inoperable more than two (2) days after initial inspection.  The contractor is responsible for preparing the plan of action in adequate time to obtain KMO COR approval within three (3) work days of the service call.
C.3
WARRANTY - All parts and materials used and services performed on each service call shall be covered by the contractor’s labor warranty for a period of 90 days and a parts warranty of 90 days or the manufacturer’s warranty, whichever is longer, after inspection of the service call by an authorized KMO COR.  During the warranty period, the contractor shall provide all parts, labor, and material at no cost to the Government.  Warranty repairs shall be accomplished in the same manner as non warranty repairs.
C.4
EQUIPMENT - The list of equipment in Attachment A will be the initial hardware list for contract award. 
C.4.1
Parts - The KMO COR has the right to order parts without diagnosis.
C.4.2
Repair versus replace decision - The contractor shall estimate the cost of repair prior to beginning repair or as soon as practical.  The contractor shall notify the KMO COR in writing when the repair estimate is greater than 75% of the market value of the item to be repaired.  Once the KMO COR has been notified, the contractor shall stop work on the item until directed to proceed by the KMO COR.
C.4.3
Diagnostic Tools - The contractor shall provide hardware and software diagnostic tools to evaluate equipment status and be capable of running diagnostic checks from the system console or keyboard.  The hardware/software tools shall be fully compatible with the current version or release of the operating system.  Upgrades and corrections of the software tools are the responsibility of the contractor.
C.4.4
Equipment Additions/Deletions - The Government reserves the right to add/delete or replace equipment that has been listed for maintenance services required under this contract in accordance with its needs.  Such action will be accomplished by unilateral contract modification issued by the Contracting Officer.  Failure by the contractor to accept additional items of KMO Government-owned equipment may be reason for termination of the contract by the Government.  Note:  the quantity, types, and manufacturer of the equipment listed in Attachment A will vary during the life of the contract.
C.5
SERVICE CALLS - Only the KMO COR may place service calls under the terms of the contract.  KMO COR’s are identified in C.10 of the SOW.  The contractor shall provide the KMO with a designated point of contact for notification that a service call is being placed.
C.5.1
Failure to Respond - The Government reserves the right to assess the contractor one-half (1/2) the current labor rate for every hour, or portion, that he fails to respond within the allocated response time (C.2) to a call placed by the COR. - up to eight (8) hours per service call.  This credit will be applied against the contractor’s monthly billing.
C.6
PRINCIPAL PERIOD OF MAINTENANCE - Equipment maintenance shall normally be provided during the principal period of maintenance which is defined as the hours between 8:00 a.m. and 5:00 p.m., Monday through Friday, excluding Federal holidays.
C.7
MOVEMENT  AND TRANSFER OF EQUIPMENT - When the contractor removes equipment from the KMO, the risk of loss or damage shall be borne by the contractor.
C.8
CONTRACT BILLING HOUR - The billable hour commences when the contractor actually begins repair/maintenance actions and is complete at the time that the contractor ceases repair/maintenance actions.  The Government shall not be billed for more than eight (8) hours per day per employee, unless approved by the KMO COR.
C.9
RESALE/SCRAP/SALVAGE VALUE - The contractor shall identify all parts/materials removed from equipment along with the resale, scrap and/or salvage value of those parts/material.  This value is called “salvage value”.  The salvage value shall be itemized on the work order and the contractor shall deduct the salvage value from the total cost of any applicable service call.  Under this provision, the contractor is authorized to keep all replaced parts and materials.
C.10
KMO COR - The following people are authorized to make decisions as appropriate as the KMO COR:  Primary point of contact - Malvin Glass (586) 826-7600, and Secondary point of contact – Michael Rehm (586) 826-7606.
C.11
PERFORMANCE CERTIFIER – Primary, Mel Glass (586) 826-7600 and 
Alternate, Mike Rehm (586) 826-7606.
C.12   EQUIPMENT –

Description



Quantity



Dell Power Edge 2400 Server

1

                                                
Printer HP DeskJet 970


2



Proxima 2700 Desktop Projector                   1
HP Pavilion N5250 


            1
                                                        Micro 3000 586-350

                         2        
Printer HP LJ 4                                            14



      Dell OptiPlex GX260D                                 12
Section I - Contract Clauses 
CLAUSES INCORPORATED BY REFERENCE
	52.211-15 
	Defense Priority And Allocation Requirements 
	SEP 1990 
	 

	52.212-4 
	Contract Terms and Conditions--Commercial Items 
	OCT 2003 
	 

	52.9999-5002 
	TAXPAYMENT IDENTIFICATION NUMBER (DEC 1988) 
	AUG 1999 
	 

	52.213-3 
	Notice to Suppliers 
	APR 1984 
	 

	52.222-21 
	Prohibition Of Segregated Facilities 
	FEB 1999 
	 

	52.222-26 
	Equal Opportunity 
	APR 2002 
	 

	52.222-35 
	Equal Opportunity For Special Disabled Veterans, Veterans of the Vietnam Era, and Other Eligible Veterans 
	DEC 2001 
	 

	52.222-36 
	Affirmative Action For Workers With Disabilities 
	JUN 1998 
	 

	52.222-37 
	Employment Reports On Special Disabled Veterans, Veterans Of The Vietnam Era, and Other Eligible Veterans 
	DEC 2001 
	 

	52.232-7 
	Payments Under Time-And-Materials And Labor Hour Contracts 
	DEC 2002 
	 

	52.232-8 
	Discounts For Prompt Payment 
	FEB 2002 
	 

	52.232-33 
	Payment by Electronic Funds Transfer--Central Contractor Registration 
	OCT 2003 
	 

	52.232-34 
	Payment By Electronic Funds Transfer--Other Than Central Contractor Registration 
	MAY 1999 
	 

	52.233-3 
	Protest After Award 
	AUG 1996 
	 

	52.239-1 
	Privacy or Security Safeguards 
	AUG 1996 
	 

	52.243-3 
	Changes--Time-And-Material Or Labor-Hours 
	SEP 2000 
	 

	52.246-6 
	Inspection--Time-And-Material And Labor-Hour 
	MAY 2001 
	 

	52.247-34 
	F.O.B. Destination 
	NOV 1991 
	 

	52.252-2 
	Clauses Incorporated By Reference 
	FEB 1998 
	 

	52.9999-5001 
	STATE AND LOCAL TAX (DEC 1988) 
	AUG 1999 
	 

	252.204-7004 Alt A 
	Required Central Contractor Registration Alternate A 
	NOV 2003 
	 

	252.225-7001 
	Buy American Act And Balance Of Payments Program 
	APR 2003 
	 


CLAUSES INCORPORATED BY FULL TEXT
52.232-18     AVAILABILITY OF FUNDS (APR 1984)

Funds are not presently available for this contract. The Government's obligation under this contract is contingent upon the availability of appropriated funds from which payment for contract purposes can be made. No legal liability on the part of the Government for any payment may arise until funds are made available to the Contracting Officer for this contract and until the Contractor receives notice of such availability, to be confirmed in writing by the Contracting Officer.

(End of clause)

PROMPT PAYMENT (INVOICES )                                                    (JUNE 2000)

1.  In accordance with the Prompt Payment Clause (FAR 52.232.25), this guidance is provided for the submission of invoices.

2.  An invoice is the Contractor's bill or written request for payment under the order for supplies delivered or services performed.  An invoice shall be prepared and submitted to the designated billing office specified in the order.

3.  Submit your invoice, preferably by email or through other electronic means, to EITHER:

_X___ CONTRACTINVOICE@tacom.army.mil     OR

_____ the administrator at the address on the face page of this contract

(If none of these is checked, send it to the first address: CONTRACTINVOICE@tacom.army.mil  )


4.  A proper invoice must include the following items:

        (a)  Name and address of the Contractor

(b)
Invoice date

(c)
Order number or other authorization for supplies delivered or services   performed (including order number and contract line item number  CLIN)

(d)
Description, quantity, unit of measure, unit price, and  extended price of supplies delivered or services  performed. 

(e)
Shipping and payment terms (e.g., shipment number and date of shipment, prompt payment discount terms).  Bill of lading number and weight of shipment will be shown for  shipment on Government bills of lading

(f)
Name and address of Contractor to whom payment is to be sent (must be as specified in the order or in proper notice of assignment) 

(g)
Tax payer ID number. 

(h)
Any other information or documentation required by other requirements of the order (such as evidence of shipment)

NOTE:  ALL INVOICES FAILING TO PROVIDE THE REQUIRED INFORMATION WILL BE RETURNED UNPAID.

5.  Interest penalties to be paid by the Government if payment is not made within the applicable time limits specified by the Prompt Payment Act, are subject to the following conditions:

(a)  A proper invoice was received by the designated billing office   

(b)  A receiving report or other Government documentation authorizing payment was processed and there was no disagreement over quantity, quality, or contractor compliance with any term or condition.

(c)  In the case of a final invoice for any balance of funds due the Contractor for supplies delivered or services performed, the amount was not subject to further contract settlement actions between the Government and the Contractor.

(end of clause)

IS6205

52.239-4001 (TACOM)

YEAR 2000 (Y2K) COMPLIANCE                                                                                            (MAY 1999)

(a) In the event that this contract calls for the delivery of any data processing hardware, software and/or firmware (to be referred to as information technology), such deliverables shall be required to perform accurate date/time processing involving dates subsequent to December 31, 1999. The information technology shall be Year 2000 compliant upon delivery

(b) Definition. Year 2000 compliant means information technology that accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, and the years 1999 and 2000 and leap year calculations. Furthermore, Year 2000 compliant information technology, when used in combination with other information technology, shall accurately process date/time data if the other information technology properly exchanges date/time data with it.

(c) If this contract contains another provision requiring Y2K compliance, that provision shall take precedence.

***

508 / SECURITY
                                                                  508 COMPLIANCE

All hardware/software must be Section 508 compliant.  If it is deemed non- 

compliant it the responsibility of the contractor to make it compliant at the cost 

of the contractor.

If you want to know more about Section 508, please refer to the following websites:

http://section508.gov/
http://erc/admin/ercadm.htm#Accessibility
http://www.army.mil/disc4/cio/508questionaire/508intro.htm
http://www.fcw.com/fcw/articles/2001/0409/cov-main-04-09-01.asp 

AUTOMATED INFORMATION SYSTEM SECURITY REQUIREMENT.

1.  Contractor will comply with all Department of the Army Directives, AR 380-19, AMC Suppl 1 to AR 380-19 and Army Material Command (AMC) security directives, Corporate Information Office (CIO) and Directorate Intelligence Security Division, memorandums, and numbered messages.  All new systems require accreditation and certification that connect to TACOM computer systems and must be approved by the CIO before connection is accepted.  Personnel who require access to SBU (Sensitive but Unclassified) defense information because of their duties in repairing or working on Automation Information System Equipment or Software will be appropriately investigated based on the sensitivity of the ADP position held.  ADP sensitivity designations are ADP-1 for critical-sensitive, ADP-II for Noncritical-sensitive and ADP III for Nonsensitive.  Before technician can work on ADP hardware/software, Investigation must be completed.

    a. The requesting agency/contractor should have a contract with TACOM and a point of contact person here at TACOM which should be an Information Assurance Security Officers (IASO). The IASO is knowledgeable of these security requirements and would be the person responsible for that agency/contractor. 

    b. If remote access is needed for this agency/contractor to TACOM-Warren Automated Data Processing (ADP) systems and Sensitive But Unclassified (SBU) Information will be accessed during the contract the agency/contractor must use an National Security Agency approved method to encrypt this information if it is sent/received outside this Command.  The use of a commercial Internet Service Provider for receipt of government information is prohibited.  A Terminal Server Access Controller System (TSACS) Account must be established and used for government email and installed on a government machine.

2. The security measures below are consistent with Dept of the Army security policies and directives and are required to protect the TACOM-Warren TWNET. The goal is to ensure the confidentiality, integrity, and availability of Dept of the Army automation assets and software and to reduce cracker, hacker, and malicious code attacks to the maximum extent possible.
    a. In accordance with (IAW) AMSTA-CM-XS Message #17 ADP I, ADP II, ADP III Positions, 2 Apr 1996, agency/contractor employees must be designated as ADP I, ADP II, or ADP III positions. Personnel who require access to SBU (Sensitive but Unclassified) defense information because of their duties with an AIS will be appropriately investigated based on the sensitivity of the ADP position held. ADP sensitivity Designations are ADP-I for critical-sensitive, ADP-II for noncritical-sensitive and ADP-III for Non-sensitive. The IASO will designate the position sensitivity in accordance with message #17. Before assumption of ADP duties, an SF85P or SF86 must be completed and sent by your Facility Security Officer (FSO) direct to Defense Security Service for each individual requiring access.  A copy of the SF85P or SF86 must be sent to AMSTA-CM-XSC for review, who will summarize their findings and provide same to the TACOM Designated Approving Authority (DAA) who can grant interim access to agency/contractor employees if the required investigation has been submitted by your FSO to DSS and a EPSQ receipt is faxed to AMSTA-CM-XSC at DSN 786-6362, or (810) 574-6362 - AND if there are no derogatory issues found. The SF85P or SF86 copies can be mailed to: CDR U.S. Army TACOM, 6501 E. 11 Mile Road, ATTN: AMSTA-CM-XSC, Warren, MI 48397-5000.  Contractor will be responsible for submitting their required security investigations to the Defense Investigative Service Clearance Office (DISCO).  Upon request contractor will provide security investigation data to Directorate Intelligence Security Division, so their personnel can be incorporated into the TACOM-Warren Security Clearance Roster. 
        (1) Personnel assigned to ADP II positions must have a favorably completed investigation (National Agency Check (NAC) or a National Agency Check with Inquires (NACI), Complete SF 86 and FD 258 before access to a Department of the Army automation network and information can be granted.
    b. IAW AMSTA-CM-XS Encl 1 (Automated Information Systems Annual Security Message Briefing, 23 Sep 1999) to message #17 ADP 1, ADP II, ADP III Positions, 2 Apr 1996, All agency/contractor employees who have access to TACOM computers must each read and sign a copy of Encl 1.
    c. IAW AMSTA-CM-XS INFO #33 How to Complete Security Forms Using EPSQ, 30 Oct 1996, and the four Page Handout on Guidelines for Completing the SF 86 Using the Electronic Personnel Security Questionnaire (EPSQ) which was distributed to Security Coordinators and Information Assurance Security Officers at the 23 Sep 1999, TACOM-Warren Quarterly Security Conference, all agency/contractor individuals must submit SF86 forms in the EPSQ format and FD 258 (Fingerprint cards).
        (1) Note: Local Police Departments will normally take fingerprints for a small fee. An alternative is to make an appointment with the nearest DoD facility that has a Security Office trained and equipped to take fingerprints.
    d. IAW TACOM Directives submit the required completed forms for all agency/contractor employees that require TWNET, and TSACS, access. The required forms are available in the TWNET Forms crib and are below as an attachment.
        (1) New TWNET Account (TUA01).
        (2) Trusted System Application (TUA 12) with attachments.
        (3) Contractor/Vendor Terminal Server Access Controller System (TSACS) Account and Password Request.
        (4) An Accreditation and Certification process for each AIS (Automated Information System) that connects to TACOM computer systems must be reviewed by the Information Assurance Manager (IAM) Mr. Steve Twynham and then forwarded to the DAA for final approval before connection is accepted.
    e. IAW Dept of the Army Directives, AR 380-19, and AMC Suppl 1 to AR 380-19, agency/contractor must have malicious code protection on their PC/s used to connect to the TACOM-Warren, TWNET. Malicious code protection must be monitored daily for updates and immediate implementation. TACOM-Warren uses the most current version of Norton Anti-virus software and McAfee Anti-virus software.
        (1) Report any malicious code problems or thefts of equipment, software, or code to the TACOM-Warren IASO. The IASO will forward automation security concerns to his/her supporting Information Assurance Manager (IAM).
    f. Secure the computer equipment and information associated with this contract in a locked office or container, and locked building. 
        (1) Ensure only personnel designated to work on this contract have access to the computer equipment and information.
        (2) Foreign Nationals must not have access to this equipment and information.
        (3) Identify the physical security measures (i.e. locked office, locked buildings, building alarms etc.) in place to protect the contract-associated equipment and information at the agency/contractor location. Provide a short description and diagram. 
    g. Corporate Information Office (CIO), when issuing an agency/contractor e-mail accounts, will ensure that their names, when displayed, show they are contractors and not government employees. 
    h. Access for agency/contractor will be limited to the TWNET and servers directly related to their contract work.
    i. Each agency/contractor employee associated with this contract must have a unique Department of the Army issued password and user ID. User IDs and Passwords will not be shared among employees.
    j. Coordinate with CIO - TACOM to ensure computers used by the agency/contractor are properly configured to work with TSACS and the TWNET.
    l. On completion of the project/contract the agency/contractor will notify the TACOM IASO, who will then notify the TACOM Information Assurance Team and CIO help desk, so the TWNET, and TSACS access can be terminated.

3. POC for this action is Mr. Jack Ciraulo, AMSTA-CM- ISS(IA), 810-574-8431 or Mr. Steve Twynham, 810-574-4117. 
CLAUSES INCORPORATED BY FULL TEXT
                               PAYMENT ADDRESS (DEC 1988)

Note:  Payment to be made to the address on Contractor’s invoice.
 52.9999.4309                           UNUSED FUNDS   (DEC 1988)

Should the amount expended be less than the amount obligated herein, the unused amount shall be considered deobligated and all records automatically adjusted to correspond therewith.

52.999-4637            CEILING AMOUNT (DEC 1988)

The amount identified in Section B as the “Ceiling Amount” represents the Government estimate of the total amount required for contract performance during the applicable period.  It is the extent of the Government’s liability from which to make payments.  In no event shall the contractor exceed the ceiling amount without the written approval of the Contracting Officer.  Such written approval shall be in the form of a formal modification to the contract.

