[image: image1.wmf]UNDER DPAS (15 CFR 700)

11. DELIVERY FOR FOB

RFQ

SEE SCHEDULE

X

DO-A4

14. METHOD OF SOLICITATION

IFB

RFP

CODE

SEE ADDENDUM

BLOCK IS MARKED

DESTINATION UNLESS

12. DISCOUNT TERMS

Net 30 Days

HQ0304

(No Collect Calls)

13b. RATING

13a. THIS CONTRACT IS A RATED ORDER 

W56HZV

CODE

X

b. TELEPHONE NUMBER 

8. OFFER DUE DATE/LOCAL TIME

5. SOLICITATION NUMBER

6. SOLICITATION ISSUE DATE

AUTHORIZED FOR LOCAL REPRODUCTION    

 PREVIOUS EDITION IS NOT USABLE

STANDARD FORM 1449   (REV 4/2002)

Prescribed by GSA

FAR (48 CFR) 53.212

(TYPE OR PRINT)

27-Sep-2004

(SIGNATURE OF CONTRACTING OFFICER)

31c. DATE SIGNED

ADDENDA

ARE

26. TOTAL AWARD AMOUNT (For Govt. Use Only)

22. UNIT

23. UNIT PRICE

24. AMOUNT

21. QUANTITY

U.S. ARMY TACOM

6501 EAST ELEVEN MILE ROAD

WARREN MI 48397-5000

XEROX CORPORATION

ROBERT HALL

800 CARILLON PKWY

ST. PETERSBURG FL 33716-1102

CODE

10. THIS ACQUISITION IS

X

UNRESTRICTED

FAX:

NAICS:

TEL:

CODE

18a. PAYMENT WILL BE MADE BY

OFFEROR

SUCH ADDRESS IN OFFER

17b. CHECK IF REMITTANCE IS DIFFERENT AND PUT 

BELOW IS CHECKED

02DH1

TEL.

248 827-3427

W56HZV

(586) 574-5433

SIZE STANDARD:

9. ISSUED BY

FACILITY 

CODE

17a.CONTRACTOR/

DFAS-ST LOUIS

DFAS-STL-FPV  BLDG 110  PO BOX 200009

ST LOUIS MO 63120-0009

18b. SUBMIT INVOICES TO ADDRESS SHOWN IN BLOCK 18a. UNLESS BLOCK

15. DELIVER TO

CODE

W56HZV

16. ADMINISTERED BY

U.S. ARMY TACOM

SEE SCHEDULE FOR DELIVERY INFORMATION

WARREN MI 48397-5000

U.S. ARMY TACOM

AMSTA-AQ-ABRD/MS 322

ELAINE CHUTORASH 586-574-7252

CHUTORAE@TACOM.ARMY.MIL

WARREN MI 48397-5000

GS-25F-0062L

27-Sep-2004

W56HZV-04-F-L581

7. FOR SOLICITATION 

    INFORMATION CALL:

a. NAME

2. CONTRACT NO.

3. AWARD/EFFECTIVE DATE

4. ORDER NUMBER

(TYPE OR PRINT)

30b. NAME AND TITLE OF SIGNER

30c. DATE SIGNED

31b. NAME OF CONTRACTING OFFICER

30a. SIGNATURE OF OFFEROR/CONTRACTOR

31a.UNITED STATES OF AMERICA

27a. SOLICITATION INCORPORATES BY REFERENCE FAR 52.212-1. 52.212-4. FAR 52.212-3. 52.212-5 ARE ATTACHED.

25. ACCOUNTING AND APPROPRIATION DATA

1. REQUISITION NUMBER

19. ITEM NO.

20. SCHEDULE OF SUPPLIES/ SERVICES

SEE SCHEDULE

541519

TO ISSUING OFFICE. CONTRACTOR AGREES TO FURNISH AND DELIVER ALL ITEMS

SET FORTH OR OTHERWISE IDENTIFIED ABOVE AND ON ANY ADDITIONAL SHEETS

SUBJECT TO THE TERMS AND CONDITIONS SPECIFIED HEREIN. 

SMALL BUSINESS

HUBZONE SMALL BUSINESS

8(A)

SET ASIDE:

% FOR

PAGE 1 OF

14

OFFEROR TO COMPLETE BLOCKS 12, 17, 23, 24, AND 30

SOLICITATION/CONTRACT/ORDER FOR COMMERCIAL ITEMS

AMSTAC-MIT0-2804

ARE NOT ATTACHED

27b. CONTRACT/PURCHASE ORDER INCORPORATES BY REFERENCE FAR 52.212-4. FAR 52.212-5 IS ATTACHED.

ADDENDA

ARE

ARE NOT ATTACHED

JAY E. LENTZ / CONTRACTING OFFICER

TEL:

586-574-7146

EMAIL:

lentzj@tacom.army.mil

See Schedule

$15,613.00

0

COPIES

(BLOCK 5), INCLUDING ANY ADDITIONS OR CHANGES WHICH ARE

SET FORTH HEREIN, IS ACCEPTED AS TO ITEMS:  

SEE SCHEDULE

.

OFFER DATED

24-Sep-2004

YOUR OFFER ON SOLICITATION

28. CONTRACTOR IS REQUIRED TO SIGN THIS DOCUMENT AND RETURN

29. AWARD OF CONTRACT: REFERENCE

DocuShare Effort / Robert Hall

X


[image: image2.wmf]32g. E-MAIL OF AUTHORIZED GOVERNMENT REPRESENTATIVE

SOLICITATION/CONTRACT/ORDER FOR COMMERCIAL ITEMS

                               (CONTINUED)

SEE SCHEDULE

19. ITEM NO.

20. SCHEDULE OF SUPPLIES/ SERVICES

21. QUANTITY

22. UNIT

24. AMOUNT

PAGE 2 OF

23. UNIT PRICE

14

ACCEPTED, AND CONFORMS TO THE CONTRACT, EXCEPT AS NOTED: ______________________________________________________

32a. QUANTITY IN COLUMN 21 HAS BEEN

RECEIVED

INSPECTED

32b. SIGNATURE OF AUTHORIZED GOVERNMENT

REPRESENTATIVE

32c. DATE

32d. PRINTED NAME AND TITLE OF AUTHORIZED GOVERNMENT 

REPRESENTATIVE

32e. MAILING ADDRESS OF AUTHORIZED GOVERNMENT REPRESENTATIVE

32f. TELEPHONE NUMBER OF AUTHORIZED GOVERNMENT REPRESENTATIVE

37. CHECK NUMBER

FINAL

PARTIAL

COMPLETE

36. PAYMENT

35. AMOUNT VERIFIED

CORRECT FOR

34. VOUCHER NUMBER

FINAL

33. SHIP NUMBER

PARTIAL

38. S/R ACCOUNT NUMBER

39. S/R VOUCHER NUMBER

40. PAID BY

41a. I CERTIFY THIS ACCOUNT IS CORRECT AND PROPER FOR PAYMENT

41b. SIGNATURE AND TITLE OF CERTIFYING OFFICER

41c. DATE

42a. RECEIVED BY

(Print)

42b. RECEIVED AT

(Location)

42c. DATE REC'D

(YY/MM/DD)

42d. TOTAL CONTAINERS

STANDARD FORM 1449   (REV 4/2002)   BACK

Prescribed by GSA

FAR (48 CFR) 53.212

AUTHORIZED FOR LOCAL REPRODUCTION    

 PREVIOUS EDITION IS NOT USABLE


Section SF 1449 - CONTINUATION SHEET

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1
	Each
	$12,913.00
	$12,913.00 

	
	DocuShare

FFP

Proof of Principal with Xerox's DocuShare software for the CIO/G6 division of TACOM-Warren, Michigan, enabling approximately 80-100 users according to the Statement of Work herein and milestones listed below.

POINT of CONTACT / PERFORMANCE CERTIFIER:

Raymond Samul

TACOM / AMSTA-CS-TB

Warren, MI 48397-5000

586 574-8705

PERFORMANCE SITE / SHIP TO:

See POC above

PURCHASE REQUEST NUMBER: AMSTAC-MIT0-2804

 
	

	
	
	

	
	

	

	
	NET AMT
	$12,913.00

	

	
	ACRN AA Funded Amount
	
	$12,913.00


FOB:  Destination

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0002
	
	1
	Each
	$2,700.00
	$2,700.00 

	
	TRAVEL

FFP

Travel must be in accordance with the Joint Travel Regulation.  Receipts must be furnished for travel.  Payment will be denied without the required documentation.

 
	

	
	
	

	
	

	

	
	NET AMT
	$2,700.00

	

	
	ACRN AA Funded Amount
	
	$2,700.00


FOB:  Destination

MILESTONES
	Activity or Milestone

	· Project start

· Onsite kickoff meetings to define pre-installation settings and site configuration 

	· Review of installation and configuration

	· DocuShare server installation

· Begin creating DS users and groups

· Begin deployment of DS Windows clients to workstations

	· Onsite training classes for administrators and help desk staff

· Begin transfer of CIO library documents to DocuShare

· Deploy sample VDF customizations

	· Complete deployment of first 50 users

· Deploy CIO search page

· Deploy custom SDK applications

	· Complete deployment of all 80 - 100 users

	· Spare week for project contingencies

	· Deploy Workflow sample

	· Begin Proof of Principal project review

	· Plan next steps for Phase 1 deployment

	· Spare week for project contingencies

	· Proof of Principal project complete


SOW
US Army, Soldier & Ground Systems Life Cycle Management Enterprise

Document Management Evaluation 

Proof of Principal

S&GS G6 Office

Warren, MI

Statement of Work

Overview:  

The purpose of this work directive is to acquire, analyze, configure, develop, test, train, demonstrate, and deliver a web-based Document Management solution for the Soldier & Ground Systems (S&GS) Life Cycle Management Enterprise G6/Corporate Information Office (CIO).  

The immediate goal of this effort is to demonstrate and deliver the ability to collect, store, and transmit information in two varying business scenario’s (Define) using currently available Commercial-off-the-shelf (COTS) software tools and services offered by the XEROX Corp.  After completing an internal analysis of other government and industry software tools and functionality, it was determined by the government that the tools produced by XEROX substantiated further testing and evaluation which has resulted in this scope of work.

The result of this two month effort will be the installation, configuration, customization, test, implementation, and demonstration of a Document Management solution for the S&GS G6 office.  The application will perform to the government’s defined requirements for document management for a minimum of 80 users, but no more than 125. 

C.2 Requirements Evaluation, System Analysis, and Acquisition of software 

The contractor shall evaluate the government’s requirements for a document management solution and provide the commercially available DocuShare 3.1 COTS software product that the government COTR has the identified for evaluation.  Implementation of this tool shall be coordinated with the G6 Information Management Office prior to being installed into the U.S. Army Garrison-Michigan (USAG-MI) IT network.  

C.3 Technical Analysis, Installation, and Configuration Management

The vendor shall assist the G6 government (or its assigned representatives to include currently available G6/USAG-MI contractors) identify the technical requirements related to the software installation process. Tasks to be completed include server and operating system selection (one each) for hosting, design the initial root and sub-collection structure, define the user groups assigned to those structures, define custom objects and metadata (if applicable), performance tuning, load balancing, and the design of a responsibility matrix for all individuals assigned to the project.  The vendor will comply with the government’s requirement to configure the software in a manner compatible with the Oracle database on the Networked Attached Storage (NAS) operated by the USAG MI DOIM, demonstrate integration and operability with Web Server services (to include, but not limited to, IIS and iPlanet), comply with government access and Networthiness control policies.  The vendor shall provide customer references (one government, one private industry) where the current version of DocuShare has been installed and used by 10,000+ users for analysis and potential contact by the government.  

The vendor shall provide the technical documentation and assistance necessary for the  government or its representative necessary to create the Oracle tablespace structure, install the software and ensure its proper licensing, connect to Microsoft’s Active Directory and/or LDAP structure to create/bind user accounts, create root and sub-collection structure, set access controls and security measures, create custom objects and metadata (if applicable), advise on customization limited to the application homepage, color scheme, dslib.vdf, ensure anti-virus software is properly installed, and advise on setting and automating backup procedures.  At no time is XEROX authorized to use government equipment for this or any other purpose.

Lessons learned from this phase (task, issue, recommended solution, and outcome) will be captured in a Microsoft Word document by the vendor and provided electronically to the government at the end of the contract period with the final report.

The Contractor will work with government and other approved contractor personnel to develop a backup and recovery plan.  The recovery plan will be documented (in Microsoft Word) and tested in coordination with the local DOIM personnel.  It will be included as a section in the test plan and will be a part of the final report and deliverable at the end of the contract period.

C4  Deployment and Training

The vendor shall provide technical assistance to the S&GS staff (to include approved government contract staff) for deploying the application on Windows and Outlook clients to the identified user’s workstations.  At no time is XEROX authorized to use government equipment for this or any other purpose.

The vendor shall conduct Administration and End User Training.  Administration training will be held one day for eight hours, at the Warren, MI location for 10-15 users either in a web-based (real-time) or CD ROM based tutorial.  Training materials will be provided to the participants via CD-ROM.  Evaluations will be collected by the vendor to gather customer feedback.  Those results will be provided to the government COTR at the end of the training period.

Two half-day (four hour) Train-the-Trainer courses will be held for between 20-40 participants at the Warren, MI location.  These will be scheduled on two different days.  Training materials will be provided to the participants via CD-ROM and all training will be web-based (real-time) or CD ROM based tutorial.  Training will include how to migrate documents (individually and by existing folders/directories) into the software.  The vendor will also demonstrate and teach how the software can be used to collect and document level access controls by setting permissions on sample objects.  Additional requirements include ensuring there is a client interface on the desktop for Outlook and MS Applications.  The vendor must identify and demonstrate how the application would be downloaded through the USAG-MI Computer Associate’s Unicenter Software Delivery software.  This will be coordinated with the G6 IMO prior to implementation and demonstration.  

The vendor shall define their support roles and capabilities and provide a list of required skills and abilities for the corresponding government support roles for sustainment.  These lists will be provided in the final report at the end of the contract period.

Evaluations shall be collected by the vendor to gather customer feedback.  Those results shall be provided to the government COTR at the end of the training period.

The government shall also acquire second-level support services from the vendor.  This will be a 24X7 service, toll-free number access provided to the government and approved contractor staff.  

This phase will be completed within 20 working days from the date of contract award. 

C.5.0 Customization and Development

The vendor shall demonstrate and provide technical assistance to the government and its approved representatives.  At no time is XEROX authorized to use government equipment for this or any other purpose.

The vendor shall provide technical assistance for the government or its assigned representative to create a simplified search page for G6 documents using static HTML on the G6 Intranet linking to a DoucShare search results page.  This will be limited to only the G6 library collection and for guest users only that do not require DocuShare authentication.  Technical support will also be provided to customize VDF templates to modify the standard look and feel of the product.  Sample Java applications that use the DocuShare SDK will be provided electronically or via CD ROM.  These sample applications will be installed and incremental modifications made during this phase.  This includes customization a web form for uploading documents into DocuShare and customizing Java applications that can run as a scheduled task to a file scan or uploaded document based on its properties.

The government shall provide two business processes to demonstrate the functionality of the workflow product contained in the DocuShare software.  The vendor shall provide best business practices associated with the processes of adding documents, naming conventions, procedures, and other recommendations to the users.  Demonstration, at a minimum, will include, adding a document interface that initiates the workflow process, modifying document access permissions as the document progresses through the approval process, and allow customized email messages to notify process recipients.  It will also allow users to select users or groups for the workflow notification from a drop down list.  The vendor shall demonstrate how this would be done in an active directory environment, but they are not required to incorporate that functionality into the demonstration.  

The vendor will also prepare a test plan within 14 days of contract award and deliver it electronically to the government to ensure their demonstration accounts for all appropriate Network and Information Assurance issues associated with operating software within the Army Global Information Grid.  This will be coordinated with the G6 IMO and Information Assurance staff through the G6 COTR.  Comments and approval will be made by the government COTR within 10 working days of receipt.  A copy of the approved test plan will be included in the final report to be completed at the end of the contract period.


This phase will be completed within 40 working days from contract award date.

C.5 System Demonstration

The solution designed, built, and tested by the contractor shall demonstrate (at a minimum) the capability to collect, store, and transmit information in a two varying business scenario’s (Define) with the stated functionality as described above.  

This demonstration will be done in the government’s office location in Warren, MI within two months from the contract award date.

The evaluation of the demonstration will be based on the following (in no particular order):

· The integration of established best business practices and ease of use compared to the current training system (as documented in customer survey’s)

· Ease of technical integration and customization compared with the current training system

· Sustainment practices and associated costs 

· Scalability and technical integration (including Information Assurance) as compared to current system into the Army’s current and future IT architecture

· Technical support availability 

· Potential for Best Value for the government (technical, business, sustainment, and scalability factors)

· Customer training feedback

The contractor shall deliver one inclusive software application to the Government 60 days from contract award with the functionality required through this statement of work.

The contractor shall provide as a deliverable, a CD containing all software executables designed and developed in conjunction with this task at the end of the contract period.  The vendor shall demonstrate and provide written documentation of the software functionality to the government at the end of the contract period.  The contractor documentation and CD will be submitted to the government at the end of the contract period as part of the final report.

C.7:  Program Management:

Start of work meeting:  The contractor shall conduct a ½ day Start of Work meeting with the government COTR and project team within five days of the contract award date at the government’s facility in Warren, MI.  The contractor shall provide electronic copies of all briefing materials.  The Contractor shall prepare a plan that covers all technical and program management aspects of their planned work effort to include initial spend plan (by resource type, hours, costs) and proposed milestone schedule.

The Contractor shall provide verbal or written progress reports throughout the period of performance at the end of each phase and present them to the government COTR or as outlined above. The reports shall include, but are not limited to, a summary of the work accomplished in the prior report, work accomplished in the current phase, activities planned for the next report phase, and any problems, issues, or changes encountered. 

Any deviations to this schedule will be approved in advance by the Government COR.  The consultants must have appropriate security clearances to work on the government installation.  

Contract Summary Report - The Contractor shall provide a written Contract Summary Report detailing all aspects of the contract requirements outlined in this scope and present their findings at a Project Close Out meeting to be held in the government site. The report shall include, but not be limited to, all technical efforts and accomplishments. The formal report shall be delivered to the COTR in both hard copy and electronic format (using the Microsoft office suite of products) within 10 working days after the demonstration date. 

C.8 In-Process Reviews, Inspections, Government Acceptance: 

Each product delivered to the government COR will be subjected to functional and technical reviews prior to formal acceptance to ensure that all deliverables satisfy the G6 requirements as stated in the SOW.  The only individual authorized to make formal acceptance of deliverables is the COR.  Government formal acceptance and completion of phases identified in paragraphs C.3.2 through C.3.7 requires 100% inspection and acceptance by the appointed COR is required. 

The delivered XEROX application must be in compliance with Section 508 of the Rehabilitation Act, 

The delivered XEROX application shall demonstrate how it integrates with current Army IT infrastructure and architecture. 

C.9. Period of Performance:  The period of performance shall end two months after contract award.  All work performed by the Contractor at a Government site will be performed during a normal 8 hour day - starting no earlier than 0700 and ending no later than 1730 hours – and a normal workweek – Monday through Friday.  Federal Holidays are excluded from the regular workweek.  Overtime is prohibited unless approved by the Government.

C.10. Government Access: The government has unlimited and unrestricted rights for future uses of all deliverables developed under this task.  The Contractor shall provide access to all records and data.  The Government shall have retention rights to all data, reports, assessments, software packages, training materials, technical publications, and analyses.

C.11. Government Furnished Facilities, Equipment, Information, Services and Support: 

All GFE, if any, shall be inventoried and returned to the government upon completion of the program period of performance.  If applicable, any hardware components integral to the implementation of elements identified in Section C shall be delivered GFE to the Contractor.  

The Contractor shall identify any technical data, drawings, or models necessary for contract performance that might be in the Government’s possession.  The COR shall determine if the data, drawings, models are in the government’s possession and shall make the determination as to whether the requested data and/or drawings/models can be released to the Contractor.  

The government will provide technical or SME assistance, information, and references as are available. The government has unlimited and unrestricted rights to this information and it can be used for the purposes of the execution of this contract. Any disclosure, other than for this purpose, is prohibited.

For work performed at government locations, the government will provide all necessary facilities, including limited office space and require access/badges for the duration of the delivery order. The government will provide computer access identification numbers and/or passwords based on security clearance. All contract personnel must complete SF Form 85P, National Agency Check, and be fingerprinted prior to obtaining a badge and computer access if warranted by the government COTR and the vendor.

Access to government personnel who can provide information and insight on the applicable document sharing requirements and current systems will be provided at the vendors request through the government COTR.

 Access to government hardware/software required for data and systems analysis, development, integration, implementation and deployment. While it is anticipated that the majority of the analysis, development and integration can be performed on government hardware and software, additional requirements identified will be reviewed by the COR/COTR and fulfilled as appropriate; however, nothing in this SOW will be construed to mean a change or modification to the contract can occur without the specific approval of the Contracting Officer.

C.12. Travel: All travel shall be conducted in accordance with Government Joint Travel Regulations (JTR). 

C.13. Place of Performance: The Contractor will provide these support services at the USAG-MI S&GS Warren site.

C.14.  SECURITY AND PRIVACY:

If having vendor access to government systems becomes a critical need as determined by the government COTR, all vendor personnel that access Government-owned or operated automated computer systems, networks, or databases must have a security investigation.  The minimum investigative requirements to access unclassified Government automated systems are a National Agency Check (NAC), or National Agency Check with written Inquiries (NACI).   An investigation in process is acceptable.  Non-U.S. Citizens must be Permanent Resident Aliens.  Individuals must also receive and certify to an Information Systems Security briefing.  

Contractor staff who are U.S. citizens must have either Government security clearances or a favorable background investigation (National Agency Check) performed by Defense Security Services Contractor (DISCO).

Contractor staffs, which are foreign nationals, cannot receive a Government security clearance, but must have a favorable background investigation (National Security Check) performed by DISCO.  Contractor staffs who are Non-U.S. citizens must be permanent resident aliens.

DELIVERY INFORMATION

	CLIN 
	DELIVERY DATE 
	QUANTITY 
	SHIP TO ADDRESS 
	UIC 

	 
	 
	 
	 
	 

	0001 
	POP 28-SEP-2004 TO

31-DEC-2004 
	N/A 
	U.S. ARMY TACOM

SEE SCHEDULE FOR DELIVERY INFORMATION

WARREN MI 48397-5000

FOB:  Destination 
	W56HZV 

	 
	 
	 
	 
	 

	0002 
	POP 28-SEP-2004 TO

31-DEC-2004 
	N/A 
	(SAME AS PREVIOUS LOCATION)

FOB:  Destination 
	W56HZV 


ACCOUNTING AND APPROPRIATION DATA

	AA: 
	2142020000046D80304236120000025120000004C6670M25185MIT02804S20113 

	AMOUNT: 
	$15,613.00 


508 / SECURITY
508 / SECURITY
508 COMPLIANCE:  All hardware/software must be Section 508 compliant.  If it is deemed non-compliant it the responsibility of the contractor to make it compliant at the cost of the contractor.

If you want to know more about Section 508, please refer to the following websites:

http://section508.gov/
http://erc/admin/ercadm.htm#Accessibility
http://www.army.mil/disc4/cio/508questionaire/508intro.htm
http://www.fcw.com/fcw/articles/2001/0409/cov-main-04-09-01.asp 

AUTOMATED INFORMATION SYSTEM SECURITY REQUIREMENT:

1.  Contractor will comply with all Department of the Army Directives, AR 380-19, AMC Suppl 1 to AR 380-19 and Army Material Command (AMC) security directives, Corporate Information Office (CIO) and Directorate Intelligence Security Division, memorandums, and numbered messages.  All new systems require accreditation and certification that connect to TACOM computer systems and must be approved by the CIO before connection is accepted.  Personnel who require access to SBU (Sensitive but Unclassified) defense information because of their duties in repairing or working on Automation Information System Equipment or Software will be appropriately investigated based on the sensitivity of the ADP position held.  ADP sensitivity designations are ADP-1 for critical-sensitive, ADP-II for Noncritical-sensitive and ADP III for Nonsensitive.  Before technician can work on ADP hardware/software, Investigation must be completed.

    a. The requesting agency/contractor should have a contract with TACOM and a point of contact person here at TACOM which should be an Information Assurance Security Officers (IASO). The IASO is knowledgeable of these security requirements and would be the person responsible for that agency/contractor. 

    b. If remote access is needed for this agency/contractor to TACOM-Warren Automated Data Processing (ADP) systems and Sensitive But Unclassified (SBU) Information will be accessed during the contract the agency/contractor must use an National Security Agency approved method to encrypt this information if it is sent/received outside this Command.  The use of a commercial Internet Service Provider for receipt of government information is prohibited.  A Terminal Server Access Controller System (TSACS) Account must be established and used for government email and installed on a government machine.

2. The security measures below are consistent with Dept of the Army security policies and directives and are required to protect the TACOM-Warren TWNET. The goal is to ensure the confidentiality, integrity, and availability of Dept of the Army automation assets and software and to reduce cracker, hacker, and malicious code attacks to the maximum extent possible.
    a. In accordance with (IAW) AMSTA-CM-XS Message #17 ADP I, ADP II, ADP III Positions, 2 Apr 1996, agency/contractor employees must be designated as ADP I, ADP II, or ADP III positions. Personnel who require access to SBU (Sensitive but Unclassified) defense information because of their duties with an AIS will be appropriately investigated based on the sensitivity of the ADP position held. ADP sensitivity Designations are ADP-I for critical-sensitive, ADP-II for noncritical-sensitive and ADP-III for Non-sensitive. The IASO will designate the position sensitivity in accordance with message #17. Before assumption of ADP duties, an SF85P or SF86 must be completed and sent by your Facility Security Officer (FSO) direct to Defense Security Service for each individual requiring access.  A copy of the SF85P or SF86 must be sent to AMSTA-CM-XSC for review, who will summarize their findings and provide same to the TACOM Designated Approving Authority (DAA) who can grant interim access to agency/contractor employees if the required investigation has been submitted by your FSO to DSS and a EPSQ receipt is faxed to AMSTA-CM-XSC at DSN 786-6362, or (810) 574-6362 - AND if there are no derogatory issues found. The SF85P or SF86 copies can be mailed to: CDR U.S. Army TACOM, 6501 E. 11 Mile Road, ATTN: AMSTA-CM-XSC, Warren, MI 48397-5000.  Contractor will be responsible for submitting their required security investigations to the Defense Investigative Service Clearance Office (DISCO).  Upon request contractor will provide security investigation data to Directorate Intelligence Security Division, so their personnel can be incorporated into the TACOM-Warren Security Clearance Roster. 
        (1) Personnel assigned to ADP II positions must have a favorably completed investigation (National Agency Check (NAC) or a National Agency Check with Inquires (NACI), Complete SF 86 and FD 258 before access to a Department of the Army automation network and information can be granted.
    b. IAW AMSTA-CM-XS Encl 1 (Automated Information Systems Annual Security Message Briefing, 23 Sep 1999) to message #17 ADP 1, ADP II, ADP III Positions, 2 Apr 1996, All agency/contractor employees who have access to TACOM computers must each read and sign a copy of Encl 1.
    c. IAW AMSTA-CM-XS INFO #33 How to Complete Security Forms Using EPSQ, 30 Oct 1996, and the four Page Handout on Guidelines for Completing the SF 86 Using the Electronic Personnel Security Questionnaire (EPSQ) which was distributed to Security Coordinators and Information Assurance Security Officers at the 23 Sep 1999, TACOM-Warren Quarterly Security Conference, all agency/contractor individuals must submit SF86 forms in the EPSQ format and FD 258 (Fingerprint cards).
        (1) Note: Local Police Departments will normally take fingerprints for a small fee. An alternative is to make an appointment with the nearest DoD facility that has a Security Office trained and equipped to take fingerprints.
    d. IAW TACOM Directives submit the required completed forms for all agency/contractor employees that require TWNET, and TSACS, access. The required forms are available in the TWNET Forms crib and are below as an attachment.
        (1) New TWNET Account (TUA01).
        (2) Trusted System Application (TUA 12) with attachments.
        (3) Contractor/Vendor Terminal Server Access Controller System (TSACS) Account and Password Request.
        (4) An Accreditation and Certification process for each AIS (Automated Information System) that connects to TACOM computer systems must be reviewed by the Information Assurance Manager (IAM) Mr. Steve Twynham and then forwarded to the DAA for final approval before connection is accepted.
    e. IAW Dept of the Army Directives, AR 380-19, and AMC Suppl 1 to AR 380-19, agency/contractor must have malicious code protection on their PC/s used to connect to the TACOM-Warren, TWNET. Malicious code protection must be monitored daily for updates and immediate implementation. TACOM-Warren uses the most current version of Norton Anti-virus software and McAfee Anti-virus software.
        (1) Report any malicious code problems or thefts of equipment, software, or code to the TACOM-Warren IASO. The IASO will forward automation security concerns to his/her supporting Information Assurance Manager (IAM).
    f. Secure the computer equipment and information associated with this contract in a locked office or container, and locked building. 
        (1) Ensure only personnel designated to work on this contract have access to the computer equipment and information.
        (2) Foreign Nationals must not have access to this equipment and information.
        (3) Identify the physical security measures (i.e. locked office, locked buildings, building alarms etc.) in place to protect the contract-associated equipment and information at the agency/contractor location. Provide a short description and diagram. 
    g. Corporate Information Office (CIO), when issuing an agency/contractor e-mail accounts, will ensure that their names, when displayed, show they are contractors and not government employees. 
    h. Access for agency/contractor will be limited to the TWNET and servers directly related to their contract work.
    i. Each agency/contractor employee associated with this contract must have a unique Department of the Army issued password and user ID. User IDs and Passwords will not be shared among employees.
    j. Coordinate with CIO - TACOM to ensure computers used by the agency/contractor are properly configured to work with TSACS and the TWNET.
    l. On completion of the project/contract the agency/contractor will notify the TACOM IASO, who will then notify the TACOM Information Assurance Team and CIO help desk, so the TWNET, and TSACS access can be terminated.

3. POC for this action is Mr. Jack Ciraulo, AMSTA-CM- ISS(IA), 810-574-8431 or Mr. Steve Twynham, 810-574-4117. 
CLAUSES INCORPORATED BY FULL TEXT
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52.239-4001 (TACOM)

YEAR 2000 (Y2K) COMPLIANCE                                                                                            (MAY 1999)

(a) In the event that this contract calls for the delivery of any data processing hardware, software and/or firmware (to be referred to as information technology), such deliverables shall be required to perform accurate date/time processing involving dates subsequent to December 31, 1999. The information technology shall be Year 2000 compliant upon delivery

(b) Definition. Year 2000 compliant means information technology that accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, and the years 1999 and 2000 and leap year calculations. Furthermore, Year 2000 compliant information technology, when used in combination with other information technology, shall accurately process date/time data if the other information technology properly exchanges date/time data with it.

(c) If this contract contains another provision requiring Y2K compliance, that provision shall take precedence.

***

                               PAYMENT ADDRESS (DEC 1988)

Note:  Payment to be made to the address on Contractor’s invoice.

**** REMIT TO:  Xerox Corporation

                               P.O. Box 802567

                               Chicago, IL 60680 

PROMPT PAYMENT (INVOICES )                                                    (JUNE 2000)

1.  In accordance with the Prompt Payment Clause (FAR 52.232.25), this guidance is provided for the submission of invoices.

2.  An invoice is the Contractor's bill or written request for payment under the order for supplies delivered or services performed.  An invoice shall be prepared and submitted to the designated billing office specified in the order.

3.  Submit your invoice, preferably by email or through other electronic means, to EITHER:

_X___ CONTRACTINVOICE@tacom.army.mil     OR

_____ the administrator at the address on the face page of this contract

(If none of these is checked, send it to the first address: CONTRACTINVOICE@tacom.army.mil  )


4.  A proper invoice must include the following items:

        (a)  Name and address of the Contractor

(b)
Invoice date

(c)
Order number or other authorization for supplies delivered or services   performed (including order number and contract line item number  CLIN)

(d)
Description, quantity, unit of measure, unit price, and  extended price of supplies delivered or services  performed. 

(e)
Shipping and payment terms (e.g., shipment number and date of shipment, prompt payment discount terms).  Bill of lading number and weight of shipment will be shown for  shipment on Government bills of lading

(f)
Name and address of Contractor to whom payment is to be sent (must be as specified in the order or in proper notice of assignment) 

(g)
Tax payer ID number. 

(h)
Any other information or documentation required by other requirements of the order (such as evidence of shipment)

NOTE:  ALL INVOICES FAILING TO PROVIDE THE REQUIRED INFORMATION WILL BE RETURNED UNPAID.

5.  Interest penalties to be paid by the Government if payment is not made within the applicable time limits specified by the Prompt Payment Act, are subject to the following conditions:

(a)  A proper invoice was received by the designated billing office   

(b)  A receiving report or other Government documentation authorizing payment was processed and there was no disagreement over quantity, quality, or contractor compliance with any term or condition.

(c)  In the case of a final invoice for any balance of funds due the Contractor for supplies delivered or services performed, the amount was not subject to further contract settlement actions between the Government and the Contractor.

(end of clause)

