ORDER FOR SUPPLIES OR SERVICES

PAGE 1 OF 21

1. CONTRACT PURCH ORDER/AGREEMENT NO. | 2. DELIVERY ORDER/CALL NO. 3. DATE OF ORDER/CALL | 4.REQUISITION/PURCH REQUEST NO. 5. PRIORITY
(YYYYMMMDD)
WE6HZV- 04- P- 1310 2004AUG24 SEE SCHEDULE DOA4
6.1SSUED BY CODE | Wb6HZV | 7. ADMINISTERED BY (If other than 6) CODE | S5111A 8. DELIVERY FOB
TACOM  WARREN
AMSTA- AQ ASR- E DCVA SOUTHERN VI RG NI A
JAY HAMVER (586)574-7118 190 BERNARD ROAD BLDG 117 |:| DESTINATION
WARREN, M CHI GAN 48397- 5000 FORT MONRCE VA 23651
L: HA ARMY. OTHER
RS ) BONYRRLE AEYACBM My, m 1 .
(See Scheduleif
SCD: C PAS: NONE ADP PT: HQD338 other)
9. CONTRACTOR CODE | 1CNZ6 FACILITY 10. DELIVER TO FOB POINT BY (Date) 11. X IF BUSINESS IS
YYYYMMMDD;
b b ( ) SMALL
FM CORPORATI ON
SEE SCHEDULE |:| SMALL

5151 GLENWOOD AVENUE

NAME RALEI GH, NC. 27622-1108 12. DISCOUNT TERMS DISADVANTAGED
AND
ADDRESS D WOMAN-OWNED
N N 13. MAIL INVOICES TO THE ADDRESS IN BLOCK
TYPE BUSINESS: Qther Small Business Performing in U S. See Bl ock 15
14. SHIP TO CODE 15. PAYMENT WILL BE MADE BY CODE 338 MARK ALL
SEE SCHEDULE DFAS- COLUVBUS CENTER PACKAGESAND
DFAS- CO' SOUTH ENTI TLEVENT OPERATI ON PAPERSWITH
P.O BOX 182264 IDENTIFICATION
y NUMBERSIN
COLUMBUS, OH 43218-2264 BLOCKS 1 AND 2
16. DELIVERY/
CALL THISDELIVERY ORDER ISISSUED ON ANOTHER GOVERNMENT AGENCY OR IN ACCORDANCE WITH AND SUBJECT TO TERMS AND CONDITIONS OF ABOVE NUMBERED CONTRACT.
TYPE
OF ) )
ORDER Reference your I:' Oral I:' Written  Quotation , Dated
PURCHASE | X furnish the following on terms specified herein.
ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE ORDER ASIT MAY PREVIOUSLY HAVE
BEEN OR ISNOW MODIFIED, SUBJECT TO ALL OF THE TERMS AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

NAME OF CONTRACTOR SIGNATURE TYPED NAME AND TITLE DATE SIGNED
(YYYYMMMDD)
I:' If thisbox ismarked, supplier must sign Acceptance and return the following number of copies:
17. ACCOUNTING AND APPROPRIATION DATA/LOCAL USE
SEE SCHEDULE
18. ITEM NO. 19. SCHEDULE OF SUPPLIES/SERVICE 20. QUANTITY 21. 22. UNIT PRICE 23. AMOUNT
ORDERED/ UNIT
ACCEPTED*
SEE SCHEDULE
CONTRACT. TYPE. .
Firm Fi xed-Price
KI ND OF CONTRACT:
Service Contracts
If quantity accepted by the Government is 24. UNITED STATESOF AMERICA 25. TOTAL $18, 950. 00

same as quantity ordered, indicate by X.
If different, enter actual quantity accepted below

quantity ordered and encircle.

BY:

JUDI TH K. BUSHA / SI GNED/
BUSHAJ @ACOM ARMY. M L (586) 574- 7041

CONTRACTING/ORDERING OFFICER

26.

DIFFERENCES

27a. QUANTITY IN COLUMN 20 HAS BEEN

I:‘ INSPECTED I:‘ RECEIVED

D ACCEPTED, AND CONFORMS TO CONTRACT EXCEPT ASNOTED

. SIGNATURE OF AUTHORIZED GOVERNMENT REPRESENTATIVE c. DATE d. PRINTED NAME AND TITLE OF AUTHORIZED GOVERNMENT
(YYYYWMMMDD) REPRESENTATIVE
e. MAILING ADDRESS OF AUTHORIZED GOVERNMENT REPRESENTATIVE 28. SHIP. NO. 29.D.0. VOUCHER NO. 30. INITIALS |

I:‘ PARTIAL

f. TELEPHONE NUMBER

g. E-MAIL ADDRESS

I:‘ FINAL

31. PAYMENT

36.1 CERTIFY THISACCOUNT IS CORRECT AND PROPER FOR PAYMENT.

I:‘ COMPLETE

a. DATE

(YYYYMMMDD)

b. SIGNATURE AND TITLE OF CERTIFYING OFFICER

I:‘ PARTIAL
I:‘ FINAL

32. PAID BY

33. AMOUNT VERIFIED CORRECT FOR

34. CHECK NUMBER

35.BILL OF LADING NO.

37. RECEIVED AT

38. RECEIVED BY (Print)

39, DATE RECEIVED
(YYYYMMMDD)

40. TOTAL CON-
TAINERS

41. SR ACCOUNT NUMBER

42. SIR VOUCHER NO.

DD FORM 1155, DEC 2001

PREVIOUSEDITION ISOBSOLETE.
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PIIN/SIIN VB6HZV- 04- P- 1310 MOD/AMD
Name of Offeror or Contractor: FM CORPORATI ON
SUPPLEMENTAL | NFORNVATI ON
Regul atory Cte Title Dat e
1 TACOM DI SCLOSURE OF UNI T PRI CE | NFORMATI ON DEC/ 2002

This constitutes notification pursuant to Executive Order 12600, Pre-Disclosure Notification Procedures for Confidential Conmercial
Information (June 23, 1987), of our intention to release unit prices in response to any request under the Freedom of Information Act, 5
USC 552. Unit price is defined as the contract price per unit or item purchased. W consider any objection to be waived unless the

contracting officer is notified of your objection to such posting prior to submission of initial proposals.

[End of Notice]

2 52. 204- 4016 TACOM WARREN ELECTRONI C CONTRACTI NG JUL/ 2003
(TACOM

(a) TACOM is now operating in an electronic contracting environment. Al TACOM solicitations and awards are now distributed on
the TACOM Warren Busi ness Qpportunities web page (http://contracting.tacomarny.ml/opportunity.htnm) and are no | onger available in hard
copy. The TDPs and ot her docunents, when available electronically, will be an attachment or linked to the solicitation package on the
web. Pl ease see subm ssion guidelines at http://contracting.tacomarny.m|/userguide.htm and
http://contracting.tacomarny.nil/ebidnotice.htmfor nore information. Any requirenents included in the solicitation take precedence
over guidance found on the TACOM contracting web page.

(b) You may need to use special software to view docunents that we post on the home page. This viewing software is freeware,
avai l abl e for downl oad at no cost fromcomercial web sites |like Mcrosoft and Adobe. In cases where such software is required, we
provide a link fromour page to the commercial site where the software is available. Once you arrive at the software devel oper's site,
follow their instructions to download the free viewer. You then can return to the TACOM honme page.

(c) You are required to submt your offer, bid, or quote electronically. See the provision entitled "Electronic Ofers (or
'"Quotes' or 'Bids') Required in Response to This Solicitation (or 'Request for Quotations')" for nore specific infornmation.

(d) Any award issued as a result of this solicitation will be distributed electronically. Awards posted on the TACOM Warren
Busi ness Opportunities web page represent conplete OFFICIAL copies of contract awards and will include the awarded unit price. This is
the notice required by Executive Order 12600 (June 23, 1987)of our intention to release unit prices in response to any request under the
Freedom of Information Act (FOA), 5 USC 552. Unit price is defined as the contract price per unit or itempurchased as it appears in
Section B of the contract and is NOT referring to nor does it include Cost or Pricing data/information. If you object to such rel ease,
and you intend on submtting an offer, notify the PCOin witing prior to the closing date identified in this solicitation and include
the rationale for your objection consistent with the provisions of FOA. A rel ease determ nation will be nmade based on rationale
gi ven.

(e) If you have questions or need help in using the Acquisition Center Home Page, call our Electronic Contracting Hel p Desk at
(586) 574-7059, or send an emmil nessage to: acgcenweb@acom arny. nil

(f) If you have questions about the content of any specific item posted on our honme page, please call the buyer or point of
contact listed for the item Additional help is available to small businesses from Governnent-funded El ectronic Commerce Regi onal
Centers (ECRCs) to inplement EDI. Information on ECRC is available at http://wwm.ecrc.ctc.com

[End of d ause]

PROGRAM OWNI BUS PROGRAM & ENGI NEERI NG SUPPORT SERVI CES
CONTRACT: Ws6HZ\V04- P- 1310

PURPCSE OF ORDER: PM MI'V support

TOTAL AMOUNT: $18, 950. 00

1. This is a follow up acti on DAAEO7-00- D- MD01 Task order 249 issued to Canber Corp. FM Corp will continue work started as
a sub for Canber.

2. This order will provide partnering with FMIV.

3. This is a unilateral order for four teamevaluations (1 man day each @ $3,250/day)for a total of $13,000. In addition
material / shipping costs for the evaluations are NTE $125 per evaluationfor a total of $600. the total cost is $13, 600.
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Name of Offeror or Contractor: FM CORPORATI ON

4. Contractor shall deliver one follow up session with the followi ng fees: Preperation cost of $500, One day session (1-
man day; <40 personnel in any session), Materials NTE $400.00, and Travel NTE $1,200 for a total of $5,350 per session. The
Session will be scheduled within one year fromthe date of award.

5. The Contractor shall performthis in accordance with the Scope of Wrk in Section C

6. The period of performance is fromdate of award through 30 Sep 05.

7. PAYMENT

The contractor shall submit nonthly invoices for paynent for work perfornmed in the previous nonth.

8. I NVO CE | NSTRUCTI ONS

In accordance with the Pronpt Payment clause (FAR 52.232-25), the follow ng additional invoice instructions apply to
this contract. On each billing document prepared by the contractor, the CLIN SUBCLIN applicable to that billing shall be
specified. Were there is one ACRN applicable to the particular CLIN SUB/ CLIN being billed, the ACRN shall be specified as
wel | .

9. PAYMENT | NSTRUCTI ONS FOR DFAS

a. |In accordance with the Pronpt Payment clause (FAR 52.232-25), the follow ng additional invoice instructions apply to
this contract.

b. The paying office shall pay each invoice only with the funds obligated under the CLI N SUBCLIN specified on the

voucher. Paynments shall be nade first fromthe ol dest funds by fiscal year applicable to each individual CLIN The ol dest
funds shall be disbursed in their entirety before proceeding to disburse the next ACRN

*** END OF NARRATI VE A 001 ***
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PIIN/SIIN Wb6HZV- 04- P- 1310 MOD/AMD
Name of Offeror or Contractor: FM CORPORATI ON
ITEM NO SUPPLIES/SERVICES QUANTITY |UNIT| UNIT PRICE AMOUNT
SUPPLI ES OR SERVI CES AND PRI CES/ COSTS
0001 SECURI TY CLASS: Uncl assified
0001AA SERVI CES LI NE | TEM 18, 950. 00

NOUN: FMTV- PARTNERI NG CONSULTANT
PRON:  J0457104J0 PRON AMD: 01
AMS CD: 51106866006

I nspection _and Accept ance
| NSPECTI ON:  Dest i nati on

Deliveries or Performance

ACRN:  AA

ACCEPTANCE: Desti nation

DLVR SCH PERF COWVPL
REL_CD QUANTI TY DATE
001 0 30- SEP- 2005

$ 18, 950. 00
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Name of Offeror or Contractor: FM CORPORATI ON

DESCRI PTI ON/ SPECI FI CATI ONS/ WORK STATEMENT
SECTI ON C - DESCRI PTI ON/ SPECI FI CATI ONS/ WORK STATEMENT
C. 1 PURPCSE AND SCOPE
C. 1.1 The purpose of this effort is to provide the Program Executive Ofice for FMIV the support required for the
successful execution of their systemacquisition mission. This support will augnment existing resources with experience and
capability which either is not available or exceeds in-house capabilities.
C. 1.2 The objective of this effort is to provide the information and products necessary for the tinmely and cost effective
managenent of FMIV weapon systens and conponentry of all Acquisition MI|estone and Phases and throughout the life cycle of
the programto include fielding, deploynent and disposal.
C. 2.0 GENERAL
C.2.1 All work under this effort shall be performed only to the extent authorized by discrete work directives/task orders,
whi ch have been issued by the Contracting O ficer. The Contractor shall not begin work on any task until an order is

i ssued.

C.2.2 In acconplishing the effort, the Contractor agrees not to duplicate or otherw se provide efforts, present or future,
required to be performed under any current or past Government contracts with the Contractor.

C. 2.3 The Contractor, as an independent Contractor, and not as an agent of the Governnment, for the level of effort
specified, shall provide all necessary |abor, nmaterials, supplies, services, facilities, and equipnent to performthe

specific work and services required by individual work directives/task orders.

C. 2.4 The Contractor shall have access to Governnment data for the acconplishment of work under this effort. The effort
required to performthe tasks awarded will in no case constitute personal services.

C. 2.5 The Contractor shall manage and control the resources necessary to ensure tinmely achievenment of all of the
requirenents contract effort in the nbst econom cal manner possible. Frequent |iaison and coordination shall be required
with the PEO and its Project Managers |located in Warren, M.

C.2.5.1 The Contractor shall enploy a nanagenent system whi ch enphasizes the DoD Managenent Phil osophy of continuous
process inprovenent in providing the information and products thereunder.

C. 3.0 MEETI NGS AND M NUTES

C.3.1 The Contractor shall hold a 60 minute conference call with the Senior Management Teamto review results and define
actions forward, and distribute a 1 page summary of actions forward to the distribution list. (CDRL 0001)

C. 4.0 DOCUMENT PREPARATI ON

C. 4.1 Report Preparation. The contractor shall administer and deliver the results of four (4) partnering team eval uations
to the senior managenent team (once per quarter). This assunmes that there will be approximately 120 personel on the

di stribution list.

C.4.1.1 Distribution of the evaluation and conplilation of the responses.

C.4.1.2 Ceneration of a sunmary report of all responces and a 1-page |ist summary of key issues.

C.4.1.3 Preperation of a 1 page summary of actions discussed in C. 3.1. (CDRL 0001)

C.4.1.4 Distribution of a 1 page summary of actions forward to distribution Iist.

C. 4.2 The Contractor shall use conputer software which is conpatible with the hardware/software utilized by specified PEC
GCSS or gani zati ons.

C. 5 | NFORVATI ON MANAGEMENT
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Name of Offeror or Contractor: FM CORPORATI ON

C.5.1 The Contractor shall support the governnment in the managenent of software related policy, guidance, plans and
reports.

C. 6.0 SECURI TY

C.6.1 To preserve National Security interests, the contractor shall ensure that all aspects of the contract and work
performed are eval uated for conformance with security procedures and standards. The contractor shall evaluate all products
for security inplications and prepare appropriate security docunents

and pl ans.

C. 6.2 The contractor shall support the Government in the managenment of special security activities for designated systens
throughout their devel opmental life cycles.

C.6.2.1 The contractor shall have available to him or have the ability to obtain, the resources and personnel capable of
revi ewi ng, analyzing and processing classified information up to the TOP SECRET | evel.

C.6.2.2 The contractor shall support the Government in ensuring that all aspects of security are namintai ned on
devel opnental systens during all activities including, but not limted to: field tests and evaluations, test site surveys,
rel evant test data nmintenance and reductions and limted test site security and test site adm nistration activities.

C.6.2.3 The contractor shall provide security support to the Governnment in the preparation of all program docunents,
reports, and briefing materials.

C. 6.3 The contractor shall NOT store, maintain, review or process classified materials at his facility; all work of a
SECRET, TOP SECRET (TS), SPECI AL ACCESS PROGRAM ( SAP), or SENSI TI VE COVPARTMENTED | NFORVATION (SCI) nature will be
performed either at a Governnment location, or at the facility of a third party with the appropriate clearance. The Secure
Envi ronnent Contracting (SEC) Procuring Contract Officer for TS, SAP and SCI Task Orders under this contract is located in
the SEC Cell at the U S. Arny Tank-autonotive and Arnmanments Command, AMSTA-CM CLGA, Warren, Mchigan. Any contractual
issue that needs to address TS, SAP or SCI information shall only be communicated to the SEC Procuring Contracting
Oficer, as he has the necessary clearances. |f the contractor has any questions regarding the cl earance of an
individual, he nust verify with the program security officer or the SEC Procurenent Contracting O ficer that the

i ndi vidual has the appropriate clearances.

*** END OF NARRATIVE C 001 ***
DELI VERI ES OR PERFORMANCE
F.1 Period of Performance

Period of performance for the work is date of award through 30 Sep 2005.

*** END OF NARRATIVE F 001 ***
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PIIN/SIIN VB6HZV- 04- P- 1310 MOD/AMD
Name of Offeror or Contractor: FM CORPORATI ON
CONTRACT ADM NI STRATI ON DATA
PRON/ JoB
LI NE AVB CDY OBLG ORDER ACCOUNTI NG OBLI GATED
ITEM MPR ACRN STAT  ACCOUNTI NG CLASSI FI CATI ON NUVBER STATI ON AMOUNT
0001AA J0457104J0 AA 2 21  42035000041C1CD2P5110682512 S20113 4SMrJo Wb6HZV $ 18, 950. 00
51106866006
TOTAL $ 18, 950. 00
SERVI CE ACCOUNTI NG OBLI GATED
NANVE TOTAL BY ACRN  ACCOUNTI NG CLASSI FI CATI ON STATI ON AMDUNT
Ary AA 21 42035000041C1C02P5110682512 S20113 VB6HZV $ 18, 950. 00
TOTAL $ 18, 950. 00
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CONTRACT CLAUSES
3 52.204-2 SECURI TY REQUI REMENTS AUG 1996
4 52.211-5 MATERI AL REQUI REVMENTS AUG 2000
5 52.222-8 PAYROLLS AND BASI C RECORDS FEB/ 1988
6 52.222-19 CHI LD LABOR- - COOPERATI ON W TH AUTHORI TI ES AND REMEDI ES JUN 2004
7 52.222-21 PROHI BI TI ON OF SEGREGATED FACI LI TI ES FEB/ 1999
8 52.222-41 SERVI CE CONTRACT ACT OF 1965, AS AMENDED MAY/ 1989
9 52.225-13 RESTRI CTI ONS ON CERTAI N FOREI GN PURCHASES JAN 2004
10 52.232-33 PAYMENT BY ELECTRONI C FUNDS TRANSFER- - CENTRAL CONTRACTOR REG STRATI ON OCT/ 2003
11 52.246-2 | NSPECTI ON OF SUPPLI ES- - FI XED PRI CE AUG 1996
12 52.246-9 | NSPECTI ON OF RESEARCH AND DEVELOPMENT ( SHORT FORM) APR/ 1984
13 252. 223- 7004 DRUG FREE WORK FORCE SEP/ 1988
14 52. 204- 4006 | NCORPORATI ON OF TACOM MASTER SOLI CI TATI ON FOR SI MPLI FI ED MAY/ 2000
( TACOM ACQUI SI TI ONS AND DESI GNATI ON OF F. O.B. PO NT

(a) This Request for Quotation (RFQ or Purchase Order (PO incorporates by reference TACOM Warren's Master Solicitation for
Sinplified Acquisitions with the same force and effect as though the clauses and provisions it contains were physically incorporated
into this docunment. The version in effect at time of award is the version that applies to your purchase order.

(b) The TACOM Warren Master Solicitation for Sinplified Acquisitions is available on our Electronic Contracting web page, which
you can reach using the followi ng URL address: http://contracting.tacomarny.nmil/opportunity.htm

(c) The clauses and provisions in Section | of the Master Solicitation apply to all TACOM Warren RFQs and Purchase Orders that
contain this clause. The clauses contained in Section Il of the Master Solicitation applies in addition to those in Section | when the
RFQ or PO specifies F.OB. Oigin.

(d) W hereby specify that the required F.O B. point for this acquisition is Destination.

(e) We will keep the Master Solicitation identified in this clause available on our Electronic Contracting web page during the
entire period of performance of the purchase order. |f the current Master Solicitation later is revised to incorporate a change in any
of the clauses, the version specified in this clause will be retained, intact, in an archive area on our web page for continued
reference and use.

[End of d ause]

15 52.211- 4053 REQUI RED TAI LORI NG LANGUAGE TO ELI M NATE CLASS | OZONE- DEPLETI NG MAR/ 2000
(TACOM SUBSTANCES

(a) The purchase description or Technical Data Package (TDP) for this purchase order incorporates one or nore specifications or
standards that, in their unnodified form either authorize or require the use of Cass | Ozone-Depleting Substances (CICDS). For
purposes of your performance on this purchase order, those specifications (which are identified in paragraph (b) of this clause) are
nodi fied by special tailoring | anguage whi ch appears in the TACOM Acquisition Center's web-site. Directions for reaching our web-site
and locating the required tailoring | anguage appear in paragraph (c) of this clause.

(b) Tailoring | anguage to elinminate the authorization or requirement to use Class | Ozone-Depl eti ng Substances (CIODS) is hereby
incorporated into this contract by reference. Packaging Specifications ML-L-61002 and M L-STD-129, where they apply, are affected by
this tailoring | anguage. Qher specifications and standards affected are: NA

(c) The CIODS listing that contains the required tailoring | anguage is on the TACOM Acqui sition Center web-site, which you can
reach by using this URL: http://contracting.tacomarny.nl/ciods. htmn

[End of d ause]

16 52.204-7 CENTRAL CONTRACTOR REG STRATI ON OCT/ 2003
(a) Definitions. As used in this clause--
"Central Contractor Registration (CCR) database" neans the prinmary Governnent repository for contractor information required for the
conduct of business with the Government.
"Commer ci al and Governnent Entity (CAGE) code" neans-
(1) A code assigned by the Defense Logistics Information Service (DLIS) to identify a comrercial or Government entity; or
(2) A code assigned by a nenber of the North Atlantic Treaty Organization that DLIS records and maintains in the CAGE
master file. This type of code is known as an "NCAGE code."



Reference No. of Document Being Continued Page 9 of 21

CONTINUATION SHEET
PIIN/SIIN Wb6HZV- 04- P- 1310 MOD/AMD

Name of Offeror or Contractor: FM CORPORATI ON

"Data Universal Nunbering System (DUNS) nunber" neans the 9-digit nunber assigned by Dun and Bradstreet, Inc. (D&) to identify unique
busi ness entities.
"Data Universal Nunbering System +4 (DUNS+4) nunber" neans the DUNS nunmber assigned by D& plus a 4-character suffix that nay be
assigned by a business concern. (D& has no affiliation with this 4-character suffix.) This 4-character suffix may be assigned at the
di scretion of the business concern to establish additional CCR records for identifying alternative Electronic Funds Transfer (EFT)
accounts (see Subpart 32.11 of the Federal Acquisition Regulation) for the same parent concern.
"Registered in the CCR database" neans that-
(1) The Contractor has entered all mandatory information, including the DUNS nunber or the DUNS+4 nunber, into the CCR database;
(2) The Contractor's CAGE code is in the CCR database; and
(3) The CGovernnent has validated all nmandatory data fields and has narked the records "Active."

(b)
(1) By submission of an offer, the offeror acknow edges the requirenent that a prospective awardee shall be registered in
the CCR database prior to award, during performance, and through final paynment of any contract, basic agreenment, basic
ordering agreenent, or blanket purchasing agreenment resulting fromthis solicitation.
(2) The offeror shall enter, in the block with its name and address on the cover page of its offer, the annotation DUNS or
DUNS+4 fol |l owed by the DUNS or DUNS+4 nunber that identifies the offerors nane and address exactly as stated in the offer.
The DUNS nunber will be used by the Contracting Officer to verify that the offeror is registered in the CCR database.
(c) If the offeror does not have a DUNS nunber, it should contact Dun and Bradstreet directly to obtain one.
(1) An offeror may obtain a DUNS nunber
(i) If located within the United States, by calling Dun and Bradstreet at 1-866-705-5711 or via the Internet at
http://ww. dnb. conl ; or
(ii) If located outside the United States, by contacting the |ocal Dun and Bradstreet office.
(2) The offeror should be prepared to provide the followi ng information:
(i) Conpany |egal business nane.
(ii) Tradestyle, doing business, or other name by which your entity is commonly recogni zed.
(iii) Conpany physical street address, city, state and Zip Code.
(iv) Conpany numiling address, city, state and Zip Code (if separate from physical).
(v) Conpany tel ephone nunber.
(vi) Date the conmpany was started.
(vii) Nunber of enployees at your |ocation.
(viii) Chief executive officer/key manager.
(ix) Line of business (industry).
(x) Conpany Headquarters name and address (reporting relationship within your entity).
(d) If the Oferor does not becone registered in the CCR database in the time prescribed by the Contracting Oficer, the Contracting
Oficer will proceed to award to the next otherw se successful registered Offeror.
(e) Processing time, which normally takes 48 hours, should be taken into consideration when registering. Oferors who are not registered
shoul d consider applying for registration imediately upon receipt of this solicitation.
(f) The Contractor is responsible for the accuracy and conpl eteness of the data within the CCR database, and for any liability resulting
fromthe Governnents reliance on inaccurate or inconplete data. To remmin registered in the CCR database after the initial registration,
the Contractor is required to review and update on an annual basis fromthe date of initial registration or subsequent updates its
information in the CCR database to ensure it is current, accurate and conplete. Updating information in the CCR does not alter the terns
and conditions of this contract and is not a substitute for a properly executed contractual docunent.
(1)
(i) If a Contractor has legally changed its business nane, doing business as nane, or division nane (whichever is
shown on the contract), or has transferred the assets used in performng the contract, but has not conpleted the
necessary requirenments regardi ng novati on and change-of - name agreenents in Subpart 42.12, the Contractor shall
provi de the responsible Contracting O ficer a mninumof one business days witten notification of its intention
to:
(A) Change the nanme in the CCR database;
(B) Conply with the requirenents of Subpart 42.12 of the FAR
(C Agree in witing to the tinmeline and procedures specified by the responsible Contracting Oficer. The
Contractor mnust provide with the notification sufficient docunentation to support the legally changed
nare.
(ii) If the Contractor fails to conply with the requirenents of paragraph (g)(1)(i) of this clause, or fails
to performthe agreenent at paragraph (g)(1)(i)(C of this clause, and, in the absence of a properly executed
novation or change-of-nanme agreenent, the CCR information that shows the Contractor to be other than the
Contractor indicated in the contract will be considered to be incorrect information w thin the meaning of the
Suspensi on of Payment paragraph of the electronic funds transfer (EFT) clause of this contract.
(2) The Contractor shall not change the name or address for EFT paynents or manual paynents, as appropriate, in the
CCR record to reflect an assignee for the purpose of assignment of clainms (see FAR Subpart 32.8, Assignnent of
Clainms). Assignees shall be separately registered in the CCR database. Information provided to the Contractors CCR
record that indicates paynents, including those made by EFT, to an ultimate recipient other than that Contractor wll
be considered to be incorrect information wthin the meaning of the Suspension of paynent paragraph of the EFT cl ause
of this contract.
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(g) Oferors and Contractors may obtain information on registration and annual confirmation requirenents via the Internet at
http://ww. ccr. gov/ or by calling 1-888-227-2423, or 269-961-5757.
(End of clause)

17 52.237-1 SITEVISIT APR/ 1984

O ferors or quoters are urged and expected to inspect the site where services are to be performed and to satisfy thensel ves
regarding all general and |ocal conditions that may affect the cost of contract perfornmance, to the extent that the information is
reasonably obtainable. In no event shall failure to inspect the site constitute grounds for a claimafter contract award.

[ End of Provision]

18 52.246-4 I NSPECTI ON OF SERVI CES- - FI XED PRI CE AUG 1996

(a) Definitions. Services, as used in this clause, includes services performed, workmanship, and material furnished or utilized
in the perfornmance of services.

(b) The Contractor shall provide and maintain an inspection system acceptable to the Government covering the services under this
contract. Conplete records of all inspection work performed by the Contractor shall be maintained and nade avail able to the Governnent
during contract performance and for as long afterwards as the contract requires.

(c) The Government has the right to inspect and test all services called for by the contract, to the extent practicable at all
times and places during the termof the contract. The Government shall performinspections and tests in a manner that will not unduly
del ay the work.

(d) If the Governnent perforns inspections or tests on the prem ses of the Contractor or a subcontractor, the Contractor shall
furnish, and shall require subcontractors to furnish, at no increase in contract price, all reasonable facilities and assistance for the
safe and conveni ent performance of these duties.

(e) If any of the services do not conformw th contract requirenments, the Government may require the Contractor to performthe
services again in conformty with contract requirements, at no increase in contract ambunt. Wen the defects in services cannot be
corrected by reperformance, the CGovernnent may (1) require the Contractor to take necessary action to ensure that future perfornmance
conforms to contract requirements and (2) reduce the contract price to reflect the reduced value of the services perfornmed.

(f) If the Contractor fails to pronptly performthe services again or to take the necessary action to ensure future performance in
conformty with contract requirenments, the Government may (1) by contract or otherw se, performthe services and charge to the
Contractor any cost incurred by the Government that is directly related to the perfornmance of such service or (2) termnate the contract
for default.

[End of d ause]

19 52. 204- 4005 REQUI RED USE OF ELECTRONI C CONTRACTI NG JUN 2004
(a) Al contract awards, nodifications and delivery orders issued by TACOMw || be issued electronically. The contractor has
the option to receive these actions either via the Wrldwi de Web (WWY or Electronic Data Interchange (EDI). Many provisions/clauses
that appear "by reference", nmeaning only clause titles and regulation site are listed; their full texts can be found at the website
http://farsite. hill.af.ml/

(b) In order to be eligible to receive an award under this solicitation, the successful offeror nust be registered with the
Departnent of Defense (DOD) Central Contractor Registration (CCR). The CCR registration process may be done electronically at the World
Wde Wb (WWY site: http://www ccr.gov/ . (In order to be registered to use EDI, you nust use the long formfor registration.
Certification information, including information on the EDI 838 TPP, nust be furnished to the Contracting Officer within 60 cal endar
days after contract award to conplete networking requirenents within the Governnent.)

(c) Worldwi de Web Distribution. The contractor will receive an electronic Notice of the Award, Mdification, or Delivery
Order via e-mail. |f you choose the WAW option, you nmust download the file fromthe appropriate TACOM webpage:

Warren: http://contracting.tacomarny.ml/awards_official.htm

Rock Island: http://aais.ria.arny.ml/AA S/ AN NFQ i ndex. ht m
Picatinny: http://procnet.pica.arny.ml/Contracts/|ndex. htm

Red River Arny Depot: http://ww.redriver.army.ml/contracting/ Awards
Anni ston Arny Depot: http://ww. anadprocnet.arny. ml
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(d) Electronic Data Interchange. |f you choose to receive contract awards, nodifications and delivery orders through EDI,
they will be delivered electronically via the Federal Acquisition Network (FACNET). Federal Standard Version 3050 of Standard X12 from
the Anmerican National Standards Institute (ANSI) will be used as the format for these el ectronic transactions.

(1) You must conplete the EDI 838 Trading Partner Profile, and nust agree (i) to subcontract with a DoD certified VAN or
Val ue Added Service (VAS) provider, or (ii) to becone DoD certified as a Val ue Added Network (VAN). The EDI 838 Training Partner
Profile is contained in the basic CCR registration formand includes portions of the registration formwhich are titled "Optional".

(2) You nust select a VAN fromthe official DoD approved list. DoD Certified VANs are |isted at
http://ww. acq.osd. mi|/ec/ecip/index.htm |f your VAN is later renbved fromthe official list, or if you voluntarily drop your
initially selected VAN, then you nust switch to a VAN that remains on the official DoD approved list. You nust maintain an active
account on a DoD approved VAN for the entire duration of the contract, beginning no later than the 60th day after award.

(e) Unless otherw se specified el sewhere in the contract, all data items you are required to provide under this contract nust
be submitted el ectronically. Acceptable formats include:

(1) Mcrosoft* 2002 O fice Products (TACOM can currently read O fice 2002* and |ower.): Wrd, Excel, Powerpoint, or Access

(2) 100 or 250 MEGABYTE ZIP*-DISK, 3 1/2 INCH DI SK, or 650 MEGABYTE CD ROM

(3) E-MAIL (Maxi mum size of each e-nmil nessage is be three and one-half (3.5) negabytes).

(4) Cher electronic formats. Before submitting your data in any other electronic format, please e-mail the buyer
identified on the face of the contract, with e-mail copy-furnished to ansta-idg@acomarmny.nil, to obtain a decision as to the format's
acceptability. This e-mail nust be received by the buyer not later than ten cal endar days before the required data subm ssion date.

NOTE: The above formats may be subnmitted in conpressed formusing self-extracting files.

(f) Additional information can be obtained by sending a nessage to: acqcenweb@acomarny.ml or by calling (586) 574-7059.

[End of d ause]

20 52. 204- 4009 MANDATORY USE OF CONTRACTOR TO GOVERNMENT ELECTRONI C COVMUNI CATI ON JUN 1999
(TACOM

(a) Al references in the contract to the submi ssion of witten docunentation shall nean el ectronic subm ssion. Al electronic
submi ssions shall be in the formats and nedia described in the "El ectronic Quotations/Ofers/Bids Required in Response to this Request
for Quotations/Proposal s/Bids" clause el sewhere in this document. (See Section K for commercial acquisitions, Section L for RFPs, and
Section | for RFQs.)

(b) This shall include all witten unclassified comrunications between the Government and the Contractor except contract awards
and contract nodifications which shall be posted on the internet. Return receipt shall be used if a commercial application is available.
Classified information shall be handled in full accordance with the appropriate security requirenents.

(c) In order to be contractually binding, all Governnment communications requiring a Contracting O ficer signature nust be sent
fromthe Contracting Officer's e-nmil address. The Contractor shall designate the personnel with signature authority who can

contractual ly bind the contractor. Al binding contractor communication shall be sent fromthis contractor e-nmil address(es).

(d) Upon award, the Contractor shall provide the Contracting Officer with a list of e-mail addresses for all admnistrative and
techni cal personnel assigned to this contract.

(e) Unless exenpted by the Procuring Contracting Officer in witing, all unclassified witten conmunication after contract award
shal |l be transmtted electronically.

[End of d ause]
21 52.213- 4010 ADDI TI ONAL GENERAL CLAUSES FEB/ 1997
(TACOW

The follow ng three FAR cl auses apply to this purchase order, in addition to the other clauses contained in, or cited in, the
docurent :

(1) CHANGES- FI XED- PRI CE (AUG 1987)
52.243-1
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The Contracting Officer may at any tine, by witten order,
scope of this contract in any one or nore of the follow ng:

and without notice to the sureties, if any, make changes

(A) Drawings, designs, or specifications when the supplies to be furnished are to be specially
manuf actured for the Government in accordance with the draw ngs, designs, or specifications.

(B) Method of shipnment or packing.

(C© Place of delivery.

(ii) If any such change causes an increase or decrease in the cost of, or the tinme required for, performance of any part

of the work under this contract, whether or not changed by the order, the Contracting O ficer shall make an equitable adjustment in the
contract price, the delivery schedule, or both, and shall nodify the contract.
(iii) The Contractor nmust assert its right to an adjustnment under this clause within 30 days fromthe date of receipt of

the witten order.
upon a proposal

However, if the Contracting Oficer decides that the facts justify it,
submitted before final payment of the contract.

the Contracting Officer nmay receive and act

(iv) If the Contractor's proposal includes the cost of property made, obsolete or excess by the change,
have the right to prescribe the manner of the disposition of the property.

the Contracting
O ficer shall

(v) Failure to agree to any adjustnment shall be a dispute under the Disputes clause. However, nothing in this clause
shall excuse the Contractor from proceeding with the contract as changed.
[End of d ause]
(2) TERM NATI ON FOR CONVENI ENCE OF THE GOVERNVENT (APR 1984)
52.249-1
The Contracting Officer, by witten notice, nay terminate this contract, in whole or in part, when it is in the Governnent's

interest.
shal |

If this contract is termnated, the rights,
be in accordance with Part 49 of the Federal

duti es,
Acqui sition

and obligations of the parties,
Regul ation in effect

i ncl udi ng conpensation to the Contractor,
on the date of this contract.

[End of O ause]

DEFAULT- - FI XED- PRI CE SUPPLY AND SERVI CE
52.249-8

(3) (APR 1984)

The Contracting Officer, by witten notice, this contract, for failure of the Contractor to

may termnate

performany of the provisions hereof. See referenced FAR ccite

[ End

in whole or in part,

for full provision.

of C ause]

22 52.215- 4404 DATA AND COVMUNI CATI ONS SUBM TTED TO THE GOVERNMENT ELECTRONI CALLY MAY/ 2002
(TACOM
(a) The Government often enploys contractors as system administrators to operate and mai ntain Governnment conputer systens. These

systens include |ocal area networks, web sites, databases, other electronic records, e-nmil accounts, other electronic data transfer
mechani sns and conputer software. The enpl oyees of these contracted system adm nistrators sign nondi scl osure agreenents obligating them
not to reveal information contained in files, documents, conputers or systens that they adm nister. However, unless such information is

protected in sonme way, contracted system adnministrators do have the ability to access such information.

(b) Potential contractors as well as any other parties are thus advised to take steps needed to prevent access by contracted
system adnministrators to information subnmitted electronically to the Governnent. Absent such steps, it is assuned that contracted
system adnministrators are permtted the capability to access the data. The access will be linited to that which is necessary for the
contract systemadmnistrator to performits duties for the Government. The access shall be subject to the condition that third party
information is not to be revealed by the contracted system adninistrator.

[End of O ause]

23 52. 215- 4405 ACCESS TO THE DETRO T ARSENAL; | DENTI FYI NG CONTRACTOR EMPLOYEES; NON- NOv/ 2002
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(TACOM DI SCLOSURE STATEMENT
1. This requirenment is only applicable to contractor enployees working at, or visiting, Detroit Arsenal. The term "contractor

enpl oyee" includes enpl oyees, agents, or representatives and all enployees, agents or representatives of all subcontractors and
suppliers.

2. (A) Badges/Passes: Contractor enployees entering the Detroit Arsenal are responsible for obtaining, and then returning, security
identification badges/passes and vehicle registration decal s/ passes. Badges are valid only for the date spans indicated, by the
Gover nment, on each badge application form (STA Form 15 or 4109).

(B) Obtaining Badges:
"PI CTURE"' badges (generally issued to longer termvisitors):
Furnish the Requiring O fice or Procuring Contracting Officer (PCO) with two (2) copies, fully conpleted (those sections for each
applicant), and signed, of STA Form 15 for each applicant;

"NON- PI CTURE" badges (generally issued to shorter termvisitors):
Upon arriving at the Detroit Arsenal at the TACOM Public Safety O fice, Bldg. 232, conplete a STA Form 4109 for the specific short term
visit in question.

(O Returning Badges (to the TACOM Public Safety O fice, Building 232).
--Return Non-picture badges upon its expiration date.
--Return Picture badges within (3) three business days of any of the
fol | owi ng:
The access-expiration date specified on the STA Form 15
If the contract is terminated, the date of termination;
If a visiting contractor enployee is released, the date of enpl oyee rel ease.

--Failure to conply with the requirements of this paragraph 2C nay
be grounds for w thhol ding any funds due the contractor until conpletion of the requirenment, notwi thstanding any
other clause or requirenments in the contract. Failure to conply may al so be taken into account by the Government in
eval uating the contractor's past performance on future acquisitions .

(D) Al contractor enployees, while on the prem ses at TACOM Warren, shall continually wear the badge, which shall be visible at all
times.

(E) The identification badge or pass issued to enployees of the contractor is for his own use only. Msuse of the badge or pass,
such as permitting others to use it will result in crimnal charges under Title 18 USC 499 and 701, and barring the enployee from
the Detroit Arsenal property.

(F) If the contractor obtains a new or follow on contract that again requires physical access to the Detroit Arsenal property, he
shal | obtain new badges for his enployees, indicating the new or follow on contract nunber. The security policies described in this
clause apply to any contractor enployee on base in connection with any contract w th TACOM Warren.

3. At the discretion of the Detroit Arsenal Commander, any individual known to have a crimnal background involving violence may be
deni ed access to the Detroit Arsenal. Fingerprinting of enployees and any other procedure deened necessary for the security of Detroit
Arsenal may be required at the discretion of Detroit Arsenal Public Safety O fice.

4. Any contractor enployee attending neetings with Governnment enployees within or outside the Detroit Arsenal boundaries, shall, at the
begi nning of the neeting, announce that he/she is a contractor enployee. He/she nust state the Contractor's nane and address, and state
the name of all other conpanies or persons that (a) currently enploy him or (b) that he currently represents. |In addition, for the

duration of the nmeetings, the contractor enployee shall wear a second visible badge that displays the contractor's conpany nane.

5. If avisiting contractor is working on a classified contract, his/her visit request, with security clearance information, nust be
approved by the Detroit Arsenal Industrial Security Specialist and be held on file the Detroit Arsenal Intelligence and Security

Di vi sion. Governnent enpl oyees hosting neetings will verify that the contractor enployees security clearance information is on file in
the Detroit Arsenal Intelligence and Security Division prior to contractor access to classified information.

6. Al contractor enployees working on the U.S. Arny installation, Detroit Arsenal, in the State of Mchigan, in connection with this
contract, shall conformto all applicable federal or state laws, and published rules and regulations of the Departnents of Defense and
Arny. Also, they nust conply with any existing applicable regulations pronul gated by Detroit Arsenal. Additionally, all contractor

enpl oyees working on classified contracts shall conply with the requirements of the National Industrial Security Program (N SPOM and
Arny Regul ation 380-5, Departnment of the Army Information Security Program

7. Each contractor enployee working at the Detroit Arsenal property under this contract shall sign a Non-disclosure Agreenent on their
conpany's letterhead prior to comrenci ng work under the contract or obtaining the badges pernitting access to the property. There wll
be one Non-discl osure Agreenent for each enployee. The Non-disclosure Agreenent shall be in the format indicated below. A copy of the
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agreenment will be made a part of the contract file.

FORVAT FOR
NON- DI SCLOSURE AGREEMENT
|, , an enpl oyee of , a
Contractor providing support services/supplies to Detroit Arsenal or its tenants (hereinafter Detroit Arsenal), and likely to have
access to nonpublic information (hereinafter RECI PIENT), under contract nunber , agree to and pronise the

fol | owi ng:
WHEREAS RECEI Pl ENT is engaged in delivery support services to Detroit Arsenal under contract; and
WHEREAS, It is the intention of Detroit Arsenal to protect and prevent unauthorized access to and discl osure of
nonpublic information to anyone other than enpl oyees of the United States Government who have a need to know, and, VWH
EREAS, Detroit Arsenal acknow edges that RECIPIENT will fromtime to tine have or require access to such nonpublic information in
the course of delivering the contract services; and,
WHEREAS, RECI PI ENT may be given or other have access to nonpublic information while providing such services; and,
WHEREAS, "nonpublic information" includes, but is not limted to such infornmation as:
Proprietary information (e.g., information subnmitted by a contractor marked as proprietary. However please note: TH'S
NON- DI SCLOSURE STATEMENT |'S NOT SUFFI CI ENT TO ALLOW CONTRACTORS ACCESS TO ANOTHER CONTRACTORS PROPRI ETARY | NFORVATI ON.
FOR THAT, A SEPARATE CONTRACTOR TO CONTRACTOR AGREEMENT | S REQUI RED.);
Advanced procurenent information (e.g., future requirenments, statements of work, and acquisition strategies);
Source selection information (SSI) (e.g., bids before nmade public, source selection plans, and rankings of
proposal s) (PLEASE NOTE: THI S AGREEMENT ALONE DOES NOT AUTHORI ZE ACCESS TO SSI--ONLY PCO OR SOURCE SELECTI ON AUTHORI TY CAN
AUTHORI ZE SUCH ACCESS. ) ;
Trade secrets and ot her confidential business infornmation (e.g., confidential business infornmation subnitted by the
contractor);
Attorney work product;
Information protected by the Privacy Act (e.g., social security nunbers, home addresses and tel ephone nunbers); and
QG her sensitive information that would not be released by Detroit Arsenal under the Freedom of Information Act (e.g.,
program pl anni ng and budgeting system i nformation);
NOW THEREFORE, RECI PI ENT agrees to and promi ses as follows:

RECI PI ENT shall not seek access to nonpublic information beyond what is required for the perfornmance of the
support services contract;

RECI PIENT wi Il ensure that his or her status as a contractor enployee is known when seeking access to and
receiving such nonpublic information of Government enployees;

As to any nonpublic information to which RECI PIENT has or is given access, RECIPIENT shall not use or
di scl ose such information for any purpose other than providing the contract support services, and will not use or disclose the
information to any unauthorized person or entity for personal, commercial, or any unauthorized purposes; and

| f RECI PI ENT becones aware of any inproper release or disclosure of such nonpublic information, RECH Pl ENT
wi || advise the contracting officer in witing as soon as possible.

The RECI PI ENT agrees to return any nonpublic information given to himor her pursuant to this agreenment, including any
transcriptions by RECI PIENT of nonpublic information to which RECI PI ENT was given access, if not already destroyed, when RECIPIENT
no | onger performs work under the contract.
RECI PI ENT under stands that any unauthorized use, release or disclosure of nonpublic information in violation of this Agreenent will
subj ect the RECIPIENT and the RECIPIENT's enployer to admnistrative, civil or crimnal remedies as nay be authorized by |aw
RECI Pl ENT: (signature)
PRI NTED NAME:
TITLE:
EMPLOYER:

[ End of cl ause]

24 52. 215- 4406 AUTOVATED | NFORVATI ON SYSTEM SECURI TY REQUI REMVENT NOv/ 2002

1. The Contractor must conply with all Department of the Arny Directives, AR 380-19, AMC Suppl 1 to AR 380-19 and Arny Material Conmmand
(AMC) security directives, Corporate Information Office (CIO and Directorate Intelligence Security Division, nenoranduns, and nunbered
messages. All new systens require accreditation and certification that connect to TACOM conputer systens and nust be approved by the

Cl O before connection is accepted. Personnel who require access to Sensitive But Unclassified (SBU) defense information because of
their duties in accessing Automation Information System (Al'S) equi pment or software will be appropriately investigated based on the
sensitivity of the Automated Data Processing (ADP) position held. ADP sensitivity designations are ADP-1 for Critical-sensitive, ADP-II
for Noncritical-sensitive and ADP Il for Non-sensitive. Before contractor enployee can obtain access to ADP hardware/ software, an
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investigation nust be conpl eted.
2. If the contractor needs renpte access to TACOM Warren ADP systens and SBU information will be accessed during the contract, the

contractor must use a National Security Agency approved nethod to encrypt the information if it is sent/received outside this Comrand.
The use of a commercial Internet Service Provider for receipt of government information is prohibited. A Terminal Server Access
Control |l er System (TSACS) Account nust be established and used for governnent enmil and installed on a governnent machine.

3. The security nmeasures below are consistent with Department of the Arny security policies and directives and are required to protect
the TACOM W de Network (TWNET). The goal is to ensure the confidentiality, integrity, and availability of Departnment of the Arny
automation assets and software and to reduce cracker, hacker, and malicious code attacks to the maxi mum extent possible.
4. Contractor personnel, who require access to SBU defense information because of their duties with an automated information system
will be appropriately investigated based on the sensitivity of the ADP position held. ADP sensitivity designations are ADP-1 for
Critical -sensitive, ADP-11 for Noncritical-sensitive and ADP-111 for Non-sensitive. Before assunption of duties, an SF85P or SF86 nust
be conpl eted and sent by your Facility Security Oficer (FSO directly to Defense Security Service (DSS) for each individual requiring
access. The contractor is responsible for providing the El ectronic Personnel Security Questionnaire (EPSQ receipt to AMSTA- CM XSC,
dat af ax (586) 574-6362. A copy of the SF85P or SF86 can be mailed to: Commander, U.S. Arny Tank-autonotive and Armanents Command, 6501
E. 11 MIle Road, ATTN. AMSTA-CM XSC, Warren, M 48397-5000. The Contractor is responsible for submtting their required security
investigations to the Defense Investigative Service Clearance Ofice (DI SCO. Upon request, the contractor wll provide security
investigation data to Directorate, Intelligence Security Division in order that personnel can be incorporated into the TACOM Warren
Security Cl earance Roster.
5. Contractor personnel assigned to ADP || positions nmust conplete a National Agency Check (NAC) or a National Agency Check with
Inquiries (NACI) and a SF 86 and FD 258 (fingerprint card). These docunents nust be conpleted before access can be granted to a
Departnent of Arny autonation network. Each contractor enployee nust submit a SF86 in the EPSQ format. The EPSQ software can be found
at www. dss. m|/epsqg/index.htm Note: Local police departnments will normally take fingerprints for a small fee. An alternative is to
make an appointnment with the nearest DoD facility that has a Security office trained and equipped to take fingerprints.
6. Each contractor enpl oyee who has access to TACOM conputers nust read and sign a copy of the Automated |nformation System Annual
Security Briefing which can be obtained fromyour TACOM Warren | nfornmation Assurance Security Oficer (1ASO.
7. The contractor will be required to submt application forns for network access.
8. TACOMis not responsible for any comercial or proprietary information that contractor enployees may divul ge to conpeting
contractors. It is the contractors responsibility to notify TACOM when their enployee(s) with access to the TACOM TWNET termi nate
enploynment. It is TACOVs policy to delete the contractor enployees TWNET account at the end of their enploynment with a contractor.
However, TACOM is not responsible and has no enploynent relationship with contractor enployees and will not be responsible for the
actions of contractor enployees who divul ge comrercial or proprietary information to others.
9. A renote connection to TACOVs systems requires an Accreditation and Certification process for each AIS. The accreditation request
must be reviewed by the Information Assurance Manager (1AM and then forwarded to the Designated Approving Authority (DAA) for final
approval before connection is accepted.
10. In accordance with Departnment of the Arny Directives, AR 380-19, and AMC Suppl 1 to AR 380-19, the contractor nust have malicious
code protection on the conputers that are connected to the TWNET. Malicious code protection nmust be nonitored daily for updates and
inmedi ate i npl enentation. TACOM Warren uses the npbst current version of Norton Anti-virus software and McAfee Anti-virus software. The
contractor must report any malicious code problens or thefts of equipnent, software, or code to the TACOM Warren | ASO and | AM
11. The contractor nust:
(1) Secure the conputer equipnment and information associated with this contract in a |ocked office or container, and | ocked buil ding.

Ensure only personnel designated to work on this contract have access to the conputer equi pnent and information.

(3) Ensure that Foreign Nationals do not have access to this equi pment and information.

(4) ldentify the physical security nmeasures (i.e. |ocked office, |ocked buildings, building alarns etc.) in place to protect the
contracts associ ated equi pnent and information at the contractor location. A short description and facility diagramshall be included.
12. Upon conpl etion of the project/contract, the contractor will notify the TACOM Warren | ASO

[End of clause]

25 52. 239- 4000 PROCESSI NG SENSI TI VE AND H GHLY SENSI TI VE DATA JUN 1988
(TACOM

(a) Definitions.
(1) FOR OFFICIAL USE ONLY (FQUO): Applies only to unclassified information, records, and other naterial which have been
determned to require protection fromdisclosure to the general public, and which for a significant reason should not be given general

circul ation.

(2) Automatic Data Processing (ADP) assigned sensitivity levels apply to the facility or individual conputer equipnent and
are based on the sensitivity of the information processed. The sensitivity levels are as follows.

(i) HI GHLY SENSI TIVE: Applicable to any facility or conputer that processes Privacy Act and For Official Use Only
(FOUO) information.
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(ii) SENSITIVE: Applicable to any facility or conputer that processes data relating to asset or resource, proprietary
or contractual information.

(3) FACILITY SECURI TY PROFI LE: Describes the physical facility, equipnment conponents, their |ocations and rel ationships,
general operating information, and other characteristics relevant to the security of the facility and its operations.

(4) RISK MANAGEMENT ASSESSMENT: A written assessnment by Contractor personnel in effect to achi eve safeguards agai nst
del i berat e unauthori zed mani pul ation, use or disclosure of information.

(5) ACCREDI TATION: A Government process which uses the risk managenent assessnment to determine that highly sensitive and
sensitive infornmation can be processed within the bounds of acceptable risk. An Accreditation Package is assenbled by the Contractor
and contains the Facility Security Profile, appointment letters for the Automatic Data Processing System Security O ficer (ADPSSO and
the Termi nal Area Security Oficer (TASO, the R sk Managenent Program Automation Ri sk Anal ysis Survey, the Continuity of Operations
Pl an, the Standard Practice Procedure (SPP), and the Menorandum of Understanding (MOU) for use with privately owned conputers (if
required).

(6) AUTOVATI C DATA PROCESSI NG SYSTEM SECURI TY OFFI CER (ADPSSO): Contractor appointed representative for each ADP system
project, activity, or site whose duties are outlined in Army Regul ation 380-380 and Arny Materiel Command Supplerment 1 to Arny
Regul at i on 380- 380.

(7) TERM NAL AREA SECURI TY OFFI CER (TASO: Contractor appointed representative for each renote term nal whose duties are
outlined in Arny Regul ation 380-380 and Arny Materiel Command Supplenment 1 to Arny Regul ati on 380- 380.

(b) Sensitivity Levels.

(1) For this contract, the sensitivity levels are as foll ows.
The Facility - Highly Sensitive
Sensitive

(2) The requirements of this clause also apply to additional facilities or conputers that begin to process highly sensitive
or sensitive information during the termof this contract.

(c) The Contractor shall establish and maintain a Standard Practice Procedure (SPP) to describe the procedures put in place to
ensure security for the equipment which contains highly sensitive or sensitive data. The purpose of the SPP is to secure the data
processing system and resources according to assigned sensitivity level of the facility and the data processed according to the
foll owing requirenents.

(1) Access Controls. Physical security nust be provided through an in-depth application of barriers to include surveillance
(human or electronic), limted access, and accountability. Only authorized persons shall be permtted entry into the conputer area and
supporting offices. The Contractor's SPP shall include a description of all neasures the Contractor will take during the termof this
contract to control access to data-processing areas by all personnel, to include custodial personnel, and all visitors to the facility.

(2) Facility Security. The Contractor ADPSSO will review the Facility Security Profile and notify the TACOM System Security
Manager (ATTN: AMSTA-SC) of any discrepancies. Because of the information contained in the Profile, the Contractor will handle it as
"For O ficial Ue Only' (FOUO. |If after discussions between the ADPSSO and the TACOM System Security Manager a determ nation is nmade
to change the Profile, the TACOM System Security Manager has the authority to pernmit the ADPSSO to nake the change. The Facility
Security Profile will become part of the Accreditation Package.

(3) Security of Renpte Terminals. The Contractor's SPP shall include a description of the safeguards and procedures to be
applied to (i) all remote termnals located in the ADP facility, and (ii) all hardcopy outputs produced by highly sensitive or sensitive
systens that are covered by the ternms of this contract. Wth respect to renpte termnals, the Contractor's SPP shall also address the
nmet hodol ogy by which such terminals will be rendered unable to access any highly sensitive or sensitive systens during nonduty hours.

(4) Personnel Security.

(i) The prospective enployee will fill out a DD Form 398-2, 'Personal Security Questionnaire--National Agency Check.'
After the formis conpleted, it will be handled as 'For Oficial Use Only' (FOUO . The Contractor ADPSSO will check the formfor
correctness and then annotate the DD Form 398-2 with the following authority: 'Menorandum O fice of the Under Secretary of Defense
(Policy), Director of Security Plans and Prograns, 16 Aug 82, subject: Personnel Security |nvestigations for Contractors.' The form
will be forwarded to the TACOM System Security Manager (ATTN: AMSTA-SC) through the Governnment Security personnel assigned security
admini stration on this contract.
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(ii) The TACOM System Security Manager will forward the DD Form 398-2 to Defense Investigative Services (D'S) for
screening. DS will recomend selection or non-selection of the potential enployee. If DS recomends non-sel ection, the potential
enpl oyee cannot be assigned to ADP sensitive positions which are defined by the TACOM System Security Manager. Wen the screening is
conplete, a copy will be returned to the TACOM System Security Manager and a copy forwarded to the Contractor ADP System Security
Oficer for retention in the enployee's file.

(iii) Incunbent enployees referred to in the remaminder of this section is/are the Contractor's enpl oyees.

(iv) I ncunbent enpl oyees nust have a DD Form 398-2 on file in their personnel file. |If there is not one on file, the
screening process |isted above nust be initiated and conpleted within 60 days of the date of this contract.

(v) After weighing all of the pertinent factors to include those factors listed in Arny Regul ation 604-5, Appendix I,
the Contractor is the person who is responsible to nake the determi nation to rempve an i ncunmbent enployee from ADP sensitive duties
effective immediately. The Contractor ADPSSO will then counsel the individual as to the reasons for disqualification. A witten
notification will be initiated by the ADPSSO and provided to the disqualified incumbent within 10 days of renmpval. The notification
wi Il provide information concerning reasons for disqualification, appeal procedures, and a formstatenent for signature of the
di squalified incunmbent indicating only that the reasons for the disqualification are fully understood. The incunbent may appeal the
di squalification within 20 workdays of the witten notification. Appeals will be in witing to the ADPSSO and wi || specifically deny or
explain the accusations. The TACOM System Security Manager will receive copies of the disqualification information and appeal fromthe
ADPSSO. W thin 20 working days of the receipt of the appeal, the ADPSSO will issue witten response to the disqualified incunbent
ei ther accepting the appeal and reinstating the individual or sustaining the disqualification. |f disqualification is sustained, a
witten statement will be prepared by the ADPSSO and submtted to the TACOM System Security Manager with a copy included in the enployee
file.

(vi) Contractor supervisors of enployees assigned to highly sensitive or sensitive positions will maintain day-to-day
observation of individuals. Annually, Contractor supervision will verify, in witing, that enployees working for themare qualified for
retention. This verification will be acconplished by review of the enployee's personnel file. The verification will be included in the
enpl oyee file and a copy sent to the TACOM System Security Manager.

(5) System Passwords. All systens will have a nmethod of identifying authorized users, acconplished through the use of user
identification or passwords. Passwords will be randomy generated and assigned by the ADPSSO. Passwords shall be changed annually. As
wel |, passwords will be retired within one work day when an enpl oyee having a password retires, transfers, resigns, or is discharged.
The Contractor will treat all enployee passwords, including | ogs, registers, and data concerning them as FOUO The Contractor will
al so ensure that passwords, when entered into conputer systens by enployees, are suppressed from appearing on termnal display screens
and hardcopy out put.

(6) Audit and Evaluation. The Contractor shall devel op and inplenment accounting and auditing systens in order to nonitor and
review the operation of all systems covered by this contract. Such accounting and auditing systens shall be designated to detect actual
and potential abuses. These systens shall contain autonated and, at the Contractor's option, supplenmentary manual features as needed in
order to provide the coverage outlined bel ow

(i) SYSTEM ACCOUNTI NG  Procedures used to nonitor the system security based on type of operation and degree of
sensitive nmaterial handled. Exanples are:

(A) Job Accounting (ensures that progranms performonly authorized functions).
(B) Resource Accounting (provides for the use of resources).
(C© Customer Accounting (identifies and records data requests from Governnent and Contractor enpl oyees).
(ii) AUDIT TRAIL: Describes nanual and automated rosters and | ogs. Exanples are:
(A) System User Roster (lists personnel authorized access to the systemn).
(B) Visitor Log (lists escorted visitors).
(C Support Access Log (lists personnel who need to enter the conputer area but do not need to be
escorted, i.e. maintenance personnel appropriately cleared through the ADPSSO to perform necessary
functions).
(iii) |INTERNAL AUDITS: Initiates checks to conputer access and interaction of the system Exanples are:

(A) System Access Log (identifies entry to the systemw th nane, data and tine).

(B) File Usage Log (lists opening and closing files).
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(©) Transmssion Log (identifies terminal receiving requests and files).
(D) Storage Log (records nenory assigned).
(E) Suspected Violation Log (records type of violations with date, tinme and term nal nunber).

(7) Contingency Pl anning.

(i) The Contractor will develop a Continuity of Operations Plan to ensure the availability of copies of files,
docunentation, and materials essential for recovery of operations under energency or extraordinary conditions. Copies of files
(software) will be designated as backup files. Backup files will be generated daily by Contractor personnel and placed in secure
storage provided by the Contractor accessible by a mininmmof two authorized Contractor personnel. Authorized Contractor personnel wll
mai ntain the backup files for 30 days at which tinme data which is no |onger necessary will be elimnated. The follow ng are exanpl es of
subpl ans which nust be reflected in the Contractor's Continuity of Operations Plan.

(A) Plans which will |essen the adverse effects of the emergency or extraordinary condition such as
(i) amjor fire in the conputer room (ii) a conplete power failure in the mddle of daily
processing, (iii) a wholesale equipnment failure, (iv) a najor breach of security, or (v) entry

into a state of nobilization by the U S. Governnent.

(B) Actions to be taken imedi ately after the emergency or extraordinary condition.
(O Plans necessary to recover and return to nornal operations.
(ii) The Continuity of Operations Plan will become part of the Accreditation Package.

(8) Risk Managenent Assessnment. Risk managenent assessnent will be conducted on all automated systens regardl ess of
sensitivity designation. The R sk Management Program Automation Ri sk Analysis Survey will be filled in by the ADPSSO and subnitted to
the TACOM System Security Manager (ATTN: AMSTA-SC). The conpleted survey nust be submitted to the TACOM System Security Manager by the
ADPSSO (i) 30 days after the start of the contract, (ii) when new hardware, a new operating system or a change in physical structure of
the facility is activated, (iii) when no record of prior risk analysis exists, or (iv) every three years, whichever applies. The
information in the survey will be designated FOUO. The Ri sk Managenent Assessnment will becone part of the Accreditation Package.

(9) Accreditation Process. The accreditation process will be acconplished by the TACOM System Security Manager (ATTN. AMSTA-
SC). The process will review the operations and verify that information can be processed as required by the | evel of sensitivity and
anal yze the effect conpronise would have on the information contained in the system The docunments used to do the accreditation are (i)
the Facility Security Profile, (ii) the appointment letter for the ADPSSO, (iii) the appointnent letter for the TASO (if appropriate),
(iv) the R sk Managenent Program Autonation Risk Analysis Survey, (v) the Continuity of Operations Plan, (vi) the Standard Practice
Procedure (SPP), and the Menorandum of Understanding (MOU) concerning the use of personal conputers, if necessary. The accreditation
process will take place as (i) initial accreditation when the contract is awarded, (ii) reaccreditation for replacenment of a major
system increase in sensitivity, breach of security, or significant physical change, or (iii) accreditation review every tw years to
include a physical inspection, reevaluation of current sensitivity level, and effectiveness of the current accreditation plan. An
accreditation statement will be issued through the TACOM System Security Manager within 30 days of the conpletion of the appropriate
accreditation process.

(10) Security lIncidents.

(i) Suspected or actual security violations will be initially reported to the Contractor's ADPSSO who in turn wll
report it, in witing, to the TACOM System Security Manager (ATTN. AMSTA-SC) within five work days. Exanples of violations to be
reported are:

(A) Unexpl ainabl e output received at a termnal.

(B) Abnormal systemresponse.

(O Inconsistent or inconplete security marking.

(D) Unattended term nal device signed on.

(E) Unsuccessful attenpts to log on fromrenote term nals.

(F) Extraneous data on conputer print outs.

(ii) In cases of suspected or confirmed security violations, information included in the initial report will be (i)
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location, (ii) systemconcerned, and (iii) description of the violation. Wthin two nonths, the Contractor ADPSSO will submit, in
witing, a final report on the violation to the TACOM System Security Manager. The final report will include a determ nation whether
the breach was actual or illusory and a summary of corrective action taken to preclude recurrence.

(11) Automation Security Training.

(i) The ADPSSO wi |l conduct ADP security training for all personnel initially, upon assignnent to the Data Processing
Activity. The briefing will stress individual's security responsibilities and will be tailored to the assigned duties and oriented
toward the local security environnent. Automation personnel wll also participate in an annual security education program conducted by
the ADPSSO which pertains to their responsibilities.

(ii) Upon term nation or separation of 60 days or nore, the Contractor personnel wll be (i) debriefed, (ii) return all
materials related to their position, and (iii) sign a Security Term nation Statenent. This statenent will include such information
indicating the term nated/ separated enpl oyee wll:

(A) Read and understand the Espionage Act, other crimnal statutes, and Arny and | ocal regulations
concerning disclosure of highly sensitive or sensitive material upon termnation or separation.

(B) No longer possess ADP programs witten for Arny operations or Contractor provided infornmation
for ADP programns.

(© WII not communicate or transmt proprietary information to any unauthorized person or agency.
(D WII report to the TACOM System Security Manager (ATTN. AMSTA-SC) any unauthorized attenpt to
solicit classified or proprietary information concerning the position held when enployed by the
Contractor.
(iii) The Security Termi nation statenent will be retained in the term nated/ separated enployee's file.
(12) Appointnent of Autonmtion Security Officers. An ADPSSO will be appointed by a letter witten by the Contractor at each

conputer site. A TASOw Il be appointed by a letter witten by the Contractor at each rempte terminal site. These individuals will
ensure that guidance contained here is inplemented. The letters will become part of the Accreditati on Package.

(13) Privately Omed Conputers. Use of privately owned conputers is prohibited without the witten consent of the TACOM
System Security Manager (ATTN. AMSTA-SC). A Menorandum of Understanding (MOU) will be attached to the accreditation statement. The
MOU wi || be between the TACOM System Security Manager and the owner of the personal conmputer. Only unclassified information can be
processed under the contract on the personal conputer, and information becones the property of the U S Covernnent. Wen an MU is
witten, it will beconme part of the Accreditation Package.

[End of d ause]

26 52.242- 4014 TECHNI CAL REPRESENTATI VE JUL/ 1984
(TACOM

(a) Technical Representative. The Procuring Contracting Oficer shall designate, in witing, a Technical Representative to act as
his representative for technical matters under this contract. The Technical Representative will not be authorized to change any of the
terns and conditions of the contract. Changes in the scope of the contract will be made only by the Procuring Contracting O ficer by
properly executed nodifications to the contract.

(b) The work specified in the contract shall be perfornmed in cooperation with the Technical Representative. The contractor shall
permt designated representatives of the Government to inspect such work at any time or place during working hours.

[End of d ause]

27 52. 246- 4026 LOCAL ADDRESS FOR DD FORM 250 JAN 2002
(TACOM

(a) The contractor nust provide a copy of each Material Inspection and Receiving Report (DD 250) pertaining to this contract, to
the addresses given below, using either of the follow ng nethods:

(1) «Qur first preference is for you to use electronic nail (e-mail), using the followi ng e-nail address:
DD250@ acom arny. m |
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(2) Qur second preference is for you to use data facsimle (datafax) transm ssion, using this fax nunber: (586) 574-5527 and
use "DD250 mailbox" in the "to:" block of your fax cover or header sheet.

In either nethod, do not mix DD250s from nore than one contract in a single transnm ssion. That is, you nay submit nultiple DD250s in a
single transm ssion, but they nust all be against the same contract.

(b) These copies nmeet the requirenments for the Purchasing O fice copy and the Arny Inventory Control Manager copy listed in tables
1 and 2 of DFARS Appendi x F.

(c) The DD250 formnay be found, in three different fornats, on the Wrld Wde Wb at http://webl. whs. osd. m|/icdhone/ DD-0999. ht m

[End of d ause]



Reference No. of Document Being Continued Page 21 of 21

CONTINUATION SHEET

PIIN/SIIN VB6HZV- 04- P- 1310 MOD/AMD
Name of Offeror or Contractor: FM CORPORATI ON
LI ST OF ATTACHVENTS
Li st of Nunber
Addenda Title Dat e of Pages Transmitted By

Attachment 001 CDRL 0001 16- AUG- 2004 001



PIIN/SIIN Wb6HZV- 04- P- 1310

MOD/AMD
ATT/EXH ID Attachnent 001
PAGE 1
CONTRACT DATA REQUI REMENTS LI ST Form Approval OVB No. 0704-0188

Public reporting burden for this collection of information is estinated to average 440 hours per response, including the time for

review ng instructions, searching existing data sources, gathering and maintaining the data needed, and conpleting and review ng the

col lection of information. Send coments regarding this burden estinmate or any other aspect of this collection of information, including
suggestions for reducing this burden, to Departnment of Defense, Washington Headquarters Services, Directorate for Information Operations
and Reports, 1215 Jefferson Davis H ghway, Suite 1204, Arlington, VA 22202-4302, and to the Ofice of Managenent and Budget, Paperwork
Reduction Project (0704-0188), Washington, DC 20503. Please DO NOT RETURN your formto either these addresses. Send conpleted formto
the Governnent |ssuing Contracting Officer for the Contract/PR No. listed in Block E W6HZV04P1310

A. CONTRACT LINE | TEM NO B. EXH BIT: C. CATEGORY:
D. SYSTEM | TEM E. CONTRACT/ PR NO. : F. CONTRACTOR:
1. DATA | TEM NO 0001 2. TITLE OF DATA | TEM SUMVARY REPORT
3. SUBTI TLE:
4. AUTHORITY (Dt of Acq Docunent No.)Contractor Format 5. CONTRACT REFERENCE: 6. REQUI RING OFFI CE: SFAE-CSS-TV-M
7. DD250 REQ LT 8. APP CODE: 9. DI ST. STATEMENT REQUI RED: 10. FREQUENCY: As Required
11. AS OF DATE: As Required 12. DATE OF FIRST SUB: As Required 13. DATE OF SUBS. SUB: As Required
r
14. DI STRI BUTI ON A. ADDRESSEES B. COPI ES DRAFT FI NAL
SFAE- CSS-TV-M 1
PCO 1
15. TOTAL: 2
16. REMARKS:
17. PRI CE GROUP: 18. ESTI MATED TOTAL PRI CE:
r
A. CONTRACT LI NE | TEM NO B. EXH BIT: C. CATEGORY:
D. SYSTEM | TEM E. CONTRACT/ PR NO. : F. CONTRACTOR:
1. DATA I TEM NO \tab 2. TITLE OF DATA | TEM
3. SUBTI TLE:
4. AUTHORITY (Dt of Acq Docunment No.) 5. CONTRACT REFERENCE: 6. REQUI RI NG OFFI CE:
7. DD250 REQ 8. APP CODE: 9. DI ST. STATEMENT REQUI RED: 10. FREQUENCY:
11. AS OF DATE: 12. DATE OF FI RST SUB: 13. DATE OF SUBS. SUB:
14. DI STRI BUTI ON A. ADDRESSEES B. COPI ES DRAFT FI NAL
15. TOTAL:
16. REMARKS:
17. PRI CE GROUP: 18. ESTI MATED TOTAL PRI CE:
G PREPARED BY: | . APPROVED BY:
H. DATE: J. DATE:

DD FORM 1423-E, APR 00 PAGE___1 OF1



	SUPPLEMENTAL INFORMATION
	SUPPLIES OR SERVICES AND PRICES/COSTS
	DESCRIPTION/SPECIFICATIONS/WORK STATEMENT
	CONTRACT ADMINISTRATION DATA
	CONTRACT CLAUSES
	LIST OF ATTACHMENTS

